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Preface

I would like to extend a warm welcome to all readers of this new book, Oracle
Enterprise Manager Cloud Control 12c: Managing Data Center Chaos.

You are about to enter the exciting and wonderful world of Enterprise Manager,
Oracle's premium product for management of the Oracle stack, right from the
application layer down to disk level.

If you have used Enterprise Manager before and are aware of its capabilities, this
will be a good primer for learning the brand new capabilities of the new version.
For people who want to be introduced to Enterprise Manager for the first time,
this will be a whole new world drawn from my professional experience of many
years in the IT industry, written in easy-to-understand English.

I have included a number of advanced topics that demonstrate how Enterprise
Manager Cloud Control 12c aids in database performance management,
configuration management, security compliance, automated provisioning,
automated patching, and database change management. You will also learn
how Cloud Control 12c allows Exadata database machine monitoring and
management, test data management for subsetting data of large databases,
and sensitive data de-identification using data masking. This is followed by
various real-life examples and case studies of actual Oracle customers to show
how they have benefited from using Oracle Enterprise Manager.

Sit back and enjoy!

What this book covers

Chapter 1, Chaos at Data Centers, introduces the reader to the typical chaos in data
centers and discusses the way these common issues are normally resolved, by
manual labor or manual scripting using extensive human resources.
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Chapter 2, Enter Oracle Cloud Control, reveals Oracle Enterprise Manager Cloud
Control 12c as the suggested solution for managing the typical data center. The
chapter includes recommended installation techniques and best architecture
practices for this latest version of Oracle Enterprise Manager.

Additional content about this chapter can be found in the online chapter [italics]

Installation/ Upgrade Tactics and Architecture for Large Sites [/italics] at: http://
www . packtpub.com/sites/default/files/downloads/4781EN Installation

Upgrade_Tactics_and Architecture for Large Sites.pdf

Chapter 3, Ease the Chaos with Performance Management, explains how Cloud Control
12c aids in database performance management by guaranteeing performance levels,
proactively using various innovative techniques for diagnosis and tuning.

Chapter 4, Ease the Chaos with Configuration Management and Security Compliance,
demonstrates how Cloud Control 12¢ aids in configuration management by
automatically discovering components, collecting configuration information,
and allowing configuration comparisons and historical searches of changes.
Configuration compliance and security compliance is also explained.

Chapter 5, Ease the Chaos with Automated Provisioning, demonstrates how Cloud
Control 12c performs automated provisioning of Oracle databases and software,
enabling Provisioning Designers to use the new facility of profiles and locked-down
procedures, which make it easier to provision a fully configured gold copy in the
Oracle database and at the same time prevent Provisioning Operators from deviating
from corporate standards.

Chapter 6, Ease the Chaos with Automated Patching, demonstrates how Cloud Control
12¢ allows automated patching of Oracle databases in the data center, thus making
it possible to easily apply critical patch updates or patch set updates on a quarterly
basis. The Patching Designer selects from a list of recommended patches, creates a
patch plan template, and publishes it to the Patching Operator, who then creates

a patch plan to apply the patch to target databases. After the initial selection, the
download, validation and deployment of the patch (single or multiple) is fully
automated, thus enabling mass deployment of patches to multiple database homes
at prescheduled times. The new feature of out-of-place patching is explained in the
chapter, as is the patch plan templates.

Chapter 7, Ease the Chaos with Change Management, explains how Cloud Control 12¢
allows the capture of all database schema changes and comparison of databases or
schemas to aid in propagation of changes across the development lifecycle, greatly
assisting in the auditing process as a result. The new Change Plans and the capability
of data comparisons for seed or configuration data are also covered in the chapter.

[2]
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Chapter 8, Ease the Chaos with Test Data Management, explains how Cloud Control
12c simplifies test data management by allowing subsetting of data so smaller
test databases can be created from a larger production database. This leads to
considerable storage cost savings in test environments.

Chapter 9, Ease the Chaos with Data Masking, explains how Cloud Control 12¢ can
be used to discover confidential data and set up a centralized masking template
library that can achieve obfuscation (de-identification) of any confidential data
when copying data from production to test databases.

Chapter 10, Ease the Chaos with Exadata Management, explains how Cloud Control 12c
aids in monitoring and managing the powerful Oracle Exadata system as a whole,
both the hardware and software components, as well as the network infrastructure.

Chapter 11, Real-life Examples and Case Studies, and It's a Wrap — the Future is the Cloud,
includes various real-life examples and case studies of actual Oracle customers to show
how they have benefited from using Oracle Enterprise Manager. The final chapter
explores the future of Cloud Computing and Oracle's strong standing in the cloud
game, now also strengthened by the new Enterprise Manager Cloud Control 12c.

What you need for this book

This book is a practical step-by-step tutorial, with screenshots, for carrying out
tasks and shows you how to manage and administer your data center with Oracle
Enterprise Manager Cloud Control 12c.

It is packed with best practices and tips that will help you benefit from the author's
extensive experience working with Oracle Enterprise Manager for over a decade,
combined with his IT industry experience spanning more than 25 years.

To follow the steps in this book, you need access to an Enterprise Manager Cloud
Control 12c installation. You can install your own environment by following the
detailed steps in the online chapter Installation/Upgrade Tactics and Architecture for
Large Sites, Even if you don't have access to an environment, you can still read the
book to get an idea of the capabilities of Enterprise Manager.

Who this book is for

If you are a data center, IT, or database team manager who wants to take advantage
of the automation and compliance benefits of Enterprise Manager Cloud Control 12¢,
Oracle Enterprise Manager Cloud Control 12c: Managing Data Center Chaos is for you.
CTOs will also find this book useful.

[31]
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Experience with Enterprise Manager is not essential as the author's experience
tells you all you need to know about getting started with Enterprise Manager.
More experienced readers will learn about the brand new capabilities of the
Cloud Control 12c release.

Conventions

In this book, you will find a number of styles of text that distinguish between
different kinds of information. Here are some examples of these styles, and an
explanation of their meaning.

Code words in text are shown as follows: "Previously there were only two
association types available, namely depends on and hosted on."

Any command-line input or output is written as follows:

sysctl -w kernel.shmmax=4294967295

New terms and important words are shown in bold. Words that you see on the
screen, in menus or dialog boxes for example, appear in the text like this: "Clicking
the Next button moves you to the next screen".

% Warnings or important notes appear in a box like this.

a1

~Q Tips and tricks appear like this.

Reader feedback

Feedback from our readers is always welcome. Let us know what you think about
this book —what you liked or may have disliked. Reader feedback is important for
us to develop titles that you really get the most out of.

To send us general feedback, simply send an e-mail to feedbackepacktpub. com,
and mention the book title in the subject of your message.

If there is a topic that you have expertise in, and you are interested in either writing
or contributing to a book, see our author guide at www.packtpub.com/authors.

[4]
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Customer support

Now that you are the proud owner of a Packt book, we have a number of things to
help you to get the most from your purchase.

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes
do happen. If you find a mistake in one of our books —maybe a mistake in the text or
the code —we would be grateful if you would report this to us. By doing so, you can
save other readers from frustration and help us improve subsequent versions of this
book. If you find any errata, please report them by visiting http: //www.packtpub.
com/support, selecting your book, clicking on the errata submission form link, and
entering the details of your errata. Once your errata are verified, your submission
will be accepted and the errata will be uploaded on our website, or added to any list
of existing errata, under the Errata section of that title. Any existing errata can be
viewed by selecting your title at http: //www.packtpub.com/support.

Piracy

Piracy of copyright material on the Internet is an ongoing problem across all media.
At Packt, we take the protection of our copyright and licenses very seriously. If you
come across any illegal copies of our works, in any form, on the Internet, please
provide us with the location address or website name immediately so that we can
pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected
pirated material.

We appreciate your help in protecting our authors and our ability to bring you
valuable content.

Questions

You can contact us at questionse@packtpub.com if you are having a problem with
any aspect of the book, and we will do our best to address it.

[51]
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Chaos at Data Centers

Studies show that many corporations world wide expect their IT footprint to grow
in the coming years. They expect more servers, more databases, more data, and more
of everything.

They require more floor space in their data centers, and correspondingly a greater
power footprint. Have you heard of a data center where no more servers can be added
as the power supply has reached its limit, or the uninterruptible power supply (UPS)
can no longer cope? This story is not new, it happened a few years ago.

The growth seems to be endless —and this is fuelled by today's information age,
where larger and larger volumes of data need to be stored and distributed to satisfy
an ever-growing demand. More applications are using those databases, on more and
more application servers.

So, for an IT manager, this will mean more of everything in his/her data centre. There
may be different hardware platforms, different operating systems, for example, Solaris,
Linux, IBM AIX, or Microsoft Windows, and in each such case there may be different
versions such as the different flavors of Linux supplied by different vendors, including
Oracle Enterprise Linux, Red Hat, SUSE Linux, and so on.

In the database arena, if a company has no policy of standardization for one
particular database vendor, there may be different databases, such as Oracle,
IBM DB2, or Microsoft SQL Server, in use by different projects.

Even if the databases belong to only one vendor, for example Oracle, the databases
may be of different versions, such as Oracle Database 9i, 10g, or 11g. In the real
world, it is very difficult to standardize on one version, as all applications may not
be certified to use on that one database version. You may have some application
vendors that say they are certified on Oracle Database 10.2.0.3 and not 10.2.0.5, and
some that say they only use a particular version of Oracle Database 11g Release 1 and
no other version.



Chaos at Data Centers

So multiple database versions need to be installed separately, managed, patched as
required, and upgraded when required. Also, development as well as test, staging,
and production environments need to be provisioned (created) for each such database
version. This level of complexity is the ground reality in today's data centers.

Team effort

The installation effort itself for each new project is huge.

First, a business project identifies the need for an application server and/or a
database server. A formal request is made for these. The request is approved,
and arrives at the doorstep (or mailbox) of the Unix/Windows team. Teams
such as these are normally present in any reasonably sized IT department.

The Unix/Windows team then procures the necessary servers, gets access, and
installs the operating system — frequently following manual checklists where they
tick off each step. This team may also need to install additional packages/patches

at the OS level, as requested by the project managers, and this information may or
may not be available to the management at this stage. It may well be the case that
any missing OS-level packages could cause delays and annoyances later down the
track, but let us say this information is known, and the additional packages/ patches
are applied by the Unix/Windows team.

The hardware with the installed operating system is then forwarded to the database
team in the IT department, where the DBAs get access to the server and install the
database software, such as the Enterprise Edition of the Oracle database.

Certain options for the Oracle database may also need to be installed at this stage,
such as the partitioning option or the advanced security option, depending on the
requirements of the project and the licenses available with the company. Let us
presume there is no standardization at this stage, so everything has to be decided
manually, or guessed —if there are no clear instructions from the project side.

At this point, if certain OS packages/patches are missing, the DBAs may redirect the
servers back to the Unix/ Windows team for the missing components to be installed.
Assuming this is done in a day or so, the DBAs then re-attempt the database
software installation the next day (if they are lucky).

[8]
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The database software thus installed may itself need to be patched, for example,

if Oracle Database 10g Release 2 (10.2.0.1.0) had been installed as the base release

on the Solaris Operating System (SPARC) (64-bit), it should be patched on to the
ultimate release of Oracle Database 10.2 on this platform, such as 10.2.0.5. It is always
recommended to do this for production databases. Not patching for the ultimate

or penultimate release can lead to issues later on when applying regular security
patches that are often provided only for the latest releases of any version.

After this, the actual database is created. If there are no company standards, it is
possible that each database created by different DBAs even in the same team may
be different, for example one database may have the Sample Schemas provided by
Oracle installed but another database may not have these installed. This is normally
done via a simple manual selection in Database Configuration Assistant (DBCA) —
Oracle's standalone graphical utility for creating new databases. One DBA may
decide to select this, the other DBA may not.

There are other examples of similar configuration drifts. One DBA may decide to
use Oracle Managed Files (OMEF) for the data files of the database, another may
not. It may depend on each individual and his/her likes or dislikes. For example,
I, personally, have never used Oracle Managed Files even though there is nothing
wrong with using them.

Even if there are published company standards for database creation, they may not be
followed 100% of the time as standards are difficult to enforce when manual methods
of installation are used and no control is enforced when performing the installation.

There is no separation of roles in the manual installation, there is no DBA Designer
(the Senior DBA) who designs the database to be installed, and there is no DBA
Operator (the Junior DBA) who follows the design and installs the database. It just
depends on who does the installation and who does a better job —the Senior DBA
or the Junior DBA. And frequently, the Senior DBA does not even have the time for
repetitive installations and just leaves it to the Junior DBA. The Junior DBA then
decides to try out different things for educational purposes - possibly.

The same scenario may be applicable to the middleware team when they install the
application server software, such as Oracle WebLogic Server or Oracle Application
Server, or application servers belonging to other vendors. Manual methods will
lead to major or minor differences in the setup and configuration, and if there are no
automated methods of checking the configuration compliance, it may lead to a near-
impossible situation and there would be no way to enforce company standards on
the middleware servers and domains either during or after installation.

[o]
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The DBAs install the database software, patch it to the required level, and then create
the databases required by the applications. They repeat this process for development,
test, staging, and production environments.

After a reasonably successful installation, the DBA team is also requested to set up
the backup of each database and also to set up the standby databases for disaster
recovery using some tool, for example, Oracle DataGuard.

The setup of each backup and standby database is reasonably complicated, especially
the latter, and involves a number of detailed steps. Also, each backup and disaster
recovery scenario needs to be tested to ensure that it works.

Where is the time to do all this if everything is done manually?

Once the databases are released to the production environment, either the same team
of DBAs or a different production team looks into the day-to-day workings of each
database, and attempts to ensure that the application is guaranteed a certain level of
performance —and this is a difficult order without automated tools.

Every database sooner or later needs diagnosis and tuning — as databases are not
static; they change, their data changes, their users change, and their application
changes. More load is placed on the database. More data is used in queries. All
these changes are inevitable and eventually lead to performance issues.

First of all, to gain an understanding of these issues, performance information from
the database is collected, manually analyzed, and certain worst-performing SQL
statements are identified.

Each such SQL statement is then painstakingly fixed, often by adding indexes,
perhaps without understanding the effect of extra indexes placing a heavier strain
on inserts and updates.

Such manual performance diagnosis (finding out the problem) and tuning (fixing
the problem) is obviously a very lengthy and tedious process, and is compounded
when there are many tens or even hundreds of databases. A team of DBAs would
be needed just to look at and fix day-to-day performance issues.

What about patching these databases?

My Oracle Support (MOS) releases Patch Set Updates (PSUs) and Critical Patch
Updates (CPUs) every three months, and recommends that all databases are patched
regularly with either the CPU or the PSU.

The CPU is a collection of security patches, and the PSU includes the CPU as well as
other patches that fix separate issues.
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If a particular company is security conscious and wants to make sure that the
latest security patches have been applied to all its databases, there will be a need
for the DBAs to apply the CPUs or PSUs every calendar quarter, and this involves
downloading the appropriate patch, FTPing or SCPing it to each server, and then
going through a series of manual steps to apply the patch.

This is fine if there are few databases, but if there are hundreds compounded with
several environments for development, testing, and production, then the patches
must be painstakingly applied on each and every database home and database.

It is possible, but it takes a lot of time manually. The DBAs will never get their sleep
in this case, when they stay behind to complete the manual patching of the numerous
databases. Also, the manual repetitive tasks they follow for this patching will be
more prone to mistakes —as the mind itself gets numbed by constant repetition

of the same steps.

Let us say, on top of all this, there are development projects that constantly upgrade
their applications and send database scripts to the DBAs to make schema changes
corresponding to the new application release.

This may include new tables, new columns, a modification of existing columns,
or new database structures as well as new/modified users and their privileges
on the objects.

To implement these changes at the database level for the purpose of such application
upgrades, they would use a collection of SQL or PL/SQL commands in a script that
they supply to the DBA —to run in the test and then in the staging environments.
Finally, the scripts would be run on the production database if the application is
found to work well on the test and staging databases.

First of all, the scripts themselves need to be checked thoroughly by the DBA, and
this takes time.

The DBA needs to ensure the script is doing the right thing, which he/she does with
a manual check, then perhaps a dry run on a separate test database to work out script
issues, for example, the creation of indexes on nonexistent columns, the granting of
privileges before the table is created, errors in SQL syntax, and so on.

The script then has to be modified and re-run before it is finally ready to be executed
in the test environment, and the DBA may send a few stern emails to the developer
team to be more careful next time.

Once this is done, the project team commences testing the application on the test
database. After a green signal is received, the DBA will be asked to run the script
on the staging and production databases.

[11]
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The DBA then rests easy, thinking that the job is over, but suddenly receives a
shock —the developer tells him that the application is not working in production
(although it is working in staging and testing).

The DBA calls his/her home to say that he/she will be coming home late today,
then starts to investigate the issue by painstakingly comparing the staging and the
production databases. Every table, user, and privilege in the two databases has

to be compared until the DBA finds out that certain privileges are missing on the
production database, whereas the user had higher privileges on the other databases.

This simple reason has taken hours to be discovered. The DBA fixes the script,
creates a final version for the particular release, and runs the necessary part of
granting the extra privileges (by a cut and paste from the final script), and the
application finally works.

Also, the only way the history of all these changes can be preserved in this case is
by retaining the script files on the database server, versioning them, and storing
them in subdirectories. This is sometimes done instead on the DBA's Windows PC.

Trying to look into such files in this directory structure to find out a past change is
normally a very manual, labour-intensive, and painstaking process. I have done this
many times all by myself, so am well aware of the issues.

When manual effort is the norm, in such data centers, it is inevitable that the DBAs and
other administrators spend much of their time being reactive. Junior and less-trained
staff on night shift hours would compound the issue, as would offshore technicians
working remotely without a proper understanding of the internal environment.

For example, if the OS maintenance is off sourced and, say, the admin is asked to
apply an OS upgrade, and as a part of the process the admin decided to change

some OS properties under the impression that it will improve the OS performance.
However, the next day, the on-site DBA finds that the standby database has stopped
working, and he/she has no way of knowing what has changed as there is no
automatic capture or history of configuration changes in such a manual environment.
All the DBA has is the general information that the OS was upgraded, and he/she
has to then investigate further by comparing, bit-by-bit, the configuration of the
server on which the database is still working and the server on which the database
has had the problem.

You can guess how much time and effort this may take?
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Common solutions used in data centers

How do data centers attempt to address these issues? The short answer is simple:
brute labor and/or an attempt at in-house automation using manually written scripts.

There is usually a team of Unix administrators and another team of Windows
administrators who are responsible for manually preparing each and every piece of
hardware by installing the operating system and patching it to the required level.

These administrators are also responsible for resolving issues with the systems they
provision, such as missing pieces in the installation or performance issues that may
be due to improper setup of the operating system (wrong values supplied for OS
properties, for example, network buffer properties).

There is another team of Database Administrators (DBAs). These DBAs may
specialize in Oracle or DB2 or SQL Server, and frequently in companies that

seek to combine multiple roles, may dabble in all of these. (Indeed in the DBA
world, it was once considered a plus point to know as many databases as possible,
until the realization dawned that a real expert in one main database was more of

a valuable asset than a DBA who knew multiple databases and their nuances, but
only superficially.)

These teams of Unix, Windows, database and also the middleware administrators
are put into action in their brute numbers, and this is normally seen in the
highly-populated countries in the world today where there are a great number of
administrators in the job market. The admin labor is available at a low cost in such
markets, and consequently more administrators can be hired.

Such administrators, in an effort to be extremely competitive against their peers,
and to appear extremely loyal to their work, proudly say "we never sleep"
(sacrificing their family happiness in the process) and make themselves available
for tackling all the issues mentioned —albeit in a manual, uncontrolled, haphazard
manner that would be prone to multiple and deadly mistakes.

However, brute force, by throwing reams of administrators at the manual tasks, does
work at fighting fires and keeping them under control. This technique is employed
by a number of companies to handle their data centers. But then, they get used to
fighting fires every other day.
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The other scenario is the company that prides itself on the thousands of reams
of scripts running its data center. These countless scripts are used in an attempt
to automate the manual steps of managing the data center. They are used for
provisioning, to collect the configuration, for patching, for applying the changes
to the schemas, for backing up, and for creating and monitoring the standby
disaster recovery databases.

However, these scripts are not a magic bullet — there needs to be an effort to write
and maintain these scripts. As technology changes, more and more complicated
scripts need to be written. The scripts may be layered unnecessarily and may become
quickly outdated —for example, an Oracle RMAN script used to back up an Oracle 9i
database may still be used to back up an Oracle 10g database, without using the new
features such as Block Change Tracking and Fast Incremental Backups, present in the
later releases of RMAN.

This is the very problem with scripts —they stay static.

The languages are not easy, and require expertise to write scripts —which
is somewhat rare. The writers of such scripts soon establish a position for
themselves in the company as heroes. They are available to script everything.

And when these heroes leave the organization, there is chaos.

Summary

In this chapter, we have seen the common issues in data centers (albeit from the eyes
of the administrators) and the chaos that can be seen in any such center if there is no
controlled management and automation. We hope you have gained a good insight.

Brute manual force and multitudes of scripts are often used as the last bastion
of defense against the chaos, but ultimately succumb. They cannot cope with
rapid change.

Even the script heroes are eventually engulfed by the rising tide of continuous
scripting and sooner or later quit the company.

In the next chapter, we will take our first look at powerful Enterprise-Management
software from Oracle that can be used to reduce this chaos to a negligible extent, so
that the data center can be managed efficiently from a central console, and with the
barest minimum of scripts. Read on.
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What if we told you that there is an enterprise-class management product from
Oracle, which, if used appropriately, would help in resolving the chaos of the
data centers?

Yes, there indeed is such a product. Enter Oracle Enterprise Manager Cloud Control
12¢, which is the latest version of Oracle's Enterprise Manager. This is installed
centrally on a dedicated server and used for managing and monitoring the entire
Oracle Technology Stack, with an Agent placed on each Target that Enterprise
Manager is to manage or monitor.

In the previous versions of Enterprise Manager, 11¢ and 10g, the product could
optionally be installed locally when the database software or application server
software was installed on a server. In this cut-down form, it was known as Oracle
Database Control or Oracle Application Server Control, respectively. This type of
single Target Enterprise Manager is no longer available in the 12¢ version at the
time of writing this book.

What we do have is Cloud Control 12¢, which is the full, all-encompassing flavor of
Oracle Enterprise Manager. Appropriately named, Cloud Control 12c can manage
the 97, 10g, and 11g versions of Oracle databases, and Oracle middleware, including
Oracle Fusion, Oracle WebLogic Server, Oracle SOA Suite, and Oracle Application
Server. Cloud Control 12¢ can also manage Oracle Applications such as Fusion Apps,
Siebel, E-Business Suite, PeopleSoft, and JD Edwards Enterprise One. It also manages
Oracle VM and Oracle Sun Servers and Storage in the form of Enterprise Manager
Ops Center 12c.

Thus, it is apparent that Cloud Control 12¢ can do application-to-disk management,
as it manages everything from the application down to the database, middleware,
virtual machine, server, and storage (disk) level.
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Cloud Control 12c even goes above, to the business layer, and is able to define and
manage your business transactions on services across a service bus, and can be used
to set up the entire infrastructure for the Cloud —whether the Cloud is Infrastructure
as a Service (IaaS), Database as a Service (DBaaS), or Platform as a Service (PaaS).

It is also able to deliver the Cloud via self service, and manage the Cloud, including
metering and chargeback services. As business transaction management capabilities
are included, this means Enterprise Manager Cloud Control 12c is able to achieve
business-driven Cloud Management.

The Dbaa$S Cloud capabilities of Enterprise Manager are based on the database
lifecycle management features of the product. We will go through the database
lifecycle management features in the coming chapters.

And besides the Oracle technology stack, Enterprise Manager Cloud Control 12c is
able to monitor and perform configuration management of non-Oracle hardware and
software, such as non-Oracle Hosts (for example, HP-UX, IBM AIX, and Windows),
non-Oracle storage such as EMC and NetApp, as well as firewalls, load balancers,
and network devices.

This is done via Enterprise Manager plugins written either by Oracle or third-party
vendors. At the time of writing this book, a few of the plugins are being rewritten
for Cloud Control and will be released in stages.

But is Cloud Control 12c a new product, or does it have a long history? The answer
is yes to both. To understand this, we will have to go back in time.

Oracle Enterprise Manager Cloud Control 12c is certainly a long way from the days
of Oracle Server Manager, the initial version that was released in the mid 1990s
and was a simple and limited GUI interface used for some aspects of database
administration only (along with a command-line interface, server manager line
mode, or svrmgrl).

The DBAs at that time saw it as a novelty and used it very sparingly. They laughed
at it. But it was the first attempt by Oracle at a GUI management tool.

This was followed by Oracle Enterprise Manager, called OEM initially. First OEM
Version 1 was released, followed by OEM Version 2.2, which could be used with
Oracle Database 8i. The next version, OEM 9i could be used with Oracle Database
9i and this was a much better-looking Java console that had to be installed on your
Windows PC or workstation. Even though there were Java-related memory and
performance issues with this version, it had increased acceptance among DBAs,
who started using it in greater numbers.
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The next version, Enterprise Manager (EM) 10g was introduced in the first decade
of this century. It used the N-tier architecture, using Oracle Application Server as
the backend application server for the actual Enterprise Manager Java application.
This was an OC4] application, that is, Oracle Containers For J2EE (OC4J) 10g,
which was compliant with Java 2 Enterprise Edition (J2EE) 1.4. The Enterprise
Manager application was installed centrally as one or more Management Services
using the same Central Repository, with Management Agents installed on multiple
Targets that communicated with the Management Service. This type of centralized
installation of Enterprise Manager was called Grid Control.

The backend application server OC4] application was replaced by Oracle WebLogic
Server in Enterprise Manager 11g, released in April 2010. This version, for the

first time, required the WebLogic Server software to be installed first, before the
Enterprise Manager 11¢ Grid Control software was installed.

Enterprise Manager Grid Control 10g could manage 8i, 9i, 10g, as well as 11.1
databases, and other products such as Oracle Application Server. Enterprise
Manager Grid Control 11g was able to manage 11.2 databases as well, although
support for 8i databases was dropped.

And in October 2011, during Oracle OpenWorld, the latest Enterprise Manager 12c,
renamed Cloud Control instead of Grid Control, was announced with great fanfare.

The Grid — where the cloud came from

In 2003, Oracle Database 10g was released — where the "¢" stood for Grid.

Oracle had previously released Real Application Clusters (RAC) in Oracle 9i, which
was the first active/active database system (multiple nodes and instances accessing
the same database).

This technology made it possible to cluster large numbers of smaller servers and
place the application's database on the cluster as a whole. So, instead of placing the
database on a larger and dedicated expensive server that had been sized suitably
to accommodate the changes for the next two years of application life, it could be
placed on a cluster of smaller servers, sized appropriately.

As the application's demand increased, it would be easy to just add an extra node
to the database cluster and expand horizontally instead of vertically. The database
services (applications) could also share any of the nodes in the cluster instead of
having a dedicated server installed for each application. This intention to replace
dedicated servers and expensive hardware from specialized vendors was the
genesis of the Grid idea.
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RAC technology was considerably enhanced in the 10g version. Oracle Clusterware
software was now available in 10g for most platforms, thus negating the need for other
clustering software. For example, using RAC 10¢ on SUN Solaris no longer meant
having to preinstall the SUN Cluster, which was the case in RAC 9i for this platform.

It was now possible to have a Grid based on almost any platform where smaller
servers could be clustered together with the clustering software from Oracle.

This was applicable to the application servers as well, at that time using Oracle
Application Server (please note, the current preferred cluster of application servers
is Oracle WebLogic Server 12c Enterprise Edition).

Therefore, the versions of Oracle Database and Application Server from then on were
named 10g and later 11g, emphasizing the importance Oracle was placing on the Grid.

For the management side of things, Oracle Enterprise Manager 10g and consequently
11g were released on an N-tier architecture. The powerful enterprise management
product was named as Grid Control, due to its ability to manage the Grid based

on Oracle Clustering technology. Multiple databases and application servers

could be managed.

Provisioning capabilities were introduced from Enterprise Manager Grid Control
10g onwards, and this allowed the DBA to create gold copies of Oracle software
and databases in a Software Library in Enterprise Manager, and then use the gold
copy when seeking to provision the software or databases on new servers. Thus,
provisioning of the Grid was now possible via an automated means. This helped
with on-demand elasticity, or the ability to grow or shrink the Grid.

The Grid, as conceptualized by Oracle, was thus in place for a number of years.
Then, a few years ago the idea of Cloud computing exploded on the IT scene.
It seemed that almost every other hardware and software vendor was pushing
Cloud computing.

But if you take a closer look, what is the Cloud? The National Institute of Standards
(NIST) defines Cloud Computing as essentially being;:

On-demand Access to a Shared Pool of Computing Resources.

This is actually what the Grid is about. So how different is the Cloud to the Grid?

The Cloud as such is a superset of the Grid —but with a few more characteristics,
such as self service by the user, metering, and chargeback.

The five essential characteristics of Cloud computing are defined as on-demand
self-service, pooling of resources, elasticity (able to expand or scale down on notice),
measured service (that is, metering of usage), and broad network access.

[18]



Chapter 2

Oracle already had a deep technological foundation in the Grid, with technologies
such as RAC Clustering, WebLogic Server Clustering, and Enterprise Manager
management of the cluster with provisioning capabilities. Now, self-service,
metering, and chargeback were added in Oracle Enterprise Manager on top

of the Grid capabilities.

As a result, Oracle is now fully Cloud-capable. And its Enterprise Manager
Cloud Control 12c¢ is the management backbone of the entire Cloud.

Overview of version 12¢

We can now have a quick introductory look at the latest version of Enterprise
Manager, which is Cloud Control 12¢. The console login appears as follows:

ORACLE" Enterprise Manager Cloud Control 12¢ o

Login
Usar Name | demol

Password

Enterprise Manager Key Features New in this Release Did you know...

y Complete, Integrated, Application-to-Disk IT y Control Configuration Sprawl with Oracle Application Testing Suite
Management Configuration Management
L

We can guess from this first splash screen that Cloud Control 12c has strong Oracle
Application Developer Framework (ADF) looks and features, and we won't be far
wrong. The new user interface in Enterprise Manager Cloud Control 12c was indeed
developed using the ADF.
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To make things interesting right at the outset, the splash screen of the console login
also highlights some of the key features of Enterprise Manager - a section titled New
in this Release and a Did you know... section. Every time you go to this console
login, some new information is displayed. You can also expand any of the points

to show more information.

In this new version, you can select your own home page — the page you see when
you log in to Cloud Control. Suppose you have just installed Cloud Control and are
logging in for the very first time, you will immediately be presented with a collection
of home pages, one of which can be chosen as the preferred home page. This is seen

in the following screenshot:

ORACLE Enterprise Manager Cloud Control 12¢
®

Select Enterprise Manager Home

to make any other page in Enterprise Manager as your home page.

Summary

3 The summary page provides a

‘| complete and consolidated

view of all targets monitored by

h - Enterprise Manager and any

—_— E critical events across those
"""" s | targets.

e = = v | Best for: £M Administrators
== = = &Q Preview

@ Select As My Home

= The Incident Manager helps

| users track, diagnose and
resolve issues identified across
targets by Enterprise Manager.

Best for: on-call IT Operations

[ Select As My Home |

Setup v Help »

f‘ DEMO1 + Log Out

You can choose your preferred home page (viewed immediately after login and always accessible by clicking on the "Enterprise Manager" link in the top
left corner) from one of the following options. If these options do not match your job profile or role, then use the preference menu under your username

Databases

‘| instance or RAC database right
1| on your homepage. Spot-check

— : An enterprise level view for all

i Composites, BPEL Processes,
0SB Services and Web Services

Manitor any or every database

the load, memary consumption
and any issues related to the
target and initiate tuning
processes with one click.

Best for: Database
Administrator

&) Preview |

@ Select As My Home

the SOA targets featuring alerts]
and critical metrics. Instantly
review details of SOA

Best for: 504 Architect

As we can see here, there are a number of home pages available for DBAs,
middleware administrators, level 1 support staff and even Siebel administrators.
There is a Summary page that EM Administrators can select; this is closest to the
Enterprise Manager home page we used to see in versions 10g and 11g. This shows
at a glance the availability and other details of all the Targets where there is an EM
Agent talking to this Enterprise Manager system.
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There is a Databases home page for DBAs. There are also Middleware, Fusion
Applications, and SOA home pages, a Service Dashboard page, an Incidents
page, and even a Cloud Infrastructure page for monitoring and managing the
Cloud infrastructure. Any of these pages can be selected as the home page at this
stage, when first logging on. In the future, it is possible to select any other page
as the home page by going to Setup | My preferences | Select My Home from
the Cloud Control menu.

Let's say we have selected the Summary page as the home page. The page that
appears is shown in the next screenshot:

Enterprise Summary Page Refreshed Aug 22, 2012 B:28:48 AM P
| Overview Ve | Al Targets 2| | =) iventory and usage
Targets Montored 1360 Show | Hosts =l See Detals
Status View - Patform =

Targets wih Status 1057 Patform sts|

"= Enterprise Linux Server reiease 5.6 (Carthage)
13 WO

1% . Orace Lnux Server roease 5.8 5
ELIR e Orack Lnux Server rekase 5.6 4
W ettty Enterprise Linux Server release 5,4 (Carthage) 3
;"’:"c-:‘:lm Enterprise Linux A5 rease 4 (October Update 8) i

0%

| Compance Summary

Complance Frameworks Complance Standards
View = View Trends
Ineklents L .
|Na Taegjet Evakiations | w
Open | mame
Updated in bst 24 hours 232 ! |A|p e
pda 4ho . . : . Corparate Appication Complance Framework o B |2 |31
cregoy] @ [ @ [ & [ F | il 1 :
Avalablty 23 & 54
Performance - 1 - L e —
| Least
Securtty 30 — ekl
Others 214 2 View = [ View Trends
T T T
Standard Evaluations Miok
Problems Target Name | Target Type ! 9 AFO|
Open 65 Without Service Riquest 65 ! ! ! — =
s Host 1 00 4
Updated in st 24 hours 1 = Most 1 o0 4
Jobs at Mot 1 o0 2
Suspended Executions (st 7 days) /1) ad Host 1 00 1
Problem Executions (st 7 days) 7% adg | Hos: 1 @0 1

al I uf]

Acton Requied Executions (st 7 days) 0w

2| Service Requests
| Patch Recommendations

As we can see from this page, the Cloud Control Summary page displays the overall
availability of all the Targets managed by the Enterprise Manager. You can see which
Targets are down, and drill down immediately to find the issue. You can see the
critical and warning Incidents that have been raised by the Targets, any Problems,
or any Jobs that have failed. You can also drill down to the Patch Recommendations
from here — Enterprise Manager Cloud Control 12c connects to My Oracle Support
(MOS) and gets a list of all available patches for the Targets, and displays them here
(more on this in a later chapter).
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On the second half of the page we can see the inventory at a glance: what type of
Hosts, what type of databases, and so on, are present in the enterprise. We can also
see the Compliance Summary and the Least Compliant Targets sections, and finally
the Service Requests section, which shows the service requests that have been
opened. And all this just on the Summary page.

Striking new features in 12¢

Enterprise Manager Cloud Control 12¢ is a huge release with a plethora of new
features. A few of the outstanding features are described shortly. If some of the
terminology is new at this stage, no need to worry; we will go to the appropriate
detail later on in most cases.

The infrastructure of Enterprise Manager Cloud Control 12c is now more scalable,
performant, and reliable, to enable it to support millions of different Targets —much
more than the tens of thousands of Targets you could scale up to in previous versions.
The Enterprise Manager Framework has been enhanced to a pluggable framework
that allows you to download and deploy any plugin via the new self-update feature.
The plugins, which were primarily meant for non-Oracle databases, hardware,

and software in the past, are now redefined so that even the Oracle Database or
Middleware is managed via a plugin. This is quite a change to the basic architecture
of Enterprise Manager, which is now more modular and extensible.

As we will see during the actual install process, there are some essential plugins,
such as Oracle Database and Oracle Fusion Middleware, and some optional plugins,
such as Oracle Virtualization, Oracle Cloud Application, Oracle Chargeback

and Trending, Oracle Siebel, Microsoft SQL Server, Sybase, and IBM DB2. This
demonstrates that there are Target plugins (for management of Oracle or non-Oracle
Targets) and there are solution plugins (that give additional functionality, such as
Cloud and virtualization).

Some plugins are dependent on one another; for example, the Oracle Cloud
Application plugin is dependent on the Oracle Virtualization plugin, as can be seen
in the following screenshot (this is from the installation process, which we will look
into in detail in this chapter). The screenshot also demonstrates that the Oracle
Database itself is listed in the available plugins:
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Select Plug-ins CORACLE Enterprise Manager Cloud Control 12¢
WMy pport Details Flugins provide management capahilities tailored 1o specific types of targets or solution areas and typically have their own lifecytle
] independent of the Enterprise Manager core platform. Select the management plugins you wish to configure
o 5
] rerequisite Checks Select | Name Version
I V] Oracle Database 12.1.0.0.0

A Install Types | |Oracle Exadata 12.1.0.0.0
@ Select Plug-ins (V] Oracle Fusion Middleware 12.1.0.0.0
+ (V| |Oracle MOS (My Oracle Support) 12.1.0.0.0
T WebLoaic Server Configuratio [] Exalogic Elastic Cloud Infrastructure 12.1.0.1.0
) Database Connection Details [ 1BM DB2 Darabase 12.1.0.1.0
] j Microsoft S5QLServer Database 12.1.0.0.0
'-]-‘ ration Det [v| Oracle Chargeback And Trending 12.1.0.0.0
O FPo guration Details z‘ Oracle Cloud Application 12.1.0.0.0
[ B [] Oracle Fusion Applications 12.1.0.0.0
']‘ e [ ] Oracle Siebel 121000
O Install Progress [] Oracle Vinualization 12.1.0.0.0
I - ] Sybase ASE Database 12.1.0.0.0
« Finish

The plug-ins [Oracle Cloud Application] are dependent on the plug-in Oracle Virtualization, that is why it is
automatically selected. You cannot deselect this dependent plug-in.
e

The advantage of this new pluggable framework is that Enterprise Manager Cloud
Control 12c can be updated fast to manage a new technology, for example, if a new
database version or a new WebLogic version is released tomorrow, your current
installation of Cloud Control 12¢ should be able to manage it by simply updating the
latest database or middleware plugin using the self-update feature.

In the past, you would have had to upgrade your entire Enterprise Manager Release
in order to be able to manage a newer database or WebLogic version. As an example,
Oracle 11.2 databases could be provisioned only with Enterprise Manager 11g,
whereas 11.1 Databases were provisioned with Enterprise Manager 10g. If you

had the latter installed and your company upgraded the database to 11.2, you

would have to upgrade the entire Enterprise Manager system to fully manage

the new release.

However, this is no longer the case. All you need to do now is to use the self-update
feature for the plugin. As the plugin can now be revised separately from the core
framework, it is possible for Oracle to release a new version of the plugin as soon

as it is ready, even though the next Enterprise Manager Platform Release is some
way off. So, you can get support for new features faster.
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Note that the plugins are cumulative, that is, a plugin supporting the latest version of
the Oracle Database will also support all the previous versions of the database Targets.

You can manage the Target plugin lifecycle and seamlessly deploy plugins across
both the OMS as well as the Agent tiers, using a single console where you can search
for, download, and manage all the Target plugins.

This self-update feature that we talked about for plugins, is also applicable to a
number of other entities in Enterprise Manager Cloud Control 12¢, which are called
self-updateable entities. There are a number of such entities for which you can be
notified when new versions are available, and you as an Administrator can then
view, decide to download as needed, and deploy those new versions if you like.
Both online and offline modes are supported.

Examples of self-updateable entities are Enterprise Manager deployment
prerequisite checks, management connectors, compliance content (configuration
rules and compliance standards), diagnostic checks, Exadata configuration templates,
Agent software, (Agent core images), and of course the Target and solution plugins.

Such self-updateable entities also include provisioning bundles; so, for example,
you can easily download the latest released and updated deployment procedures.
Database provisioning profiles and gold images, middleware profiles and gold
images, and virtualization templates and assemblies are also in the list of
self-updateable entities.

Hopefully more entities will be made self-updateable in the near future. This truly
enables the new version of Enterprise Manager Cloud Control 12c¢ to be able to
deliver new features and updates a lot faster, adding those updates outside of

the main Enterprise Manager platform releases.

It is now easier to manage and diagnose issues with the Enterprise Manager Cloud
Control 12c product itself. The Enterprise Manager console allows you to perform
control operations such as starting, stopping, or restarting the OMS, as well as secure
and resecure operations. You can update the OMS configuration properties, as well
as the Agent properties — the latter can be done either individually or jointly for a
group of Agents.

Using the Support Workbench for Enterprise Manager Cloud Control 12¢, you can
quickly diagnose any problems with the Enterprise Manager console, loader, and
notification system. A service request (SR) can be opened easily with MOS and
the diagnostic data pertaining to the enterprise manager issue can be collected
automatically, packaged by the Workbench, and uploaded to the support site.
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Security has also been enhanced. Integration with Oracle Access Manager Single
Sign-On (OAM SSO) is now supported out of the box. There is also direct
LDAP authentication support for Microsoft Active Directory (AD), as also for
Oracle Internet Directory (OID). Kerberos authentication is also supported. The
authentication module has been made pluggable, so if you like you can use your
own customized authentication module or provider.

Strong authentication for host and database Targets is now supported, with SSH key
pairs for host authentication. It is also possible to use Kerberos tickets for database
authentication. These tickets can be used for both Cloud Control authentication

as well as database authentication; in this case it is possible to seamlessly move
between Cloud Control and database Targets without any prompting for database
authentication because the same credential is used.

The new Enterprise Manager Cloud Control 12c release has a much more granular
security model, with more than 100 fine-grained privileges. These can be used to
control the access to enterprise manager resources such as Targets, templates, jobs,
reports, and metric extensions, as well as enterprise manager functionalities such
as buttons, pages, links, regions, and URLSs. This release also supports Target-type,
specific, fine-grained privileges.

You can group together any of these fine-grained privileges into roles, so that it
becomes easier to manage your privileges across the enterprise. There are a few
predefined out of the box roles that are meant to cater to certain types of enterprise
manager users. Some examples are the Cloud Designer, Provisioning Designer, Patch
Operator roles, and so on.

The roles in Cloud Control 12c¢ are also integrated with enterprise roles. Suppose you
have implemented an authorization management tool such as Oracle Authorization
Policy Manager (APM), and if you create a role in this tool for the Test DBA (as an
example), then any users of that role will automatically inherit the relevant Cloud
Control 12c roles and privileges.

Instead of a tab-driven interface, as in Enterprise Manager Grid Control 11¢ or 10g,
there are drop-down menus in the new version, which help you to navigate easily
through all the menu options. Another striking feature is excellent personalization in
the 12c release. Your home pages can be customized in terms of layout and displayed
data; extra regions from a catalog of predefined regions can be added or removed,
and these changes are seen even when you log back in again. Target home pages can
also be customized in this way. This is done using the ADF WebCenter technology.
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This changes Enterprise Manager Cloud Control 12c from a more or less fixed page
structure in the previous versions to a reasonably customizable interface, and that
will help to increase its usage. A Web 2.0 user interface has been used throughout.
Any page can now be your home page, and there are also predefined home pages,
based on roles, you can select them as the home page.

There is also a new Favorites sub-menu where most pages can be added as
Favorites. For example, in the following screenshot, the Databases page has been
added as a favorite, and also the Summary page. This was an enhancement request
many customers had made, to allow one to go directly to a certain page that was
used most often.

ORACLE' Enterprise Manager Cloud Contral 12c

€ Enterprise » @) Targets » | gl Favorites » {8 History »

Enterprise Summary Add Page to Favorites Ctrl +5hift+A
Manage Fawvorites...
x| Overview & Summary =l l | | Inventory and Usage
Targets Monitored 34 Enterprise Manager Pages 4 Databases |PW [Hosts =
Status =R5 View + | Platform =
Targets with Status 21 |PIa1:Forn1

The History tab available alongside can be used to go to the recently visited
Targets such as databases, listeners, and hosts. It is not a history of pages visited,
as one would expect, but the Targets that have been visited. This is shown in the
following screenshot:

ORACLE Enterprise Manager Cloud Control 12¢
#g Enterprise v (@) Targets » i Favorites » (@ History
Enterprise Summary LISTEMER. _havipori.sainath.com
emrepos. sainath. com

~| Overview havipori.sainath.com

Targets Monitored 34 ord

Status emrepos. sainath. com_sys
Targets with Status 21 %

Enterprise Manager Cloud Control 12¢ is a powerful tool that executes a number of
database and OS scripts, and performs a number of actions such as patching, cloning,
and RMAN backups. To do all these things, a number of credentials are required

for hosts, databases, and other Targets. To ease the difficulty in managing all these
multiple credentials, the 12c version now boasts a central repository of credentials
where all these credentials can be named and stored. These named credentials are
another striking feature of the new version.
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For these named credentials, passwordless and strong authentication credentials are
also supported, for example, Kerberos tickets and SSH key pairs. It is possible to share
the named credentials among many different users. Privileges for the access to these
credentials can be granted by the owner of the credentials to different users, and the
users can then re-use the credentials to gain access to the particular Target—and such
users would not know the actual contents of the credentials. This access to the named
credentials is controlled and protected by the privileges that are granted.

Global-named credentials can be associated with any Target, whereas Target-named
credentials are associated only with a certain Target. You can create or modify
named credentials by going to Setup | Security | Named Credentials:

5 Help v | 5 svsman | Logout ©

My Preferences 3 I
Add Target 4

Fag Agents c’
Post Upgrade Tasks :
Extensibility 4

Proxy Settings

Administrators | Security b
B Roles | Inddents 3
Named Credentizls Motifications 4
Preferred Credentials Cloud 3
Monitoring Credentials Provisioning and Patching 3
Privilege Delegation 3 My Cracle Support k
Registration Passwards Middleware Diagnostics
m Management Services and Repository
. Management Packs 3

A credential can be simply referred to, instead of copying it. This has the advantage
that the credential is stored in one location; the credential reference simply points
to it so that when the actual credential is changed, this change will be automatically
reflected in all the credential references. There is no longer any need to search
through the whole enterprise manager system to find a particular credential stored
along with a script or job, and change it, if it has changed. This simplifies credential
management substantially. It is also possible to easily switch from one named
credential to another.

In this version, all operations on credentials are audited and this can be easily
reported on, so there is full accountability as well as traceability of any credential
change. You can get a report of everyone who is using a named credential.
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As far as enterprise manager reports go, there was always a limit as to what

you could achieve. From now on, you can use Oracle Business Intelligence (BI)
Publisher to design and schedule the delivery of Enterprise Manager Cloud Control
12c reports. Allowing the use of BI Publisher with Enterprise Manager is another
great new feature. A Restricted Use License is included, allowing you to use this
feature only to access the enterprise manager repository for the purpose of reports.

Reports can be created on the management repository views. These are fully
documented in the Oracle Enterprise Manager Cloud Control Extensibility Programmer's
Reference 12c Release 2 (12.1.0.2) document at the following URL:

http://docs.oracle.com/cd/E24628 01/doc.121/e25161/views.
htm#sthref1237

To control access to the Targets and what an EM administrator can do, there are
now more than 200 new privileges and out-of-the-box roles such as the Provisioning
Designer, Provisioning Operator, Patch Designer, and Self Service Administrator.
The available Roles can be seen in the following screenshot; this is when we are
creating a new administrator by going to Setup | Security | Administrators.

ORACLE' Enterprise Manager Cloud Control 12¢

© 8 © & 0
Properties Roles Target Privileges Resource Privileges Review

Create Administrator porushh: Roles

Roles are sets of permissions that can be applied to individual Administrators. Granting Roles is a convenient way to grant multiple privileges to this administrator.

Available Roles Selected Roles
EM_ALL_ADMIMISTRATOR EM_USER
EM_ALL_DESIGNER PUBLIC
EM_ALL_OPERATOR EM_PATCH_OPERATOR
EM_ALL_VIEWER EM_PROVISIONING_OPERATOR
EM_CBA_ADMIN EM_TARGET_DISCOVERY_OPERATOR
EM_CLOUD_ADMINISTRATOR = EM SSA USER
EM_COMPLIANCE_DESIGNER 2
EM_COMPLIANCE_OFFICER MU_VE
EM_CPA_ADMIN ==
EM_HOST_DISCOVERY_OPERATOR Mawe Al
EM_INFRASTRUCTURE_ADMIN .;:':':')'
EM_PATCH_ADMINISTRATOR o
EM_PATCH_DESIGMER @
EM_PLUGIN_AGENT_ADMIN Rem‘ove Al
EM_PLUGIN_OMS_ADMIN
EM_PROVISIOMING_DESIGNER
EM SSA ADMINISTRATOR
|
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The Administration Groups is another new feature in Enterprise Manager Cloud
Control 12c. This is similar to a Target group that you could create in the earlier
versions; however the administration group is a special type of group that has
advanced functionalities as compared to a Target group.

In the case of the previously available Target groups, although you could create large
groups and be able to monitor as well as manage the entire group, the disadvantage
was that any new Target always had to be manually added to the Target group. At
times, after creating new Targets in Enterprise Manager, manually adding them to
the appropriate group was simply forgotten. This meant that the new Target would
not be monitored and managed in an appropriate manner.

To resolve such issues, the new administration groups are defined based on certain
Target properties, such as lifecycle status, location, line of business, and contact, in
a predefined logical hierarchy of your organization. When a new Target is created,
its properties can also be set, for example, it can be placed in the Finance line of
business, and with the lifecycle status as Test. If there is an existing administration
group hierarchy that has been set up with those properties, such as a Finance-Test
administration group, the new Target will automatically be placed in the correct
administration group without any DBA intervention.

Note that Targets cannot be assigned directly to such groups, they can only be
automatically added based on the Target properties that are defined for the Target.

A related new feature called Template collection contains the management settings
such as metric settings, compliance standards, and cloud policies. The Template
collection can then be associated with a group. So, all the Targets that are automatically
added to the group will have the same monitoring settings, compliance standards,

and cloud policies propagated to them. Changes in the settings are also deployed
automatically to all the members of the administration group.

Privileges are also propagated automatically to the new Target; so if an administrator
had only read privileges on the other Targets in the administration group, he or she
would have the same read privileges on the new Target. This simplifies management
of privileges as well. Incident rules are also integrated with Administration

Groups, in the sense that new incident creation, notification actions, and incident
management can be defined for the group. These rules are also propagated to any
new members.
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There only needs to be an initial one-time setup of the administration group
hierarchy and associated Template collections. This kind of multipronged
automation would definitely be useful in the case of large data centers where new
Targets are created and added continuously to the total IT Infrastructure. It would
ease the administrative burden on DBAs who are responsible for ensuring that

all new Targets are monitored in the same manner, using the corporate-approved
monitoring settings and compliance rules. The only thing that needs to be done
when adding a Target is to make sure that the Target properties are properly defined
at the business or operational level. The screenshot that follows shows the creation of
Administration Groups. This is done by going to Targets | Groups | Create.

ORACLE Enterprise Manager Cloud Control 12¢ Setup v Helpv | 3§ DEMOL~  LogOut

@ Enterprise v (§) Targets v i Favorites ~ (@ History = Search Target Name «

Groups Page Refreshed Aug 22, 2012 8:41:06 AM PDT (]

Groups allow users to monitor and manage many targets as one. Users creating Privilege Propagating Groups must have full privilege on all member targets. When
privileges (e.g: View) on Privilege Propagating Group are granted by the owner to any administrator, the grantee gets the same privilege on all the member targets
as well, 1t is possible to create regular groups that are not Privilege propagating. Administration Groups are hierarchical in nature and their membership is only
through eriteria defined using glabal target properties. All Administration Graups are Privilege Prapagating.

~| Search Saved Searches =

Name

Search | Advanced Search  Save Search Criteria

\'h_‘Create Like / Edit 3§ Remove View Members Customize Page = Associate Template Collection A

Group
|Narne S Group Type Template Collection Members
Administration Group [ |

Systems in Enterprise Manager Cloud Control 12¢ are used to capture the
dependency between Targets. Multiple dependent Targets can make up a system.

In the new version, there are predefined out of the box systems for Oracle E-Business
Suite, PeopleSoft, WebLogic Server, SOA, and also database Targets. As we will

see in the following section, in which we will install Enterprise Manager, when

a database Target will be discovered, there will also be a database system in the
Target list.

You can create user-defined systems of your own, and in these systems there are
more sophisticated association types that can be used; whereas previously there
were only two association types available, namely depends on and hosted on.
Now you can also use association types such as authenticated by, which helps
you to specify the authentication system used by a Target. Other examples of the
new types are monitored by, hosted by, contains, uses, and so on.
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Availability for user-defined systems is now displayed. The home page and
dashboard of any system can be customized with regards to customizable regions,
and it is also possible to compare the configuration of a system with a gold image of
a configuration stored in Enterprise Manager Cloud Control 12c.

You can now create a single instance or RAC database from Enterprise Manager
Cloud Control 12¢, using a supplied deployment procedure; you can also upgrade
multiple databases in parallel for the first time from the central console of Enterprise
Manager, using another such procedure. Previously, you could only upgrade a
single database at a time using the traditional methods that were not supported by
Enterprise Manager, such as the Database Upgrade Assistant (DBUA).

This upgrade capability supports database versions 10.2.0.4 and higher that are being
upgraded to 11.2.0.x. Various advanced features are used to minimize the downtime
of the database upgrade, such as out-of-place copies, a combination of software and
database upgrade, preupgrade backup, preupgrade analysis, existing Oracle Home
upgrade, and the ability to start or stop the execution of the upgrades. Any patches
required before the database upgrade are also checked automatically by connecting
to My Oracle Support.

There are also several database cloning enhancements, including the ability to
include the Configuration Properties while cloning the database software.

Regarding the provisioning and patching capabilities of the Database Lifecycle
Management Pack, one of the striking changes in Enterprise Manager Cloud Control
12c is that the Provisioning Designer and Provisioning Operator roles are now
separated. The Provisioning Designer controls the logic of the provisioning flow

and decides what is to be provisioned and how it will be provisioned. Provisioning
profiles are now available, where you take any database environment and store it

as a read-only snapshot. This can then be used for the purpose of provisioning. This
will be explained in detail in a later chapter.

A number of deployment procedures are provided by Enterprise Manager out of
the box, for example, database provisioning. The Provisioning Designer creates a
provisioning profile from a reference database system, and then runs and saves a
deployment procedure using the profile. The procedure can be locked down by him/
her so as to limit and control the number of inputs by the Provisioning Operator.
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For example, the Provisioning Designer may want every new database that is
created by this procedure to use only Oracle Managed Files (OMEF). This selection
by the Provisioning Designer can be locked down so that it is unalterable by the
Provisioning Operator, who will ultimately use this deployment procedure. The
procedure is published to the Provisioning Operator. When the Provisioning
Operator deploys this procedure, it will not be possible to change the database
file's type from the OMEF selection. The Provisioning Operators do not have to
understand complex choices or make their own decisions, and this lessens the

risk of human errors and also enforces a standard installation across the enterprise
via the use of the officially authorized, locked-down procedures.

It is also possible to write a brand new deployment procedure from scratch, and this
is known as a User Defined Deployment Procedure (UDDP). In previous versions,
it was possible to copy an Oracle-supplied deployment procedure and then edit it
by deleting or adding steps. But now, instead of doing that, you can define new and
complex in-house deployment procedures of your own. This is helpful for custom
software deployments.

This is done by going to Enterprise | Provisioning and Patching | Procedure
Library, selecting Create New from the drop-down menu, and clicking on the Go
button. This lets you create a new generic deployment procedure with any steps you
yourself define, as in the following screenshot. You can integrate this functionality
with other tools using either EM CLI or web service interfaces.

ORACLE Enterprise Manager Cloud Control 12¢ Setupv Help~ | 2@ DEMOl~ | LogOut

&g Enterprise v (@) Targets v oy Favorites v @ History v Search Target Name «

Provisioning

Procedure Library > Create New Procedure
Create New Procedure
Cancel | Save | Save and close

General Information  Procedure Variables Procedure Steps

Enable | Disable | Delete | Insert | Edit Step |
{

+3
Select All | Select None | Expand All | Collapse Al

Credentials
Select | Name Type | Description Error Handling Mode Used
I_ W New Generic Procedure This is a base Procedure to create new [ Stop Cn Error EI
procedures.
- W Default Phase Roalling This is the default phase for the [ Inherit (Stop On Error) E|

user-defined procedure.
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A powerful new feature in Enterprise Manager Cloud Control 12¢ is Real-Time
Automatic Database Diagnostic Monitor (ADDM). Complementary to the normal
ADDM,, the Real-Time ADDM is a boon in emergency situations. It allows you to
access a hung or seemingly-hung and extremely slow database by accessing the
SGA memory in the database server directly, bypassing the SQL layer (using

the database preliminary connection capability). A fast non-locking analysis is
performed by this tool to diagnose the database, and this aids troubleshooting
considerably in such situations.

Real-Time ADDM will automatically detect problems like OS-level paging,
database contention, a database hang, and storage subsystem I/O issues, in real
time. Corrective actions will be implemented when possible, otherwise diagnostic
data will be collected to aid in further analysis, when there is no way to fix the
non-working database.

There is another new feature in relation to ADDM, and this is known as Compare
Period ADDM. Rather than comparing two periods of AWR snapshots and just
taking a statistical look at what's different, Compare Period ADDM goes one step
further and executes the ADDM engine on top of the AWR snapshots. This will do

a detailed analysis of the differences in performance between the two periods and
the possible reasons why things are different. For example, if you feel the database
is slower one day and faster on another, this new feature of Compare Period ADDM
will help you understand why it is so.

DBAs will also be impressed by Active Session History (ASH) analytics in this
version. This is a much more powerful and more flexible reimplementation of the
Top Activity functionality from the previous versions of Enterprise Manager. The
wait classes can now be viewed as a tree-map structure, and it is possible to analyze
performance data by various dimensions such as top SQL, top sessions, active
sessions, and wait classes. In the earlier versions, you could only have a limited
view of metrics by the dimensions of top Sessions and top SQL.

For backup purposes, that very important aspect of the DBA's worklife, there is a
brand new deployment procedure called system backup. This allows the DBA to
back up multiple databases and files and directories from multiple servers at the
same time. The procedure can back up the database using RMAN and, optionally,
also back up the respective database's home —files and folders are backed up using
Oracle Secure Backup.

The caveat is that the back up of multiple databases will only work with database
versions 10.2 and above. Lower versions such as 10.1 and 9¢ can still be backed up
from their database Target home pages, as was possible in the previous Enterprise
Manager 11g or Enterprise Manager 10g.
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There is a newly-combined Database Lifecycle Management Pack. This encompasses
configuration management, provisioning, patch automation, and change
management. These used to be separate packs in past releases.

In short, configuration management enables you to capture and centralize
information about all the hardware and software resources, enables historical
change tracking, and also includes security compliance plus configuration rules
and violations.

Provisioning and patch automation allows deployment of Oracle software,
applications and patches. You can provision the entire software stack, including

the OS, middleware, and the database. You can patch the OS and the database.
Beginning with Bundle Patch 1, which was released in February 2012, you can also
patch your WebLogic Server (WLS) environments. Note that WLS provisioning and
patching requires the separate license of the WebLogic Server Management Pack
Enterprise Edition (EE).

Change management allows the capture and comparison of metadata (dictionary)
definitions, which in real life keep changing across application releases. This
includes schema objects, users, and privileges. You can track changes in a single
database or compare multiple databases; you can reverse-engineer the database
and schema definitions, capture and version baselines, compare databases and
schemas or baselines, and propagate schema changes to multiple databases using
synchronization.

We will learn about most of these features of the Database Lifecycle Management
Pack in other chapters of this book. But coming back to the striking new features,

I would like to mention at this point that the change management features have
been enhanced with the addition of Change Plans that can be used by developers to
capture their database's schema-level changes and send it to the DBA for approval
and execution, either via Enterprise Manager or the free Oracle SQL Developer
available on the Oracle Technical Network (OTN) website (technet .oracle.com).

This considerably automates the change management flow and is a welcome
addition. In Enterprise Manager Cloud Control 12¢, you can see this by going to
the home page of the particular Target database, and then going to Schema |
Change Management | Schema Change Plans. Here, you (or the developer)
can create the Change Plan and populate it with change items, and this Change
Plan can then be deployed.
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Change management also includes, for the first time, a comparison of actual data
in tables, and this is primarily intended for small tables such as seed data tables or
configuration data tables. This makes it easier to compare such tables in different
databases or schemas. This is done by selecting Schema | Change Management |
Data Comparisons from the particular database's Target home page. Note that the
caveat is that the reference database must be version 11g or later; this database is
the one that will actually execute the comparison. The candidate database must

be version 10g or later.

The configuration capabilities have been considerably improved in the new Enterprise
Manager Cloud Control 12¢. The previously separate Application Change Console
(ACCQC), Configuration Change Console (CCC), and BEA Guardian tool have all been
integrated into the main Enterprise Manager. This means there is only one Agent,
console and repository for these tools, which were previously installed separately.

If there are any configuration exceptions, they will now appear in the incident
console like any other alert. Previously, any violation of a configuration policy did
not raise alerts, now it will do so. The configuration information from Enterprise
Manager can also be pushed to any external Configuration Management Database
(CMDB), if there is any. On the other hand, the external CMDB information can
also be brought into Enterprise Manager and integrated with the configuration
information there. There is also good integration of the configuration management
capabilities of Enterprise Manager Cloud Control 12c with My Oracle Support.
Custom configuration collections can also be created in this release.

With regards to the compliance capabilities of the Database Lifecycle Management
Pack, there is now a new hierarchy of compliance in the Cloud Control 12¢ version.
This replaces the compliance policies and policy groups that were there in the
previous version.

At the bottom of the hierarchy, we now have compliance rules. These are checks or
tests performed against a specific type of Target. One example is to check if a database
or OS parameter is set as per best practices. On the second rung of the hierarchy, we
have compliance standards, which are a collection of one or more rules for certain
types of Target, and these standards can be associated with multiple Targets.

Compliance frameworks glue together all the various compliance standards for
different types of Targets, and are at the highest rung of the hierarchy. These are
conceptual folder-like structures that are used for the mapping of the configuration
standards to the real-world frameworks such as PCI, CIS, and Exadata configuration.
A good number of compliance rules and standards are shipped out of the box with
Enterprise Manager and are mapped to these frameworks.
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This is as per the industry standard model. Compliance frameworks assist DBAs,
administrators, and IT managers in creating associated rules and standards, and after
this is done, the auditors and security and compliance officers can utilize

the frameworks to generate their compliance reports — of which there is a rich set.

It is also possible to define your own compliance standards in a vertical perspective
for a system or application, or you can define compliance standards in a horizontal
perspective for various industry frameworks such as HIPAA, COBIT, SOX, and so on.

Another striking new feature is the new Test Data Management Pack. This allows
data subsetting via Enterprise Manager for the first time. This is done by going to
Schema | Data Subsetting on the home page of the Target's database. As can be
seen by the workflow in the following screenshot, first you define the application
model by reverse-engineering the database, and then you define the subset tables
or columns and also the subset conditions:
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As a result, Enterprise Manager Cloud Control 12c automates the procedure of
creating a smaller database for test or development, which is a subset of the database
used for production. For example, you can create a test database with only 3 months
of data in the invoice tables rather than the 3 years that is in the production database,
provided there is an invoice date column to define the subset on.

For sensitive column discovery, Enterprise Manager has a new feature called Data
Discovery and Modeling (DDM), which lets you do sensitive data discovery. This is
based on executing PL/SQL and regular expression pattern matching and, as such,
is only possible on Oracle databases. This can be accessed by going to Enterprise |
Quality Management | Data Discovery and Modeling. This is a part of the Data
Masking Pack. You can also import from prebuilt data-masking templates for Oracle
E-Business Suite and Oracle Fusion Applications, to get a list of all the sensitive
columns in these applications.

Another feature in this new release is the integration of Real Application Testing
(RAT) with Data Masking. If there is any sensitive data in the the files created by
RAT and captured by the workload, or in the SQL tuning sets, it is also masked by
the same masking templates that are used for the actual source data. This means a
workload can be captured and executed on a test database that has similarly masked
data. This protects the sensitive information while testing with RAT.

There is a new Auto Discovery capability using the IP scan (NMAP) functionality on
single or multiple hosts, this is a true Agent-less discovery that scans your network
and discovers the hosts on that network, along with some clever guesses about the
software running on those hosts.

When this completes, Enterprise Manager Cloud Control 12¢ brings up a list of
discovered unmanaged Targets that can then be selected by the DBA and promoted
as managed Targets. This promotion then leads to the installation of the Enterprise
Manager Cloud Control 12c Agent by pushing it to the Target.
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The configuration information about the Target is then discovered in detail by
the Agent. This makes it a lot easier to discover unmanaged assets throughout
the enterprise, and manage them via Enterprise Manager Cloud Control 12c.
The following screenshot demonstrates this:
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Host Targets (0) Non-Host Targets (7) Ignored Targets (0)
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Metric extensions allow you to define your own metrics for any Target's type, for
the first time. These replace the user-defined metrics in the previous releases, which
were only applicable for certain Target types such as database, listener, and host.

This includes lifecycle support for metrics, including versioning of these extensions.
It is also possible to migrate your previously created user-defined metrics to
metric extensions.

There have been a lot of alerts and notification events coming from Enterprise Manager
in the past, and with a large Target infrastructure, it has become more and more
difficult for Administrators to manage so many detailed events. Experience has taught
us that many events that have occurred may have had the same underlying root cause,
so in the new release there is an incident manager system that manages the small
number of incidents. Using this, you can identify, resolve, and remove the root causes
of the underlying problems in a more efficient manner, and by business priority.

The Incident Manager (accessed via Enterprise | Monitoring | Incident Manager)
is a centralized console to manage all the incidents across the enterprise from

the entire Target subsystem. All incidents can be viewed, managed, diagnosed,

and resolved. Lifecycle operations for incidents are supported. This includes
assigning any incidents to other administrators who become the owners. You can
acknowledge, prioritize, or suppress incidents and track their status. Escalation is
also possible.
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This new idea of incidents allows you to concentrate on the high-level incidents
instead of individual events. An incident may be defined as a significant event by
itself, or it can be defined as a combination of events which are all caused by the
same root issue.

For example, when a Target is down, this can be defined as a significant event.
Whereas, if there is a space issue in the system, there will be related events about
the lack of space from various Targets such as the storage, server, as well as the
database —and all these events can be grouped together as a "lack-of-space" incident.
In Enterprise Manager Cloud Control 12¢, it is possible to create your own incident
rules, and in this way you can combine events together to form a new incident.
Another example is the combining of various metric alerts to create a performance
incident, and so on. Other events you can use in this way are job events, availability
events, standards violation events, and so on.

The following screenshot shows the Incident Manager in action:
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l - e LISTENER_adc2: version (TNS-1189),. Please check log for details.
l - e LISTENER_adc2: version (TNS-1189),. Please check log for details.

- e LISTENER_adc2: version (TNS-1189),. Please check log for details.
All open incidents

Unassigned problems £\ Task Utilization is 90%, crossed warning (80) or critical (90) threshold.
All open problems

Events without incidants General Events My Oracle Support Knowledge Upf!nies
j | Incident Details > Tracking < Acknowledge (5 Add Cor
ID 94364 Escalated No
Custom s Create ... [@h Manage... Metric Task Utilization (%) Priority Nene AcH
test - ServerMgr_System_server2_siebel s/ Status New
arget C
new DB inc (Siebel Component) Incident created by rule (Name
. ) Incident Aug 22, 2012 2:07:03 PM GMT 250 o1l targets, Incident tion R
Production Incidents all targets, Incident creation Ry
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Last Aug 22, 2012 2:52:03 PM GMT gThis incident will be automatically cleare
Updated resolved.
Summary Task Utilization is 90%, crossed warning (80) or critical
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Internal _siebel_component_task_overview:TaskUtilization | Guided Resolution
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The Incident Manager is integrated with MOS to accelerate the diagnosis and
resolution of these incidents. You can easily create service requests and examine
knowledge articles related to the incident. It is also possible to integrate the incident
management system with external ticketing systems such as Remedy helpdesk, so as
to see the status of the help tickets raised for these Enterprise Manager incidents.

A Consolidation Planner is now available for the first time as part of the Base
Enterprise Manager Cloud Control 12¢ release, this uses the historical metric data
(CPU, memory, storage, and so on), collected by Cloud Control from the various
Targets. The Consolidation Planner helps you decide which existing database and
application servers can be consolidated, taking into consideration business and
technical constraints. For example, a constraint may state that development and
production databases should not be placed on the same consolidated server.

Based on all this information along with the constraints, the Consolidation
Planner produces a recommended consolidation plan to assist in consolidation

of underutilized servers to a lesser number of servers, that is, Physical to Physical
(P2P), or migration of physical infrastructure to virtual machines, that is, Physical
to Virtual (P2V).

One example of the former can be moving from current IBM servers to new SUN or
Linux servers or even Exadata, and an example of P2V would be when you move
from an existing physical infrastructure to virtual machines, namely Oracle VM.

Thus, the Consolidation Planner can enable an efficient use of the resources by the
identification of consolidation opportunities in the manner just described. There are
manifold benefits of consolidation of course, such as lower capital, maintenance,
administration, energy and floor space costs of servers, and so on.
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The following screenshot shows the Consolidation Planner in action. This is after a
planning project has been set up by going to Enterprise | Consolidation planner,
and analysis has been completed. The resource utilization of the various servers to

be consolidated is displayed on a color coded basis, showing the underutilized and
heavily-utilized data points. Again, a welcome addition to Enterprise Manager —but
note that you still need to make your own consolidation decisions. The Consolidation
Planner is to be treated as a mathematical advisor that is based on OS-level metrics:

Consolidation Planner Page Refreshed May 31, 2011 10:48:34 PMUTC (s
Actions ~  View + ‘ [} Create Project [ Oreate Scenario @ Re-run Scenario 0A Report 3§ Delete i Detach
imn(sauwm) \Type |sun; | = ! | Ratio|Mapping | Confidence (%) 1 J | Creation Date : |
= smothiur_Project_10¢ P2V Callecting to minimum 7 May 25, 2011 D&:l'.tl:m-=i
1> smothlor_Project_10< P2V Collecting over minimum 14 May 25, 2011  Desaiption
1> smothhkur_exadats_1 P2P Collecting over minimum 8 May 25, 2011 Description
1 Cindy_copy_1023 PV Collecting over minimum 15 May 25, 2011  Description
> Project_1050 P2y Collecting over minkmum 2 May 25, 2011  Description
7 1A P2P Lo P2P Collecting over minimum 19 May 31, 2011  Description
LinedS by CPU Qustom Analysis completed 19 4 4.8 Manual 100 L4 < May 31, 2011 hod
4 »
u 1 uff
Linux5 by CPU (JA P2P Linux5)
General Destinations Ratio Mapping Confidence Viokations Exceplions
Destination ;l Resource Type | All :’ Month Mayzonj
Server

Total Data Poinls Evalusted 203 Data Points Not Meeting Requirements 0
Data Points Mesting Requirements 203 Confidence (%) 100

w‘w’m[uﬂijlw‘nﬂm'w[ ‘Dw Day | Dy | mjw| ’ lnav'
1 74 37» 47!757 67 8 9 !O ll 12 13 14 15 l!‘ l§

Hour 0
Hour 1

Hour 3
Hour 4
Hour 5
Hour 6
e

—'Jr\

Installation of Enterprise Manager Cloud Control 12¢ has also been simplified, with
the WebLogic Server (WLS) installation included as part of the Enterprise Manager
install, instead of having to manually preinstall WLS before installing Enterprise
Manager. We will go through a quick installation in the coming sections.
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Managing Exadata- and Exalogic-engineered systems with Enterprise Manager
Cloud Control 12c is also a lot more powerful, with the help of advanced lifecycle
management capabilities. There are a number of enhancements in this area of
engineered systems. For example, you are able to discover the Exadata storage
cells and Infiniband network and switches out of the box, and see an integrated

view of the hardware and software in Enterprise Manager.

Target Navigation

View + |

v [ DB Machine sclch.us.oracle.com
= 2 Compute Modes
= a Exadata Grid sclch.us, oracle.com
1> & 1B Network sclcb.us.oracle.com
‘3 sclcb-pdua.us.oracle.com
sclcb-pdub.us.oracle.com
Eﬂ sclcbsw-ip.us.oracle.com
ﬁ sclcbswi-kym,us.oracle.com

{} DB Machine sclcb.us.oracle.com @
B Database Machine ~

7| Overview
Racks 1

Incidernts @0 @0 Ao Po

Compute Nodes ﬁs
Ethernet Switches 4T

"~ Database Machine Schematic

\f Ternperature

sclcbeall2

sclcbealll

el0l

. Exadata Cell

. Compute Node
[ tnfiniband Switch

Ethernet Switch

! Keyboard-video-Mouse |

You can monitor and administer the storage cells and set up I/O Resource Manager
(IORM) via Enterprise Manager to control the disk I/O utilization by any database.
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You can manage the Infiniband network and monitor all the other components of the
Exadata machine, such as the ILOM, Cisco Switch, KVM, and PDU. You can use the
brand new Consolidation Planner in Enterprise Manager to get an idea of which of
your existing servers can be consolidated with Exadata.

The SQL monitoring feature of the Tuning Pack and other performance pages in
Enterprise Manager are now Exadata-aware, showing the Cell Offload Efficiency
(the more the better) and the Cell Smart Table Scan. Full configuration management
via Enterprise Manager is possible for Exadata, with the ability to compare
configurations of the entire Exadata database machines, database servers, or storage
cells. We will look at Exadata management in more detail in a later chapter.

And of course, we have the new Cloud management capabilities of the Cloud
Management Pack as discussed earlier. These build on the foundation of the
Database Lifecycle Management Pack or WebLogic Server Management Pack EE
(either of these is required as a prerequisite, depending on the type of Cloud), and
provide self service, metering, and chargeback facilities. You can set up, deliver,
and manage the Cloud using Enterprise Manager in all these tasks, whether it be
the IaaS, DBaaS, or PaaS type of Cloud infrastructure using Oracle VM pools, Oracle
databases, or middleware.

Of course, you may or may not use Exadata- and/or Exalogic-engineered systems
to achieve this level of Cloud management and lifecycle management of both
your databases and middleware. Exadata and/or Exalogic is optional, but

highly recommended.

In Enterprise Manager 11¢, we had the combined Application Management Suites
(AMS) that are integrated management solutions for managing sophisticated
applications such as Oracle E-Business Suite, Siebel, PeopleSoft, and JD Edwards
EnterpriseOne. There is a suite available for each of these.

Each of these suites combines capabilities for the respective application management,
configuration management, end user management using Real User Experience
Insight (RUEI), and the respective RUEI application accelerator into one single
comprehensive product. In the case of the application management suite for

Oracle E-Business Suite, in addition it also includes features of application change
management for Oracle E-Business Suite, such as the ability to manage patches,
customizations, and configuration data.

But what's new in Enterprise Manager Cloud Control 12¢ for the application
management suites? First of all, an Applications Management Pack as well as
an Applications Management Suite for Fusion applications has been released.
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For all the applications, you can leverage the Enterprise Manager Cloud Control 12¢
enhancements, such as Metric Extensions (the ability to attach metrics to any Target
type), Administration Groups, the use of BI Publisher, configuration management and
compliance, for example, the latter capabilities are more robust in the 12c version with
the ability to detect real-time changes via the Base EM Release itself, without installing
separate software (as in the previous release). With this, you can have an automatic
notification on a drift detection in any configuration aspect of your application.

A new feature called Oracle Site Guard is now available. This can be used to control
the failover of the entire application, that is, for disaster-protection automation.
Oracle Site Guard is licensed under the Database Lifecycle Management Pack for the
database layer, and the Weblogic Server Management Pack Enterprise Edition (EE)
for the WLS layer. This feature is documented at the following URL:

http://docs.oracle.com/cd/E23943 01/doc.1111/e15250/site guard.htm

There are more new features in Fusion middleware management as well, such as
the new Middleware Diagnostics Advisory. This is similar to the functionality of the
database-side ADDM. It provides assistance in the diagnosis of performance issues
in WebLogic servers, by looking at the metric data and configuration properties.
Recommendations are then generated, which will help you to improve performance
in the middleware tier.

There are other new application performance management and coherence-
management features too. For a complete official list of new features, you can refer to
the New Features In Oracle Enterprise Manager Cloud Control 12c chapter in the Oracle
Enterprise Manager Cloud Control Introduction manual at http://docs.oracle.com/
cd/E24628 01/doc.121/e25353/whats new.htm#CEGIFFGA

Bonus sections

The rest of the sections in this chapter deal with the steps of repository installation,
OMS installation, Agent installation, post-installation steps, upgrade of existing
Enterprise Manager installations, and also the recommended architecture for very
large sites, along with disaster recovery tactics.

These sections can be downloaded from the Packt website from the location:

http://www.packtpub.com/sites/default/files/downloads/4781EN_
Installation Upgrade Tactics_and Architecture for Large Sites.pdf
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Ease the Chaos with
Performance Management

There are normally numerous applications running in a data center. These
applications often impact the database in different ways at different times,
and no application or database ever stays static; there is continuous change.

The data in the database changes as time goes by with more volumes of data being
added or with continuous updates, deletions, and inserts. Application users also
change in terms of more and more users and the application code itself changes
with periodic application upgrades that add more functionality to the applications.

Consequently, with all these changes, the database performance is bound to
deteriorate sooner or later and the DBA will always be forced to look into
performance issues at the database layer.

As per the IOUG Survey on Database Manageability in 2011, 90 percent of DBAs
mentioned that they had experienced unplanned downtime due to database changes
not having been properly tested, and as a result over 50 percent of DBAs said that
they avoid making changes to production because of these changes negatively
impacting performance.



Ease the Chaos with Performance Management

The question is, how do we guarantee the performance of the application? How do
we make sure that what works today is going to work in the same way tomorrow?
If performance can't be guaranteed, the data center degenerates to a day-to-day
fire-fighting operation, where DBAs are even called up in the middle of the night if
reports take longer than usual. This guaranteeing of the application performance is
often the top concern in the minds of many IT managers and application managers.

The answer is Oracle Enterprise Manager. The new version of Cloud Control 12¢

has powerful features for diagnosis of database issues, complemented with tuning
capabilities for most of the issues found. The diagnosis and tuning is a carry-on from
the previous versions of Enterprise Manager; however, the capabilities have been
considerably advanced, as we will see shortly.

Laying the foundation

The foundation of the diagnostics capabilities is the built-in repository that is
installed with every Oracle database (from version 10g onwards). This is known
as the Automatic Workload Repository (AWR), and is stored in the sysaux
Tablespace. Once every hour, by default, the database takes a snapshot of its
workload and statistical information, and stores it in the AWR repository.

This data is saved for 8 days by default.

Different classes of statistical data are stored: base statistics (such as physical
reads), SQL statistics (such as reads per SQL statement), or different metrics (such
as physical reads per second). Thus, historical information about the performance
of the database is captured automatically, and the DBA does not have to set up
any home-grown scripts or tables to do the capture, as in the past. The AWR is
also self-managing and does not have to be micromanaged by the DBA. The space
requirements are automatically managed; based on the retention interval, the old
data is purged nightly.

Using the functionality of the AWR, accessing the views or running the awrrpt.
sql script (used by DBAs to generate an AWR report) requires the license for the
Enterprise Manager Diagnostics Pack.

AWR includes Active Session History (ASH) as one of its key components. ASH
is responsible for sampling active sessions every second and storing their current
state in memory. A v$ view can be used to access the data in memory, this is the
V$ACTIVE_SESSION_HISTORY view. Every hour, some samples of the data are
inserted into the AWR repository.
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The main benefit of ASH is that you can now do performance analysis of very fast
transient issues, which may occur for a few fleeting seconds, as ASH samples active
sessions every second. Therefore, AWR and ASH form the basis of the diagnostics
capabilities that can be accessed from Enterprise Manager, and lead to the tuning
capabilities (since, after diagnosing a problem you will need to tune it). Both AWR
and ASH are RAC database aware and include events such as cluster wait.

After logging in to the Cloud Control 12c console, go to Targets | Databases on the
menu. This brings up a list of the database Targets being monitored by the Enterprise
Manager system. Only the targets visible to the currently logged in administrator can
be seen. In this case, we are logged in as sysMaN to Cloud Control, so all database
Targets can be seen.

~| Oracle Load Map o)
Totzl Active Sessions 0.6 View Level: [ ) Datzhese (#) Instance
Instanos: emrepos.szinath.com ot —
o e Total Active Load: 0,506 active sessions —
0,506 0,045
emrepos.sainath.com Losd Summany rcl
CPU: 0,055
Iw 0,002

WAIT: 0.405 %

Top 3 ADDM Findings

26.6% Top SO Statements

24.3% "Scheduler” Wait Class

19,8% Unusuzl "Application” Wait Event

By default, the databases are seen in a Load Map (this can be changed to a Search
List, if required). This is a fast, visually color-coded way of finding out the database
that is placing the most load on a system (the total active load), or the database that
has the most performance issues. Simply placing your mouse cursor on the largest
box on the Load Map immediately shows more performance information about

the database, such as the time consumed by database sessions in CPU, I/O, or
WAIT (that is, waits in all other wait class categories), as well as the top three
ADDM findings.

Automatic Database Diagnostic Monitor (ADDM) is like a doctor in the database, a
self-diagnostic engine that is built into the Oracle database kernel. ADDM looks for
performance issues and also supplies the recommendations and the fixes. This is part
of the Diagnostics Pack license for Enterprise Manager.
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Now, we can have a look at the performance home of the database. Log in to the
database by clicking on it in the Load Map. In the initial login screen, shown in the
following screenshot, we can create a named credential by simply checking the
Save As checkbox and supplying a name for the credential. This named credential
belongs to the current user and can be re-used by other users if they are granted
the privileges for this credential:

ORACLE Enterprise Manager Cloud Control 12c

#§ Enterprise v () Targets ~ iy Favorites » (@) History -

{} emrepos.sainath.com @
Oracle Database » Performance =  Availabiity ~ Schema ~  Administration »

Database Login

* Username |sys

*Password |o.o.oo

Role  |SYSDBA = I

¥ save as | MNC_EMREPOS, _2011-11-30-030356

¥ et As Preferred Credentials | SYSDBA Database Credentials - |

When we drill down in this way from the Load Map, the performance home page of
the database is displayed. The performance page shows over time the average active
sessions occurring in the database, with a breakdown as per the wait class, which can
be Application, Concurrency, User I/O, CPU Wait, among others. This is displayed
in the following screenshot:

Average Active Sessions (s) Foreground Only () Foraground = Background
9 B Other
Cluster
6 A -
. W Queueing
g B Netwerk
99th percentile B Administrative
4 B Configuration
B Commit
) A B Application
2 = * B Concurrency
Fo ‘ W SystemI/O
1 [EPU Cores = B Useri/o
& — A Y - Scheduler
CPU Wait
06:30AM 06:35AM 06:40AM 06:45AM 06:50AM 06:55AM 07:004M 07:05AM B ceu
o Top Activity
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The data on this page comes from v$ views in the database, for example,
v$sysmetric. Some of the information also comes from the operating system. The
page also shows the host processes with or without the load average, as can be seen
in the following screenshot, to give you an idea of the stress at the server level. It is
important for the DBA to know if there is any other process outside the database that
is impacting the database's performance:

Baseline Name SYSTEM_MOVING _WINDOW JVM Diagnostics Settings View Data| Real Time: 15 Se

Show || Basslines [¥] CPU Cores

Host: Runnable Processes [v] Show Load Average

g 18
;‘Ll 12
B M Load Average

i1
4 Non-Database Host CPU

[
r' 0 ':D_U_l._’ures Instance Background CPU
¥

M Instance Foreground CPU

06130AM 06:35AM 06:40AM 06i45AM 06150AM 06:155AM 07:00AM 07:05AM

{ Run ADDM Now J l Run ASH Report ]

At the bottom of the performance home page, the instance throughput rate,
including Logons, Transactions, Physical Reads, and Redo Size in KB per second

is displayed in the Throughput tab:

Throughput /o Parallel Execution Services
Instance Throughput Rate (a) Per Second () Per Transaction
10 39th percentile

M Logons

Sacond

55th parcentile _

Par

[l Transactions

06:30AM 06:335AM 06:40AM 06:43AM 06:30AM 068:35AM 07 :00AM 07:03AM

9oth percentile
95th percantile M Physical Reads (KB)|
— -

I Redo Size (KB)

Par S=cond
=]

06:30AM 06:335AM 06:40AM 06:43AM 06:30AM 068:35AM 07 :00AM 07:03AM

There is also a detailed I/O tab showing the I/ O megabytes per second for each
I/O function, and the I/ O request per second. But the most interesting tab is the
Parallel Execution tab, this shows an overview of the parallel activity happening
in the database.

In this tab you can see a red line named Parallel Max Servers; this is as per the
corresponding initialization parameter setting in the database. You can also see the
active parallel sessions in the database, the parallel slaves that are being created. In
the same tab, the DDL/DML/ query statements that are being parallelized can be
seen, as well as the amount of downgrading of the parallel operations, broken down
into a percentage. This can quickly give the DBA an idea of how to tune the parallel
operations in the database.
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Finally, the Services tab on the screen gives you a breakdown of the
service-level activity in the database, which is especially useful for multiple
services in a RAC database.

You can change the performance page settings by clicking on the Settings button in
the performance page. On the performance page settings screen, you can specify the
Throughput Chart Settings, I/O Chart Settings, and the Baseline Display pages
show the 99th percentile line using the system's moving-window baseline, or using a
static baseline with computed statistics.

Coming back to the Average Active Sessions section on the performance home
page, it is possible to ascertain at a glance the peaks of activities occurring in the
database, and if you "click on the big stuff" —this is Oracle's way of putting it—you
will find it is very easy to drill down to the wait event that is most severely affecting
your database.

For example, if you click on the CPU Wait section in the graph, you will be shown
the exact breakdown of the SQL statements and the sessions in the database that
contributed towards that wait event. You can also move the shaded bar over the time
period and the statements, and sessions displayed in the lower section will change
accordingly. This is displayed in the following screenshot; due to the print size, the
screenshot may not be readable, but it is included for the purpose of illustration:

Active Sessions Working: CPU + CPU Wait
Drag the shaded box to change the time period for the detail section belaw.

5
4
3

2

Active Sessions

Maximum CPU

T I _-1 luALﬂJl A..-lALAA FEO Y =B W WV P e ‘L.lu,

06:33AM 06:38AM 06:43AM 06:48AM 06:53AM 06:58AM 07:03AM 07:08AM 07:13AM 07:18AM 07:23AM 07:28AM

Detail for Selected 5 Minute Interval
Start Time Jan 17, 2012 6:42:22 AM

Top Working SQL Top Working Sessions
View] Top Sessions =
Actions | Schedule SQL Tuning Advisor | G0 H
Activity (%) ‘Sassion hivl ‘QC Session ID |User Name |Progrem
Select Al | Select None
| v ‘ I 10.40 115 PORUSHH  sqlplus @havipari. sainath. conf
steH] S () Lty ST I 1002 18 515 aracle@havipori.sainath.com
[ 1559 Spfaa0bkfybfr CREATE TABLE s 1 svs oradle@haviporsainath,com
| 1155 2vdb4a2rEvah2 SELECT | W] 126 115 PORUSHH  oracle@havipori,sainath, com|
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If you place your cursor on the SQL ID, the entire SQL statement is shown. It is
possible to drill down further into any of the statements to see their execution

plan details along with the plan control information for this statement, such as
whether a SQL profile (auxiliary statistics that aid the optimizer) is associated

with this statement, or whether a SQL plan baseline (a stored execution plan) has
been enabled for this statement. Tuning history and SQL monitoring information for
this statement may also be available. The following screenshot shows the execution
plan for a particular statement. Either a graphical or a tabular view of the execution
plan can be selected. This screenshot may not be readable, but is included for the
purpose of illustration:

SQL Details: dsxxfguffwpxh

Switch to SQL 1D View Data [Real Tme: Manual Refresh ] Refresh 5QL Worksheet Schedule SQL Tuning Advisor 5QL Repair Advisor VM Diagnostics
b Text fg)

select end_time, wait_class#, (time_waited_fg)/(intsize_csec/100), (time_waited)/(intsize_csec/100), O

from vSwaitclassmetric union all

select fg.end_time, -1, fg.value, bg.value, dbtime.value

from vssysmetric fg, vSsysmetric bg, vSsysmetric dbtime

where bg.metric_name = 'Background CPU Usage Per Sec' and bg.group_id = 2 and fg.metric_name = 'CPU Usage Fer Sec' and fq
Details

Select the plan hash value to see the details below.  Plan Hash Value [3541504258 v
Statistics | Activity P1aN Plan Control | Tuning History | S0L Moritoring
Data Source Cursor Cache  Capture Time Jan 17, 2012 7:57:42 AM GMT-05:00 Parsing Schema DESNMP Optimizer Mode ALL_ROWS
Adcitional Information
() Graphical (s) Tabulsr
Operation Object Predicate  |Pruning Operation Cost Estimated Rows Estimated Bytes

D SELECT STATEMENT —

[ SORT ORDER BY H 285

[ UNION-ALL
FIXED TABLE FIXED INDEX SYS.XSKEWMEVMV (indi1) e I 0
[} NESTED LOGPS
) NESTED LOGPS

FIXED TABLE FIXED INDEX | SYSXSKEWMDRMY (ind:1) k4

——!  ————
— — 190

— ! — 75

The SQL Worksheet button allows you to reexecute the SQL statement using bind
variables, if present, and examine the results. There is an option in this to execute
only the SELECT statements and ignore the DML part of the statement.

If your SQL statement is failing to execute properly, you can run the SQL Repair
Advisor utility from this page; this will try to find alternate execution paths that
allow the SQL statement to complete successfully. To fix this issue, a SQL patch
may be recommended for this particular SQL statement, as a workaround.

If the SQL statement executes correctly but you are not happy with its performance,
it is possible to simply click on the Schedule SQL Tuning Advisor button. This
allows you to start a SQL tuning task for this statement that invokes the optimizer
in tuning mode, and generates solutions for your SQL statement.

These solutions may be new indexes to speed up your queries, or a statistics update
may be suggested for your tables or indexes if these statistics are missing or stale.
Otherwise, SQL restructuring can be suggested if your SQL is improperly formed,
for example, Cartesian joins where data from two tables is selected without a proper
join clause. The most interesting and useful suggestion is of course the SQL profile.
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The SQL profile offers auxiliary information to the optimizer, which aids in the
efficient execution of a SQL statement without actually changing the statement.
As such, it can tune SQL transparently, without changing the application code.

This makes it very useful for packaged application tuning; it has always been
difficult to get vendors to change their application SQL when the DBA found
certain statements were inefficient.

Now, there is no need to ask the vendor to change the SQL, as a SQL profile will
simply make the SQL run better without changing it. This technology is only in
the Enterprise Manager Tuning Pack.

The profile is persistent, it works even after database restarts and upgrades. You
can also transport the profile across databases. This is described in MOS Note ID
457531.1: How To Move SQL Profiles From One Database To Another Database.

When the profile is generated for a SQL statement, it contains auxiliary information
that has been collected by the Automatic Tuning Optimizer (ATO) in the tuning
mode (it takes a longer time than in the case of normal optimizer execution).

This auxiliary information contains customized optimizer settings based on past
execution history (such as whether first_rows was used or all_rows). It also
contains compensation for missing or stale statistics, and for errors in optimizer
estimates; these errors may have occurred due to data skews and correlations,
or due to complex filters and joins being used in the SQL statement.

Once the SQL profile is accepted for a particular SQL statement, from then on
whenever that statement is run in production, the optimizer in normal mode will
use the SQL profile and its auxiliary information in deciding the best execution path
possible. The result will be a well-tuned execution plan in which there has been no
change to the actual SQL code.

Comprehensive analysis or limited analysis may be chosen for this task,

limited analysis is faster but will not generate a SQL profile. The results of any

task you have submitted can be seen by going to Performance | Advisors Home
(also known as Advisor Central). The task completes and the SQL tuning advisor
can recommend collecting optimizer statistics for a table (used in the SQL statement)
and its indexes if it finds they are stale or missing, or creating a SQL plan baseline,
and so on. Enterprise Manager further automates the tuning process by allowing you
to fulfill these recommendations by simply clicking on the Implement button. In the
case of table statistics, an Enterprise Manager task will be scheduled to gather the
statistics, and this is done by using the DBMS_STATS.GATHER TABLE_STATS

database procedure.
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You can also implement a new SQL plan baseline or a SQL profile in this manner.
Clicking on the magnifying glass icon in the Other Statistics column allows you to
select the plan (with the least elapsed time) that you can use to create the SQL plan
baseline, as shown in the following screenshot:

<} emrepos.sainath.com @
Qracle Database = Performance = Avaiabiity » Schema = Administration =

Advisor Central > SQL Tuning Task:5YS.SQL_TUNING_1326809209616 > SQL Tuning Details:5YS.5QL_TUNING_1326309209616 > Recommendations for SQL I0:07yxySatunmdf |
Alternative Plans
The following table lists these plans ranked by their average elapsed time. Use the "select” button to choose the plan you want. See below sections for detalled information on each plan.

Create SQL Plan Baseline E |
S

elect | Plan Hash Value ‘ Last Seen Elapsed Time (seconds) | Origin Note
@ 1835087329 1/17/128:03 &M 0.426 Cursor Cache
772106447 1/17/129:02 AM 0.940 Cursor Cache Criginal Flan
Plan Details
Explain Plan for Plan Hash Value:1835087329
Disk Reads 0 Direct Writes 0 Executions 5
Buffer Gets 2263 CPU Time (sec) 0,292

MNote
® Statistics shown are averaged over multiple executions,

Opsraton T —

Mo explain plan available

Automatic SQL tuning has been possible from Oracle Database 11¢ onwards. This
feature can be set up to run automatically in the maintenance window and capture
the highest-impact SQL. This SQL is then analyzed, SQL profiles are generated, and
these profiles can be automatically implemented if they can substantially improve
the execution plans. Thus, the application performance can be improved without
changing the application.

The automatic implementation is optional and can be set up if needed, however,

it is highly recommended. This is because a generated SQL profile can work very
well one day and the same profile may not help a few days later, depending on the
data that has changed in the tables. Thus, it is advisable to keep generating and
implementing new SQL profiles every day for the highest-impact SQL statements,
and this is best automated by automatic SQL tuning. The findings and actions taken
by this process will be automatically reported to the DBA.

To set up automatic SQL tuning, on the database menu go to Administration |
Oracle Scheduler | Automated Maintenance Tasks.

The automated maintenance tasks are enabled by default (in the case of the
Enterprise Manager repository database, these tasks are disabled manually
as a prerequisite before Enterprise Manager installation can start).
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Click on the Configure button on the Automated Maintenance Tasks screen. This
displays a page where you can enable or disable the maintenance tasks and also assign
the daily maintenance windows to each task, as shown in the following screenshot:

ORACLE Enterprise Manager Cloud Control 12¢

€g Enterprise ~ () Targets ~ o Favorites ~ (@) History -

¢ ord @

COrade Database = Performance = Availability = Schema =  Administration =

Automated Maintenance Tasks > Automated Maintenance Tasks

Automated Maintenance Tasks Configuration

Global Status (% Enabled ¢ Disabled

Task Settings

Optimizer Statistics Gathering & Enabled ¢ Disabled Configure
Segment Advisor % Enabled ¢ Disabled

Automatic SQL Tuning ' Enabled ¢ Disabled ConﬁEurE

Maintenance Window Group Assignment
Edit Window Group |

Window Optimizer Statistics Gathering ‘ Segment Advisor | Automatic SQL Tuning
Select All | Select Mone Select All | Select Mone Select all | Select Mone
SATURDAY_WINDOW v 7 v
SUMDAY_WINDOW i vl i
MONDAY_WINDOW 7 ] I
TUESDAY _WINDOW I I I
WEDNESDAY _WINDOW [+ W V
THURSDAY _WINDOW ™ ™2 ™
FRIDAY_WINDOW [l = =

Click on the Configure button against Automatic SQL Tuning. This now allows you
to confirm that SQL profiles should be automatically implemented. This is set to No
by default. If you set this to Yes, you can also specify the maximum time spent per
SQL during tuning (in seconds), the maximum number of SQL profiles implemented
per execution of the automatic SQL tuning, and the maximum SQL profiles
implemented (overall). The default values for these settings are 1200 seconds,

20, and 10,000 respectively.
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Top activity
At any point in time, it is possible to go to Performance | Top Activity and display a

view of the top SQL statements as well as top sessions. You can drag the highlighted
bar to select the particular time required.

This screen looks similar to the drilldown from the Average Active Sessions section
on the performance home page. However, the difference is that all the wait events
can be seen against the time in this graph, on the Top Activity page. This data is
fully sourced from the ASH information in the database. The text in the following
screenshot may not be fully readable, but it has been included for the purpose

of illustration:

Top Activity
Drag the shaded box to change the time period for the detai section below.
View Data|Real Time: 15 Second Refred
1.4
1.2
o | Maximu m CPY
u
G 08
H ‘
b 06 B Commit
H B Application
E 0.4 | B Concurrency
B SystemI/0
UL W IV INTH N ikl fj = e
o AR A dam NWIEM YVEAPNT P u il Rillf  semeduier
08:54AM 08:594M 09:04AM 09:03AM 09:14AM 09:194M 09:244M 09:294M 09:34AM 09:394M 09:44AM 09:494M B CPU + CPUWait

Detail for Selected 5 Minute Interval

StartTime Jan 17, 2012 9:47:59 AM Run ASH Report

Top SQL Top Sessions
pctons [Scher SQL Turng Adver =] 50 ven|Top Sessons =]
Activity (%) T ‘SessiunlD|UserNamE ‘ngram
selectAl | Select None 8
‘ - Y 16,25 11 5Y5 oracle@havipari sainath,com (LGWR)
Selct | Actuity (%) s S I 3.5 @ L] orade@havipori,sainath,com (CIQO)
[ I 515 13x2s0fighady SELECT [ s 7 ] oradle@havipori sainath, com (PSPO)
M .05 43mylgsbaua PLISQLEXECLTE P 465 15 Y5 oradle@havipori,sainath,com (MMON)
r | — 0 FTRm=—— e I 465 12 S1S orade@havipori.sainath.com (CKPT)
233 51 SYSMAN  OMS

Another difference is the presence of the Run ASH Report button on this page.
This allows you to generate an ASH report for a period as small as one minute.
The beauty of ASH is that it allows you to examine database activity that
happened in any small period of time you select.

Enterprise Manager Cloud Control 12¢ also allows you to examine the SQL
statements issued by Enterprise Manager itself. This is accessed by going to
Performance | SQL | Cloud Control SQL History. You can select the module as
either administration, real-time monitoring, or repository to display the most recent
50 statements. You can also enable or disable SQL Trace on this page.

The SQL Access Advisor utility is another important part of the SQL tuning pack.
This is accessed by going to Performance | SQL | SQL Access Advisor.
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The SQL Access Advisor goes through SQL statements in the database cache or in
a SQL tuning set (a collection of SQL statements), and will give you suggestions
for creating new database objects or dropping existing objects to improve the
performance of the workload.

These suggestions may include the creation of new B-tree indexes or Bitmap indexes,
materialized views (for maximum query rewrite usage), materialized view logs (for
fast refresh), or the creation of partitions (hash and interval only) for tables, indexes,
or materialized views.

This advisor analyzes the entire workload, and not just independent SQL statements
to arrive at its conclusions, plus it also considers the impact of the new access
structures it recommends on DML operations. For example, a new index may

speed up an existing query, but if there are a lot of insertions/updates/deletions
happening on the same table, the Oracle database has to maintain the index to cater
for the DML and this may actually degrade the overall performance; so this must be
taken into consideration.

Storage, creation, and maintenance costs are all considered by the advisor before
it gives any recommendations. New indexes or new materialized views are
simultaneously considered, as well as a combination of both.

Testing infrastructure changes

Real Application Testing (RAT) is an Oracle Database Enterprise Edition option
that allows you to test out the effects of major or minor infrastructure changes on
your database.

This may include any changes at the database layer or below, such as database
upgrades from 9.2, 10.1, or 10.2 to 11g, moving from a single-instance database to
a RAC database, migrating to a different OS, using a different storage subsystem,
moving to Exadata, and so on. It may also include database patches, initialization
parameter changes, optimizer setting changes, and so on.

RAT includes Database Replay as well as SQL Performance Analyzer (SPA).
Both of these components of RAT can be fully executed via Enterprise Manager
Cloud Control 12c.

[56]




Chapter 3

Database Replay can be accessed by going to Performance | Database Replay
on the database menu in Enterprise Manager. The screen appears as follows:

Database Replay

Database Replay allows workloads to be captured from production systems and re-executed with high fidelity Page Refreshed Aug 25, 2012 2:47:44 AM P
on test copies of production databases, This enables detailed analysis of how the proposed changes may
affect production systems; for Instance, patching or upgrading database software.

Task List

Expand all | Collapse all

Task Mame Description

= Capture Production Workload Initiate or schedule a workload capture, expert AWR data after capture, and copy captured files to the werkload staging area.

b~ Prepare Test Databass ScL1llu a test database from production, upgrade or otherwise modify the test database, and isolate the test database prior o
replay.

- Prepare for Replay Prepare the workload capture files for replay (preprocess), copy the preprocessed workload files to the workload staging area,
deploy the Replay Clients, and copy the preprocessed waorldoad files to the Replay Client hosts.

L= Replay Workload on Test Database et up the workload replay on the test database, copy the replay results to the workload staging area, and analyze the results.

B

"7 Actlve Capture and Replay
Select | Mame | Type Directory Ohject Start Time

No items found

= Workload Capture History

Database Replay is a unique feature available for Oracle databases. You can capture
an entire workload from a production system, move it to a test system, and replay it
there with exactly the same timing, concurrency, and transaction characteristics of
the production database.

Database Replay then analyses the effect of the replay on the test system and reports
extensively if any errors are encountered, if SQL statements have regressed in
performance, or if there are new contention issues. These issues can then be fixed

by using other tools such as the Enterprise Manager Tuning Pack.

Testing infrastructure changes in this way gives your company and your DBA
greater confidence that the application database will have a guaranteed performance
in production after the infrastructure change. For example, Oracle 9i databases
upgrading to 10g in the past, without proper testing, were known to have
performance regressions due to outdated parameter settings. Such upgrades from
older databases will produce a higher degree of confidence if RAT has been used.

Any infrastructure changes from the database tier and below can be tested with this
method. The performance impact to the production system during the capture phase
has been estimated to be less than 5 percent, and you can start and stop the capture
when you please.
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The capture files are moved to the test system (where the infrastructure change has
taken place). In the database there, they are preprocessed, and then replayed.

The entire process from capture to preprocess to replay is orchestrated in a workflow
by Enterprise Manager. Multiple replay clients can be set up to replay the workload,
so the mid-tier is not required by the test system.

The RAT option has been enhanced in May 2012 to support consolidated database
replay. This allows two or more captured production workloads from the same or
different systems to be replayed concurrently on a single test database. The idea is
to assist in assessing the impact of consolidating the database workload of multiple
databases on a single database.

The consolidated replay is possible only on Oracle Database Release 11.2.0.2 or
higher. The multiple-workload captures can be from pre-11.2.0.2 database releases.

At the time of writing, the Enterprise Manager GUI interface could be used for

the capture and replay of workloads on single databases as before, but could not

be used for the replay of consolidated workloads from multiple databases onto a
single database. Only the API can be used for this purpose. For the database patches
required, and the actual procedure steps, please see the My Oracle Support note ID
1453789.1: Real Application Testing: Consolidated Database Replay Feature.

SQL Performance Analyzer, the other component of Real Application Testing, can
be accessed by going to Performance | SQL | SQL Performance Analyzer on the
database menu. The SPA screen appears as follows:

{ emrepos.sainath.com @
Oracle Database = Performance = Availsbility = Schema = Administration «

Advisor Central = SQL Performance Analyzer
SQL Performance Analyzer
Page Refreshed

5GL Performance Analyzer allows you to test and to analyze the effects of changes on the execution performance of SQL contained in a SQL Tuning Set,

SQL Performance Analyzer Workflows
Create and execute SQL Performance Analyzer Task experiments of different types using the following links.

Upgrade from i or 10,1 Test and analyze the effects of database upgrade from @i or 10,1 on SQL Tuning Set performance,

Upgrade from 10.2 or 11g Test and analyze the effects of database upgrade from 10.2 or 11g on SQL Tuning Set performance.
Parameter Change Test and compare an initialization parameter change on SQL Tuning Set performance,

Optimizer Statistics Test and analyze the effects of optimizer statistics changes on SQL Tuning Set performance.

Exadata Simulation Simulate the effects of a Exadata Storage Server installation on SQL Tuning Set performance,

Guided Workflow Create a SQL Performance Analyzer Task and execute custom experiments using manually created SQL trials.

SQL Performance Analyzer Tasks

Select | Mame Owner Last Modified Current Step Name
No SQL Performance Analyzer Tasks availabla,

(4 TIP For an explanation of the icons and symbols used in the following table, see the Icon Key

You can capture the SQL workload in production (in most cases done via a SQL
tuning set), and the same SQL will be reexecuted serially (not concurrently like
Database Replay) on the test database by SPA. The captured SQL output includes
statistics and bind variables.
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The analysis and report generated by SPA enables you to see if your SQL statements
have improved or regressed in the new environment. Any regression can be fixed
using other tools such as the SQL Tuning Advisor or SQL plan baselines, in a
seamless flow from the SPA task-result screen.

The main difference between SPA and Database Replay (the two components of

Real Application Testing) is that the latter captures the entire database workload in a
specified time period and tests it out, whereas SPA can be used to test a limited set of
SQL statements. While Database Replay runs the workload concurrently, SPA uses
serial execution and tests each SQL statement one-by-one on its own.

SPA can also be used to test minor performance changes, such as the effects of
optimizer statistics changes on SQL tuning set performance, or the effects of new
indexes or other objects such as materialized views, as recommended by the tuning
advisors. As such, SPA usage can go hand in hand with the Enterprise Manager
diagnostics and tuning packs.

Interestingly, due to popular demand, RAT has been back ported to earlier releases
of the Oracle database.

In the case of the Database Replay component of RAT, this back port is with respect
to the capturing of the database workloads. Database Replay can capture workloads
on 9.2 or 10.2 database versions, but the actual replay of the workload can only be
done on 11g versions such as 11.1 (replay was first introduced in 11.1.0.6) and 11.2.
Note that the replay cannot be done on 10g databases (for upgrades of 9i to 10g)
because RAT is essentially an 11¢ product. Hence, there will be no back port for

the replay.

On the other hand, the SPA component of RAT can use captured SQL from 9.2, 10.1,
or 10.2 database releases and SQL can be tested by SPA in database versions 10.2 or
11g (11.1 and 11.2).

This means that SPA can be used to test an upgrade from 9.2 to 10.1 or 10.2, in case you
want to do that, but this is not recommended as you should instead be upgrading to
the latest 11.2 database version (to avoid the extra support costs for older versions,

and to be able to use the new features of the most recent database version).

By the way, SQL Trace is used to capture the SQL statements for SPA in a 9.2 database
since there is no SQL tuning set capability in this older version of the database.

For further details, you can refer to the MOS note ID 560977.1: Real Application Testing
for Earlier Releases.
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SQL Monitoring

For managing and helping to tune long-running SQL statements, Enterprise Manager
Cloud Control 12¢ provides a very useful utility called SQL Monitoring, which is
enabled out of the box with no performance impact.

This will automatically monitor any long-running SQL statement that has gone
beyond 5 seconds of either CPU or I/O time, as well as any parallel statements.
However, in a very busy system with lots of such queries, SQL monitoring may
not take place for all the queries. You can use the /*+MONITOR*/ hint in your SQL
statements to explicitly ask for SQL monitoring in this case.

You can access the SQL monitoring page by going to Performance | SQL
Monitoring. Any SQL statements that are long-running or parallel will appear on
this page. For example, the SQL executed by user PORUSHH has taken 36 seconds
to execute so far, as shown in the following screenshot:

Monitored SQL Executions

Active in last | 1 hour v Refrech | 10s2conds ¥ || Stop Refrach
Status Duration SQL 1D User | Parallel Database Time 10 Requests Start Ended SQL Text
3¢ W e 371pzaffkltld  PORUSHH u 238 e 11:07:07 AM selzct 8.cbject_name, 5|

DECLARE jeb BINARY |

] R 48m | 570d90s2sapx | SYS ﬂ 4Em 146K | 10:52:21 AM | 10:57.07 AM

The completed SQL statements are shown with a tick mark. There is a rotating wheel
shown against the statements that are still being processed at that point in time.

You can drill down on the long-running SQL and examine the actual execution steps
it is working on. This is shown dynamically by Enterprise Manager in the following
screenshot. The text in this screenshot may not be readable, but is shown for the
purpose of illustration:

Details

|20 pan statisties |nf<j_= Plan Ib Activity | Matrics |

Plan Hash Value 1030756006

& T1P: Right mouse click on the table allows to tegg)|

Operation Hame Estimated Rows|  Cost Timeline(498s) Executions | Actual Rows| Memory Temp |10 Requests CPU Activity %

me_@?-«_ﬂ

Wirite Requess: 33,051 (45%)

[} SELECT STATEMENT 1 0
= [0 SORT GRDER BY
[l MERGE JOIN CARTESIAN

SONM (TN —— 1 o

100ME

I 1 26M

= TABLE ACCESS FULL TEST1 7EK 33 | R, 1 1031
Wrine Bytes: 3,482,779,648 (85%)
[E} BUFFER SORT TEK| 1M e——— 1031 86M 4ME Average 10 size) 103KB
TABLE ACCESS FULL TEST1 7ek| 3| £ 84K
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Under the Plan Statistics tab, green arrows instantly appear against the currently
executing steps. Certain columns in this section such as Actual Rows, Memory, and
Temp (this is the temporary space used) are refreshed with the latest data at every
refresh interval — this is shown by the appearance of a green shading on the column
data at the moment of refresh.

This makes it possible for the DBA to understand exactly the progress of the
long-running SQL, and is very useful when it is required to find the status of
a long-running major report or job working in the database. This feature is a
part of the Database Tuning Pack.

One point to note in the preceding screenshot is that the red band in the Wait
Activity column against the SORT ORDER BY operation signifies that the sort
has spilled over to the disk. So this is an expensive operation.

From Oracle Database 11¢ Release 2 onwards, PL/SQL programs can also be
monitored on the SQL monitoring page. You can drill down to the slow SQL
statements in PL/SQL programs.

On navigating back to Targets | Databases, if the database list on this page had been
changed to a search list instead of a Load Map, and you were to drill down to the
database in that list, the database home page would appear instead as seen in the
following screenshot for the Oracle database:

~| Summary v | Performance
Status Activity Class Services
UpTme 0 days, 1hrs
Version 11.2.0.1.0 3
X v
Load 0,05 average active sessions £ it
Total Sessions 50 i W User1/0
& 2
Last Backup NJA b WCPU
Avalable Space 2.91GB H Scaes
Total SGA 581,33 MB 41
Diagnostics
0 —
T 455 4M 505 AM 515 AM 5254M 535 AM
Incidents °g @ 0 A& 0 o 0
v/ Resources
Host CPU Active Sessions Memory (GB) Data Storage (GB)
16
1 e 1 14
| Compliance Summary G- 050 [mrcA f
Compliance Standards Lt Mshared s
Other I‘U%er [Wauffer C... 10 [WOthers
view = | | View Trends Mirsiance = é w |05 Hea 08 Heris
[ame | Average Score WOther 06 WSYSTEM
No data to displ 0.4
o doa ey ; A | - o
nn
>/ SQL Monitor - Last Hour
Status ‘Durahnn ‘SQL o] Session 1D | Parallel Database Time
X [ 3t 45gkhbu2ynvzl 18 I 35317 s
* I 45gkhbuynvzi 18 52,59
/ Jobs Running ) 119,005 sguechivudcag 42 I 15,4
hame [puwationm) |
o Gata 1o Gaplay, < [7.005 sphrcijtbhj 50 6905
v/ Incidents and Problems
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On this database home page, some summary information (such as Up Time,
Version, Total SGA, and Available Space) about the database is displayed as
well as some performance information (such as Wait, Active Sessions, Host CPU,
and the long-running sessions shown by SQL Monitoring).

Doctor in the database

What is also important is that the database home page shows the latest ADDM
findings. This is a proactive diagnostics engine that runs every hour by default
on the database, and generates a list of recommendations.

Clicking on the ADDM Findings button takes you to the last ADDM Performance
Analysis page, which is displayed in the following screenshot:

|Automatic Database Diagnostic Monitor (ADDM)
Page Refreshed Jan 19, 2012 5:48:36 AM EST  Refrech

Run ADDM Finding History

Database Activity

The icon selected below the graph identifies the ADDM analysis period. Click on a different icon to select a different analysis period.

1
v
2
o
[ & Wait
05
5 B User /O | Zoom
CcPU
: ‘ L] !
< 445 450 455 500 505 510 515 520 525  5:30  5:35 540 545
Jan 18, 2012
4 ®

(& TIP For an explanation of the icons and symbels used in this page, see the Icon Key

ADDM Performance Analysis
Task Name ADDM:1261441654_1_16

M View Snapshots | View Report | JvM Diagnostics ‘
Tack Owner SYS Average Active Sessions 0.6 Period Start Tme Jan 19, 2012 5:05:13 AM End Tme Jan 19, 2012 5:22:52 AM
Impact {'fn)v Finding ‘ Oceurrences (24 hrs ending with analysis period)
] 68:4 Top SQU statements [ Lof1
| | 471 Top Segments by "User /0" and "Cluster” tof1
[ ] 8.4 Hard Parse 1oft
[ ] 65 1/0 Throughput 1of1
1 48 Soft Parse lof1

'/ Informational Findings

The flushing of snapshots 15 and 1€ tock 137 seconds which is 12% of the anslysis peried vime. This may reduce the relisbility of vhe ADDM analysis.
Wait class "Application” was not ing significant database cime.

Wait class "Commit” was not consuming significant database vime.

Wait class “Concurrency” was not consuming significant database time.

Wait class “Conf ration" was not ng ng significant time.

CEU was not a bottlensck for the instance

Informational findings are also shown. ADDM lets you know if the database is
CPU-bound or I/O-bound, it lets you know of hard/soft parse issues, top SQL
statements impacting the database, any locking issues, and so on.
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ADDM is also RAC aware and informs you if there are any networking/interconnect
or database configuration issues affecting the performance of the RAC database. For
example, improper database sequence usage can have a severe performance impact
on such active/active databases.

You can run ADDM at any time by going to Performance | Advisors Home on
the menu and then selecting ADDM from the list of advisors available. When you
run ADDM in this way, you can analyze the current database situation or use past
performance data to tell you what went wrong in the past.

You can drill down further into any of the findings. For example, if you click on the
Soft Parse finding on the previous page (shown in the preceding screenshot), ADDM
displays the possible recommendations on how to fix this performance issue, such as
by increasing the value of the session_cached_cursors parameter to increase the
session cursor cache size and even allows you to action it on the spot by clicking on
the Implement button:

Advisor Central > Automatic Database Diagnostic Monitor (ADDM):5YS,ADDM: 1261441654_1_16 > Ferformance Finding Details

Performance Finding Details: Soft Parse
Finding  Soft parsing of SQL statements was consuming significant database time, __ Finding Histary

Impact (Active Sessions)
Percentage of Finding's Impact (%)
Period Start Time

Findings Path
Expand All | Collapse Al
Findings

W Soft parsing of SQL statements was consuming significant database time,

Finding Impact Breakdown

Category | Top Sessions _x.

<3ELECT»
Top Sessi =" "o

Impact (F4IR
| Top Services
Top Modules
Top Actions
Top Clients
fSOL

100.00

03
4.6
Jan 19, 2012 5:05:13 AM

End Time  Jan 19, 2012 5:22:52 AM
Fitered g  Filters

Recommendations

Show All Detals | Hide Al Datais

Details ‘Cabegorv |Eeneﬁt (‘fi.)v

v Hide application Analysis | | 4.6
Action  Investigate application logic to keep open the frequently used cursors, Note that cursors are dosed by both cursor close calls and session disconnects,

7 Hide pg configuration 1 4.6

Action  Consider increasing the session cursor cache size by increasing the value of parameter "session_cached_cursors®,  Implement Filters

Rationale The value of parameter “session_cached_cursors” was "507 during the analysis period,

| Percentage of Finding's Impact (%)

I 46

User Name
DBSHMP

Session ID
kL]

Program
JOBC Thin Client

Additional Information
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Real-Time ADDM

ADDM is further enhanced in the new Enterprise Manager Cloud Control 12¢
version with a real-time feature. This is known as Real-Time ADDM (supported

for any Oracle database Target of version 10.2.0.4 and higher) and is very useful for
situations when the database has become very slow, or has hung and normal ADDM
cannot work since it may not be possible to even log in to the database. Even if it is
possible to log in to the database, taking an AWR snapshot or running an ADDM
task may worsen the problem.

Sometimes it may be due to just one blocking session that the entire database arrives
at this unresponsive state.

Often, not being able to find out the root cause of the problem, DBAs may resort

to bouncing the database to fix the situation. But this is a very drastic step as all
uncommitted transactions will be aborted and rolled back, and mid-tier connections
and states will also be lost. The actual cause of the problem will not be found as all
diagnostic information will also be lost and the problem can happen again.

In such a scenario, Real-Time ADDM bypasses the SQL layer through the Agent and
directly accesses the database by using a special proprietary diagnostic connection
capability. A lightweight connection is made via the Agent without any I/O and
without acquiring additional locks or global resources such as enqueues or latches,
as it does not run any SQL.

An attempt is also made to start a normal JDBC connection. Whatever data is
returned by either of these connections can be used for analysis by Real-Time
ADDM. It performs a non-locking analysis and will be able to detect problems

and hangs. If it is a RAC database, a cluster-wide analysis will be provided.
Real-Time ADDM is able to detect manifold issues such as global database-resource
contentions, including databases that are CPU bound, I/O bound or interconnect
bound, or with OS-level memory paging.

If there are memory issues, such as excessive growth of the PGA or library cache/
memory allocation issues, they are also detected. Real-Time ADDM also warns you
if resource limits for processes or sessions are reached, or if there are deadlocks
affecting the database. Database hangs are detected, for example, if the ASM-storage
system is not responding, the instance is in the process of shutting down, the
memory pool is being flushed, and so on. Top-blocker analysis is performed.
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The recommendations that are provided for single or RAC databases are precise and
can be set into action immediately, and diagnostics data will be collected for further
analysis if there is no fix available. In fact, there is no other tool like Real-Time ADDM
available today, which can easily access a hung database and then recommend a
solution by understanding and analyzing the problem in detail.

To access this feature of Real-Time ADDM, you need to go to Performance |
Real-Time ADDM from the database menu. This brings up a screen where you
need to enter the SYSDBA credentials that will be used to access the database in
the diagnostic connection mode.

The Real-Time ADDM page now appears. Click on the Start button. This starts up
both the normal JDBC connection as well as the diagnostics connection, and you can
see the progress of each. The first time this is run, an error appears about a missing
installation of some required PL/SQL packages. Click on the error to see the full
error message in the box at the lower half of the screen, the text in the screenshot
may not be readable but is included for the purpose of illustration:

Real-Time ADDM

Top Activity - Last Hour - =

Others
Clustar
Queusing

]

32 B Netwerk
28 B Administrative
24 B Cenfigurstion

2 W Commi
i W Application
12 B Cencurrency
0.8 B System /O
G W User 1O

- L - Scheduler

10G06PM  10:05FM  10:1PM L0:1SPM 10:18PM 10:IPM 10:24PM 10:37PM 10:30PM 10:33PM 10:36PM 10:35PM | cru

Real-Time ADDM Results 1=
3 start ¥ | @ Restart L) save || 5}| Mail

(@ Progress | @8 Findings | @i Hardwars Resources |~ Activity [ @ Hang Data | [[] Statistics |

Status:  FINISHED

| Start Timet  Thu Jan 19, 2012 10118153 M

| End Time:  Thu Jan 19, 2012 10:28:53 PM

| Number of Findings:  ©

|

| Hormal Connaction Diagnostic Connection

|9 JDBC Connection to the Database o Acquire SYSDBA Credentisls

o Session Activity by Wat Classes

|8 varity That the PL/SQL Packsges Ars Instalied &2 Hang Anslysis Dats

|
| % Basic Mets-dats (database version and number of instances)

|Error Message:

| Required PL/SQL package net instalied. Use the ink beiow te depicy the package.
| The arror message from the servar

| Package dbsnmp.prot_ssddm is net found
|

|pusoL Packans Deploymans
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You can click on the PL/SQL Package Deployment link, this allows you to
deploy the package using either the Simple Installation method or the Advanced
Installation method, as seen in the following screenshot. The difference is that in
the latter, you can schedule a future time for deployment and you can also run on
multiple databases.

In both methods, either a DBA credential is required or you can use the DBSNMP user
(provided the CONNECT, CREATE TYPE, and CREATE PROCEDURE privileges have been
granted to the DBSNMP user).

After this deployment completes, you can start the Real-Time ADDM utility again.
This time there is no error and both the types of connections now report their full
findings as shown in the following screenshot. There is one finding;:

Real-Time ADDM Results

@ stert | | [ Stop | | [ Restart

I@ Progress iﬁ, Findings ||Ea Hardware Resources |b Activity |= Hang Data | Statistics I

Status:  FINISHED

Start Time:  Thu Jan 19, 2012 10:01:00 AM
End Time: Thu Jan 13, 2012 10:08:24 AM

Number of Findings: 1

Normal Connection Diagnostic Connection
WJDBC Connection to the Datzbase # Arcquire SYSDEA Credentials
v Basic Metz-datz [datzbase version and number of instances) W Session Activity by Wait Classes
v\feri‘hr That the PL/SQL Packages Are Installed v Hang Analysis Data

V Dztzbase and Instance Meta Data
@ Database Metrics

9 Rawi ASH Dats

W Haost Hardwizre Information

V Instance Memory Information
v Shared Pocl Resize Operations
4§ Database Initialization Parameters
@ Session Activity by Wait Classes
e Top SQL from ASH

VT{:\p Sessions from ASH

% Host Matrics
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We move to the Findings tab and there the main finding is reported: a single SQL
statement is taking up 75.29 percent of session activity in the database, which is a lot:

Real-Time ADDM Results

CESIEESICT=

G Progress In Findings I Hardwiare Resources |b Activity |e Hang Data | Staﬁsﬁm]
[

Priority 1 rl Performance Impact Finding
_ 75.29 SQL statements consuming significant database time
Finding Detzils

The impact is 1,75 average active sessions, which is 75,25 percent of databass session activity.
The SELECT statement with SQL_ID cmwgl95c0g7hy is consuming 75.29 percent of session activity in the database,

The Hardware Resources tab reports that the hosts are not CPU-bound, and
graphically shows the average process load on the CPU including both Oracle and
other processes. The Oracle databases have only taken up 30.2% of the Run Queue.
There are also other subtabs available, such as Memory, I/O, and Interconnect,
which give the related information:

Real-Time ADDM Results

(O st | |3 stop | lmj

[G Progress |n Findings r@ Hardwrare Rescurces Ib Activity |6 Hang Data | Staﬁst'ﬁJ

CPU Memory | IO | Interconnect
Hosts are not CPU bound
1
1 T
H
g [ ]
# E=Em
o Oracle
0& haviporissinath.com l Other
0.15501 (30.2%)
os fotal; 065862 B orscle Run Queue
g
g o2 l ther Run Queus
L]
haviporiszsinath...
Host Name l CPU Bound II'1Iumber of I... l Cores I Threads ICPU Utilizati... l Wait for CPU
havipori.sainath.cai|No 1 1 1 65.862 1]
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In the Activity tab, we can see the SQL IDs of the statements with the highest activity
and also the user sessions with the highest activity.

In the Hang Data tab, under the Final Blockers subtab (seen in the following
screenshot), we see the Top Final Blockers by cumulative blocking time section.
Session Ids 18 and 43 are waiting on Session ID 10 (the screenshot may not be fully
readable but is included for the purpose of illustration):

Real-Time ADDM Results
@ start J 1 ln Restart ]

I'—g& Hardwars Resources |b Activity Ie Hang Cata I@ St;tistiuj

(D Pregrass |“ Findings

Hang Anatysis
[MI Blocked Sﬁsbnsl
Top Final Blockers by cumulative blocking time
Session Id Hum Viaiters .Cumulatwe Block... User Name [ Program Name Service Module
10 2 Q = Mot Available - cracle@haviporl.sainath.c 185855218 = Mo Value - =N

Details of Session 10

Session Serial # 1l SQLID t Mo Value F1 t1
F2 0 F3 0 F1 Text i requests
P2 Text s interrupt P3 Text : timeout OF Process 1d 117045

Waiters on Session 10

Session Id Secs in wait User Name Program Name Module Action wait_event_text
18 a - Not ilable - i sainath.com SQL*Plus - Mo Value - local write wait
43 0 - Not Available - iperi sainath.com SQL*Plus -Ne Value - buffer busy waits

The Blocked Sessions subtab also shows more information about the top waits in
the Top Waiters by Wait Time section (which in this case are Session Ids 18 and
43), Immediate Blockers of Sessions 18 and Blocker Chain above Session 18, which
could be useful in the case of a series of blocking sessions. In this case it is seen that
Session ID:10 is performing an I/O as shown by the text db file async I/O, whereas
Session ID:18 is waiting for a local-write wait. It turns out that there were two
sessions doing a Cartesian join on tables along with a sort on the results, and this
resulted in the blocking activity:
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Real-Time ADDM Results

3 start N | 3 Restart
@ Progress |n Firdings ||g§ Hardware Resources |b Activity |° Hang Data I@ Stat'sti:sj
L&V}

Hang Anahysis

| Final Elockers l Blocked Sessicns |

Top Waiters by Wait Time

Session Id Secs in wait User Hame Program Hame Module
18 0 = Not Available - sqlplus@haviper sainath.com SQLPlus -Na 'V
43 a - Mot Avsilsble - sqlplus@havipori.sainath.com| SQL"Flus -HNa

Details of Session 18

Session Serial & :5 sQLID : 45qkhbu2ynvzl Wait Event : local write wait]
P1 + 201 P2 +2 P3 0

P1 Text  file# P2 Text : block# P3 Text ¢ No Value

OS5 Process Id 120618

Immediate Blockers of Session 18

Session Id Hum Waiters Cumulative Block... User Hame Program Hame Service
10 2 0 - Not Available - cracle@havipor sainath.o 185858218

Blocker Chain above Session 18

Session 10:18, | Session 1D:10,
Instance ID:1 |Instance 1D:1
Waiting Time (s):0 | Waiting Time (s):0

|Wait Event: local write wait Z.W'ld Event: db file asyne 1/0 submit

To have found this information via the standard ADDM would have been quite
difficult, given the slow response of the database. And there can also be other cases
when the database is actually so hung that a normal JDBC connection is not possible,
in this case, the lightweight diagnostic connection of Real-Time ADDM would be a
lifesaver for the DBA.

The last tab of Statistics on the Real-Time ADDM page shows database data and
host data, including current OS load (number of processes), background CPU usage
per second, database time per second, the average synchronous single-block read
latency, and so on.
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Compare Period ADDM

Compare Period ADDM (supported for any Oracle database Target of version
10.2.0.4 and higher) is another new feature related to ADDM in this new version.
This helps in comparative performance analysis. For example, you may have noticed
that the performance of your database is worse on some days and better on other
days—and you want to know the reason for this. Are some other batch programs
running on some days?

Or, you have a RAC database and some instances are faster and you want to know
if the workload is unevenly distributed. If any changes have been made across those
periods, that is also important to understand.

You access this feature by going to Performance | AWR | Compare Period ADDM.

This will take two AWR snapshot periods and will perform a full ADDM analysis
across those periods. SQL commonality is also measured and displayed, so that you
can get an idea if the periods that are being compared are roughly similar or not in
terms of their SQL workload. This is also useful for finding out if the workload has
changed in the case that the two periods are identical. The commonality is based on
the average resource consumption of the SQL statements common to both periods.
It examines the SQL that is executing and also the load of the statements that are
executing. If the commonality is 100 percent, it indicates that both the periods have
an identical workload signature.

During the analysis, causes for the differing performance are detected, such as
workload changes or configuration changes, and the effects are measured, such as
reaching the resource limits (either CPU, I/ O, memory, interconnect, and so on) or
if SQL has regressed.

Causes and effects are then correlated as per years of expert Oracle experience, and
recommendations are given in the analysis report, which can be set into action on
the spot. The impact of each of these recommendations is clearly quantified.

The first time you select Compare Period ADDM, it requests that certain PL/SQL
packages be installed to handle this functionality. You have the choice to use either
the simple install method or the advanced install method. This is similar to what we
saw in the Real-Time ADDM.
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The screen that appears allows us to select a base period and a comparison period
as shown in the following screenshot. You can use an offset for the base period.

The Offset option's value can be One Day, One Week, or the Preceding Period
menu item. You can also select a Baseline option, such as the SYSTEM_MOVING_
WINDOW menu item as the base period. Otherwise, you can use a customized
period. Then press the Run button:

ORACLE Enterprise Manager Cloud Control 12¢

g Enterprise - (g Targets ~ oy Favorites = @) History -

1+ emrepos.sainath.com @

COrade Database » Performance =  Availability = Schema =  Administration -

Run Compare Period ADDM
Step 1: Select a Comparison Period

Beain Time Jan 19, 2012 6:00:00 AM [y

End Time [lan 19, 2012 7:00:00 AM (&b
& TIP  Time will be adjusted to the capture time of the dosest snapshot

Step 2: Select a Base Period

" Offset

Offset | One Day =
" Baseline

Baseline SYSTEM_MO'-.-'IT*JG_'-.-'-.I'IT*JDO'-.-'-.I';I
{* Customize

Begin Time [Jan 19, 2012 5:00:00 AM (&

End Time [Jan 19, 2012 6:00:00 AM (b
@ TIP Time will be adjusted to the capture time of the dosest snapshot
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The Compare Period ADDM Report page appears at this point and displays the
characteristics of the two periods side by side in a graphical format. The average
active sessions of the Base Period section and the Comparison Period section are
seen along with the SQL Commonality of 30 percent. This is a low commonality,
and indicates that the workload signature is not identical in the two periods:

Compare Period ADDM Report

Overview
SQL Commenalty 30%

Base Period Comparison Period

Database EMREPOS | Instances 1 | | Database  EMREPOS | tnstances 1
Begin Time  2012-01-15 05:00:56 | Duration | 55.2m Begin Time  2012-01-19 06:00:08 | Duration || 1.0

§ M Other ’
W Userijo L5

# B Commit 1z

5 M Concurrency L5
M System /O 0.4

o Ao, 4 Ao W YRy Y l
W crPu

05:01AM O5:DSAM 05:11AM QE:16AM Q5:11AM 05:26AM 05:31AM 05:36AM ©6:01AM  DE:07AM  08:13AM  0B:13AM  D6:2BAM  05:31AM  06:37)

Average Active Session .39 Average Active Sessicn .17

In the Details section, under the Configuration tab, we can select Change Only
or All.

This allows you to examine any configuration changes to the host/instance across
the two periods. Selecting All will display all the configuration properties regardless
of whether they have changed or not. Selecting Change Only will show only the
changed properties. Examples are initialization parameters at the database or
instance level or host properties such as the number of CPUs, physical memory size,
platform type, and so on.

In the Findings tab shown in the following screenshot, we can see the performance
differences between the two periods and the impact of the change in percentage. In
this case we can see that there are several improvements and no regressions across
the periods:
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Details )
léb Canfiguration [n Finding igﬁ Resource
Performance Difference Change Impact(®) Base Period Comparison Period
dﬂa Unususl ‘Applicatian Wait Event 38 4 (1]
1‘} Top SOL by Decressed Activity 20 08 02
ﬁ- Tep Missing S0Ls 13 .08 ]
Display: Change Impact (Absciute Value) = |5 % { [¥] Regression £t [v] 1mprovement
Description
Some Wait events in this walt class were consuming significant database time. Look at the table below to get mere details on the wait event breakdown,
Impact changed from 0,14 active sessions to 0 active sessions by 3656
(&) HIDE_EVENT_BREKDOWN
Wait Event Hame Change Impact(%) Base Period Comparison Period
-Q SQL"Met breakireset to client 38 14 =0.01

In the Resource tab, we can see the average processes on the CPU for the Oracle Run
Queue and Other Run Queue utilities on the host as compared across the periods.
The memory paging, I/O, and interconnect comparisons are also available for the
two periods.

The method used by the Compare Period ADDM feature is as follows: first it finds
out what has changed in the database configuration (for example, if the memory
settings have changed) or if the database workload has changed (SQL commonality).

In the second step, it compares the two periods in terms of performance and finds
out what the major changes are (for example, top SQL impact and I/O reads may
have increased).

The third step by the Compare Period ADDM is to identify the root cause and
correlate the performance decrease with the configuration changes, in the preceding
case, the changes to the database-memory settings such as a reduction in the buffer
size could cause I/O reads to increase.
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This is derived from years of Oracle experts' experience — there are a number of
preset correlation rules. For example, if the symptom is paging, the cause could be
a low physical memory size or an excessively large SGA or PGA Target. If there are
SQL regressions, it could be due to the wrong optimizer parameters. Or, if there is
hard/soft parsing happening, it could be due to improperly set parameters such

as shared pool size, session cached cursors, or cursor sharing. There are

many more rules like these used by the Compare Period ADDM.

Active Session History (ASH) analytics

ASH analytics is accessed by going to Performance | ASH Analytics. This feature
is new in Enterprise Manager Cloud Control 12¢ and allows you to analyze the
database performance across multiple dimensions. It is supported for any Oracle
database Target of Version 10.2.0.4 or higher.

The information on this page comes entirely from the in-memory ASH samples that
are captured per second, or from the disk data, which is one sample in every ten
seconds. These ASH samples are active session information, and the corresponding
session attributes are also captured; these become the performance dimensions on
this page.

Each second of DB time is stored as one row in each sample. Different dimensions
can be selected on this page in a sort of user-defined hierarchy, for example,
Instance | Module | SQL ID, and as such you are able to perform analysis

on this performance data with the help of slicing and dicing.

The topmost graph on the ASH Analytics page can be seen in the following
screenshot:

ASH Analytics

l Hour I Dy | Week I Maonth | Max | Calendar i Cust{:\m]

r

O :DDAM D:05AM O 1DAM O4:15AM O4:204M

= L L
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The graph can be based on an hour, day, week, month, and so on. We can select any
period from this graph by moving the shaded area, and this is automatically reflected
in the detail graph shown in the following screenshot. Here, we can either look at

the Activity or the Load Map utility this screenshot may not be fully readable, but is
included for the purpose of illustration:

Fiters  None
[b‘ Activity |@ Loed Map
Mode | Smple | w | | wat Class, Wak Event v
CPU User1/0 Concurmency
CPU + Wait for CPU
H . 170,00 samples
= et n 0,57 Average Active Sessions System 1/0
Distinct SQL 105 65,00
Distinct Session 1Dst 12,00
Diistinet Instance I0s! 1,00
Distinct Transaction 1Ds: 41,00
Commit

The Load Map has been selected, which shows the largest wait events in that period
in a stacked-chart format. The color coding is as follows: blue stands for I/O, green
for CPU, and orange is for all other waits. The ASH data has been rolled up into
these three different categories.

Selecting the Activity button instead of Load Map shows the familiar-activity graph.
You can then select a different dimension for the graph by clicking on the Wait Class
drop-down menu, as shown in the following screenshot. The same thing can be done
for the SQL ID and User Session drop-down boxes in the regions on the lower half
of the page.
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Many performance dimensions are collected by ASH and these have been logically
grouped into five categories: SQL, PL/SQL, Resources Consumption, Session
Identifiers, and Session Attributes. Examples of the performance dimensions

are SQL ID, Wait Event, User Session, Module, Object, and so on:

ASH Analytics

L Heur | Day | Week | Month | Max | Calendar I Custom

_f B

04:20AM 04:25AM 04:30AM 04:35AM 4:40AH 04:45AM 04:508M 04:55AM

CA
@ e oW

Fiters None

] e

Wit Class [ show [] Totel Actuty (V] CPUCores
Tep Dimansions 13
sSQL 3 SQLID
PLISGL » Top Level SOLID
Resource Consumption b SQL Ferce Matching Signatura
Session 1dentifiers » SL Plan Hash Value
Seszion Attributes ] SQL Plan Operation
L= L Plan Operation Li i
n Operation Lin
q Esiston Sne B Commt
0 SQL Opecde W Application
Tep Level SQL Opoade B Cencurrency
04 W System 1O
. Tetal A W User 3O
W cru
04:33AM 04:34AM 04:35AM
SQLID by Wt Clss | Schedule SQL Tuning Advisor | | Creste SQL Tuning Set | | user Session |vJ by Wait Class
| Select | SQL ID | Activity (Average Active Sessions) | User Session | Activity (Average Active Sessions||
Ol | owtvemse — 1784 ——— >
| e I— o 1K [r———]

[ | 2atywsfeojtrw I <00 1:23.42 I

Also, clicking on any section in the graph creates a filter automatically, and you can
drill down further into that filter. For example, if a filter is created on the CPU wait
class by clicking on it, you can then select to drill down to all the instances of SQL ID
in the main graph. This shows the actual SQL IDs that have contributed to the high
CPU wait.
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Then, in the two regions in the lower half, you choose to select to drill down further
to the user ID in one of the regions and Module in the other. This shows the users
that have caused the CPU wait and the main modules responsible for the wait. You
can see this in the following screenshot (the screenshot may not be fully readable, but
is included for the purpose of illustration):

ASH Analytics [ save |53} mail | | Full Screen
{ Heur | Day | Week | Menth | Max I Calendar I Cuﬁoml

04:20AM D4:25AM 04:30AM 04:35AM 4:40AM 04:45AM 04:50AM 04:55AM 05:00AM

Fiters | Wait Class: CPU X
s e

[saLm |uJ Show [w] Total Activity [W] CPU Cores
3

B 5p30dmrizfait

4578nhr33jmp2
B 3tinxpdssen
[0 hsrbrigktxs

1fuT2y2d7hsps
CPU Cores

l\ B 3csysus
LX] B bfyuBcsohbkel
04 2abyvodstjtive
’ A B dykyrzvdd
o Lxenl s [\ /\ /\/\ AN B usfupnske

04:338M 04:34AM 04:358M [ Cthers
|user0 |v] B saio [ Moduie |v] By sauio
User D Activity (Average Active Sessions) Module Activity (Average Active Sessions)
SYSMAN 11 | OEM.PbsCachelodeWaitFool ———— N
MGMT_COLLECTION Cellection Subsystem g <0.01
OEW.FbsSystemFeol ull <001

You can create a second filter by clicking further in the main graph, for example, you
can select a particular SQL to look into. You can delete the filters any time you wish.

The ASH Analytics page therefore becomes highly customizable, and you can do
advanced analysis of any performance situation on any time period.

Using the Active Reports feature, it is possible to save the ASH Analytics page as an
active report and send it to collaborators for offline analysis — you do this by clicking
on the Save button at the top of the page.

Only an internet connection is required at the recipient's end to perform rendering
on the report. An Enterprise Manager installation is not required. However, note
that Microsoft Internet Explorer 8 is not able to render the report, instead use the
latest version of Mozilla Firefox or Google Chrome.
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It is apparent that the Enterprise Manager Diagnostics and Tuning packs have
many capabilities and they are enabled out of the box, as they are a part of the core
database engine. However, if you do not want to use these packs due to your license
obligations (you do not have a license) then, from Oracle database 11g onwards, you
can use the initialization parameter CONTROL_MANAGEMENT PACK_ACCESS to control
the use of these packs.

This parameter can be set to either DIAGNOSTIC+TUNING (both packs' functionality
is enabled in the database server), DIAGNOSTIC, or NONE.

You can also turn off any of the packs for any of the database Targets from
Enterprise Manager itself, by navigating to Setup | Management Packs |
Management Pack Access.

Summary

Ensuring the performance of data-center applications is foremost in the minds of the
IT manager. The database is a crucial part of the IT center, and if it is not properly
managed, performance issues can easily get out of control — especially with the
increasing data and users of today's applications. DBAs do not want to fight fires
every day.

Oracle's Enterprise Manager Cloud Control 12c offers very strong performance-
management capability for Oracle databases. Using the Enterprise Manager
Diagnostics and Tuning packs, it is possible to easily diagnose performance issues
by capturing workload statistics in the AWR and the per second session information
captured by ASH for transient issues. There is the proactive diagnosis engine in

the database — ADDM, which runs every hour out of the box and displays any
outstanding issues.

You can then tune those issues seamlessly with the advanced tuning capabilities

in the Tuning pack, such as the SQL profile, which offers auxiliary information

to the optimizer for executing a SQL statement in the most efficient manner possible.
This can tune SQL transparently without changing the application code, which
makes it very useful for packaged application tuning. This technology is only

in the Enterprise Manager Tuning Pack.
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The SQL Tuning Advisor and SQL Access Advisor give other valuable advice for
tuning, such as new indexes, materialized views, and partitions. SQL monitoring
also makes it possible to monitor long-running SQL statements or PL/SQL programs
to see the exact status of the execution.

This diagnosis and tuning of Oracle databases by Oracle Enterprise Manager is
further enhanced in the new Cloud Control 12¢ version. There are several new
performance features such as ASH Analytics, Real-Time ADDM for emergency
situations, and Compare Period ADDM.

In short, Enterprise Manager Cloud Control 12c¢ further builds on the solid
performance capabilities of the previous Enterprise Manager versions and can
definitely be considered to be a lot better in terms of performance management.
Words directly from the mouth of a DBA who has been tuning Oracle for many years.

In the next chapter we will examine how Enterprise Manager Cloud Control 12¢
allows total configuration management of all the database servers, and the
security-compliance capabilities of the product.
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In a large data center, it is perfectly possible to have tens of thousands of Targets
- servers, databases, listeners, application servers, web servers, and so on. So it

is almost impossible to attempt to gather and maintain the configuration details
manually —unless you have a veritable army of configuration clerks, which is not
possible in any company.

So how do you find what's out there in the data center? In such situations,
information gathering is very ad hoc, there are spreadsheets all over the place with
little bits of information such as IP addresses and network details, or server details
with CPU sizing. Some companies even use large white boards in their offices to deal
with the configuration details —written by hand with markers and complete with the
warning to others not to erase the white board!

Even when there are semi-automated tools to collect the configuration details, such
efforts are sparse and disjointed, and they often fail to remain updated with the
rapidly changing configuration details in such a large data center. Sooner or later
such efforts become useless.

And when something stops working, how do you find out what has changed?
Common sense dictates that unauthorized changes would be the main reason for
things to stop working in the data center. However, when there are so many Targets,
how do you get the hierarchy of related Targets? How would you check each Target
manually to see what has changed?
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With no configuration management system in place, a data center would degenerate
in such a situation to a fire-fighting tale. A major issue would probably take hours

or even days to investigate and resolve, and millions of dollars in business would be
lost in downtime. All this would happen because the configurations of the thousands
of data center components were not being collected and managed.

If one server was working and the other was not, there would be no way to compare
the configurations of the two servers in a fast, seamless, and efficient manner. It
would take a lot of time to collect the current configuration of the two servers and
then to compare the two manually to find out what was different.

If you wanted to go back in time to find out which configuration had changed on
which day on your thousands of Targets, such historical changes would be very
difficult to track manually, if not downright impossible.

Security compliance is considered very important in today's world with several
compliance standards such as SOX, HIPAA, and PCI DSS already existing. How
would you check the security compliance in a large data center? Your auditors
would need to be satisfied that your hosts, operating systems, databases, application
servers, and applications were security compliant as per industry standards, and
they would need regularly generated reports to that effect.

However, in most cases, only some rudimentary home-grown scripts are used to
check the security compliance of a few Targets —and they are certainly not written or
verified against industry standards. So, there would be no real security-compliance
checking as such in these data centers and ultimately they would be open to all sorts
of attacks.

And if everything to do with configuration is manual or running on a few scripts,
you may as well forget about company standards or golden configuration standards,
as every Target, even of the same type, can be configured differently when done
manually, and there would be no way to check the configuration compliance,

or the configuration drift.

Sounds like a nightmare? It really is, if you insist on doing everything manually in
your data center.
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Lifecycle management

To resolve most of the issues just described, Oracle Enterprise Manager Cloud
Control 12c offers excellent functionality for configuration management and
security compliance as part of the Database Lifecycle Management Pack, in the
case of database servers and the databases on these servers. For other targets

such as application servers or applications, different packs may be required — for
example, the WebLogic Server Management Pack Enterprise Edition is required for
configuration management of WebLogic servers, and the Application Management
Suite for Oracle E-Business Suite (EBS) is required for configuration management
of EBS, and so on.

In general, this configuration management functionality includes the ability to
automatically discover your servers, then do a deep discovery and collect the
configuration of all the components on the servers. The configuration is stored inside
the centralized Enterprise Manager repository, and it is possible to do comparisons
between the configurations of hosts, databases, application servers, or applications.

You can go back in history and see the configuration changes over time. You can also
check the security compliance and configuration compliance of your Targets as per
various industry-standard compliance frameworks. There are out-of-the-box as well
as user-defined compliance frameworks, standards, and rules in Enterprise Manager.

The end result is that the company will be able to reduce configuration management
effort by 90 percent, as most of the manual steps to do with configuration collection,
comparisons, historical tracking of changes, and compliance checking are now
executed in an automated manner. You can easily meet compliance and audit
requirements. You can maintain configuration consistency across the enterprise.

First of all, you can discover your assets efficiently. In this way you can ensure
that all the critical assets in the company have been discovered and are being
utilized, otherwise there may be cases where there is a lot of capital expenditure
on assets and these assets are forgotten if they have not been used. So you can
maximize the utilization of assets, and this could result in a reduction in further
capital expenditure.
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Secondly, due to the automated and continuous security and configuration
compliance, you are able to reduce downtime (due to the prevention of configuration
errors) and the business risk of security incursions. This also drastically reduces

the effort you need to make in order to meet your compliance requirements.
Configuration policy violations are now reported in the incident console of
Enterprise Manager Cloud Control 12¢, so you can take action immediately.

In the previous release of Enterprise Manager, there were separate configuration-
control tools, such as the Application Change Console (ACC), Configuration Change
Console (CCC), and BEA Guardian tools, that had to be installed separately from the
Enterprise Manager OMS installation. These have all been combined in Enterprise
Manager Cloud Control 12c. As a result there is now only one agent repository as well
as console for configuration management in Enterprise Manager.

Auto discovery

The new Auto Discovery feature in Enterprise Manager Cloud Control 12c uses IP
Scan (NMAP) to discover host and non-host Targets without the need for an Agent,
scanning your network and discovering all the hosts thereon. Certain information
about which software is running on the hosts comes from smart guesses. This goes
into a list of discovered unmanaged Targets in Enterprise Manager.

The DBA can then select any Target host from this list and promote it as a
managed Target; this then pushes the Enterprise Manager Agent to the server.
The Agent then performs deep discovery of all Targets on the server and collects
the detailed configuration.

Setup | Add Target | Configure Auto Discovery brings up the screen shown in
the following screenshot, where you can initially perform an Agent-less Hosts and
Virtual Server Discovery Using IP Scan:
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Configure Auto Discovery

~|Instruction
Automatic discovery is a process that detects hosts, virtual servers and other targets so that they can be monitored and managed by Enterprise Manager. Use the following options to
Configure Auto Discovery Add Targets from Auto Add Targets Manually or Using
Di R Its Guided Process

» Setup discovery using IP Scan —p Y —p .

+ Setup discovery on Single Host « Add Mon-Host Targets « Add Targets Manually

+ Setup discovery on Multiple Hosts » Add Discovered Hosts » Add Related Targets

« Ignore Discovered Targets «» Use Discovery Modules

Configure Auto Discovery
| |Hast Discovery |Ty|:|e | Configure [
D Hosts and Virtual Server Discovery Using IF Scan Agentess &

|Configure: Hosts and Virtual Server Discovery Using 1P Scanlj
Discovery Module Configure

Multple Target-Type iscovery onSedleost Agentbased

Crade Cluster and High Availability Service Agent-based &
Orade Database, Listener and Automatic Storage Management Agent-bazed &
Crade Fusion Middleware Agent-based &
Orade Home Discovery Agent-based &
CradeSecureBackup Agent-based @

This page also allows different types of Agent-based discovery. A guided workflow
is shown in the Instruction section for your reference.

The first step is to click on the spanner icon in the Configure column, against the
Agent-less host discovery. This brings up the associated screen — Host Discovery
(Agentless) as shown in the following screenshot:

Host Discovery (Agentless)
Use this page to search, browse, and create spedfications for the discovery of hosts, virtual servers, and network devices using IP scan, Schedule the discovery on a configurable interval,
= Name = Ports to be scanned
« IP ranges to be scanned « Credentials and schedule for discovery to be run
Once the specification is created it can be reused later to scan again,
2JSearch

View = | M A Edit 3 Delete | [} Refresh IP Scan Results | &0 View Discovered Targets |

Seans Latest Scan Results Summary
Name Owner Performed Description
erformed s iapg ‘ Number of Agents ‘Start'ﬂme End Time
o data to display.
Scan Status:
Latest Scan All Scans

2|Search

View = ‘ & View Job Details... | Export Scan Results |
[ |Agent that Performed Scan |5m'us | New Targets [ Total Targets Discovered |Start Time End Time |IF Ranges Scanned
r.ln data to display.
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On this screen/page, click on the Create button to start a new scan job. You can
name the job, specify the IP Ranges for Scan, the Ports to be scanned, and you can
also perform the scan at a repeatable interval. This is done on the Host Discovery
Specification: Create page as shown in the following screenshot:

Host Discovery Specification: Create

Cancel

*MName |Host Discovery 01/22/12 5:03:25

Description [Test Discovery
Qwner SYSMAN
Scan Details Job Details

IP Ranges for Scan

Use this section to select an agent that performs the IP scan, and for each agent, specify the IP ranges for the scan. The folowing formats are supported: host name, IP
128,16,10,0/24 10.0,0-255, 1-250,254)

2JAdvanced
& To perform host discovery scans, configure the hosts of the scanning agents with Sudo Privilege Delegation, and use credentials that have Run As 'root’ attribute set,
View = | ok Add 3¢ Remove
'Jngent to Perform Scan |IP Ranges for Scan |H05t MName
F havipori.sainath.com: 3872 | 192,168.1.103 havipori.sainath.com

Configure Ports: havipori.sainath.com:3872

Agentless discovery automatically scans for a list of default ports to detect services, To extend each scan to other ports, specify service name and port value(s), Use da
View « | b Add  $8 Remove

i |Service Name |Pnrts
Telnet 23
S5H 22
Oracle iAS Control (OMS and Agent) 5155,1156
Oracle WebLogic Server 7001,7003
Qracle Secure Backup 400
Oracle SQLMET 65
Oracle Hypervisor (OVS Agent) 8899
Oracle Database and Listener 1521,8080

You can select any Agent to perform the scan, however, the Agent used for the

scan can only be on certain platforms, such as Linux, at the time of writing. Solaris

is probably next in line. At the time of installation, always use the latest Enterprise
Manager software, or upgrade to the latest patch set once released. This will give you
the maximum features and platforms for various capabilities of Enterprise Manager
Cloud Control 12c.

You need to configure the host of the scanning Agent with Sudo Privilege
Delegation. Normally, the scanning Agent will be the Agent on the Enterprise
Manager OMS server, and this type of privilege will be set on that machine.
(This is set up by going to Setup | Security | Privilege Delegation).

On the Job Details tab on this page, you can specity if the discovery job is to be
run immediately or at a later time. You can also set the job to be repeatable every N
hours, days, or weeks. Or you can run it on specific days of the week, month, or year.
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This means that you can keep on discovering new targets via IP Scan auto discovery,
as and when they get added in the future.

You also need to specify the credentials for the Target host. As the scan is run as root,
you need to use privileged credentials or Sudo or PowerBroker.

Then click on the Save and Submit IP Scan button. The scan job runs successfully:

Host Discovery (Agentless)

Use this page to search, browse, and create specifications for the discovery of hosts, virtual servers, and network devices using IP scan. Schedule the discovery on a configurable interval,
o Name « Ports to be scanned

« IPranges to be scanned « Credentials and schedule for discovery to be run
Once the specification is created it can be reused later to scan again,
2/Search
View = | Rereate Ledt $Oclete | [ Refresh IP Scan Resuts | gets ‘
. Bais Latest Scan Results Summary )
ame Owner Performed Description
Number of Agents |Start Time End Time

Scan Status: Host Discovery 01/22/12 5:31:54

Latest Scan All Scans

2lSearch
View » ‘ & View Job Details. ., @J Export Sean Results ‘
Agent that Performed Scan |5‘falus | New Targets / Total Targets Discovered |Start Time |End Time \IP Ranges Scanned
havipori.sainath.com:3872 Succeeded 0/0 Jan 22, 2012 10;37:06 AM GMT-05:00  |Jan 22, 2012 10:37:23 AM GMT-05:00  192,168,1,103

You can now click on the View Discovered Targets tab. This brings up the list of
Host Targets and Non-Host Targets that have been discovered so far by the Auto
Discovery jobs (any that have run successfully so far). The same list of targets can
also be seen if you navigate to Setup | Add Target | Auto Discovery Results from
the menu:

IAuto Discovery Results
~|Instruction
Review discovered unmanaged targets and promote targets to be managed by Enterprise Manager,
Configure Auto Discovery Add Targets from Auto Add Targets Manually or Using

» Setup discavery using IP Scan e} Discuvery Ressils —p o]

-smg d‘smer; - s?ng|e Host a « Add Mon-Host Targets E « Add Targets Manually

+ Setup discovery on Multiple Hosts + Add Discovered Hosts + Add Related Targets

« Ignore Discovered Targets « se Discovery Modules

Host Targets (1) Mon-Host Targets (2) Ignored Targets (0)

>|Search
View + i A Rename 3 Delete @ Ignore | ) Refresh |
Host [push Agent}  |IP Add Operating | pic overed O Open Ports Service N
os Push Agent ress System | DECOVered On pen Por ervice Names
192,168,1,103 192,168.1,103 Linux Jan 22, 2012 5:25:20 AM GMT-05:00 22,1521 OpenSSH,Oracle TS Listener
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The next step is to click on the Promote button against the host Target, this will
enable you to add your host Target as a managed Target, meaning that the Enterprise
Manager Cloud Control 12c Agent will be pushed out to this Target.

After the Agent is pushed out in this manner, it will commence detailed
configuration collection from the host. The configuration information will be stored
in the central Enterprise Manager system as we will see now.

Thus, we have a system of scheduled auto discovery in the new Enterprise Manager,
which allows a seamless Agent-less discovery of any new Targets in your data
center. The chances of any new Target slipping through this tight net of discovery
are rare. All assets are now accountable, and can be properly utilized thanks to
Enterprise Manager Cloud Control 12c.

Inventory

On the home page (Enterprise | Summary) of Enterprise Manager, there is an
Inventory and Usage region at the top of the screen. This can be used to display
the Inventory summary as shown in the screenshot we will soon see.

You can select either Hosts, Database Installations, Fusion Middleware

Installations, or Fusion Applications Installations from the drop-down

menu/drop-down box in this region. This then correspondingly displays
the inventory summary in the table.

As an example, if you select Hosts, it will display all the different types of hosts
installed. Everything in your Enterprise will be seen, provided Agents have been
placed on every host and the administrator who has logged into Enterprise Manager
has the right to see these hosts. This is shown in the following screenshot:

~| Inventory and Usage £ Select an option o see inventory summary ‘
= |3 —
View v ‘ Platfarm .| %

|Platform Hosts|0S Patches |
|Enterprise Linux Server release 5.5 (Carthage) 1 No |

IIn\rentury and Usage Details} |

Click on the See Details link to drill down further to examine an elaborate listing
of the inventory and usage details. By default, the details are rolled up on Platform.
You can select other options for roll up, such as version, vendor, lifecycle, and line
of business.
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Note that some of these attributes are not set by default for the Targets, and you may
have to add them manually for each Target. For example, we can specify the host
havipori.sainath.com as a test server (specifying the lifecycle as either development,
test, or production).

Host attributes can be changed by going to Host | Target Setup | Properties. When
you select any row and click on the View Details button, the detailed information
about the host appears in the lower section. This is seen in the following screenshot:

Inventory and Usage Details
Show |Hosts =l / Select an option to rollup inventory
view = | View Details | |4 Expart |p|ﬂtfu”“ TInventory Chart
P | View (% Pie (0 Trend
Hosts es
Patches
B 0
Line of Business
Rows Selected r Bupsitient
Location Enterprise
Cost Center Linuzx
™ Server
gelease
{Carthage)
Details: Hosts
View - | |4 Export |
|Host Name ‘Flev’orm Version Vendor ‘Liv’ecvde Line of Business ‘Depertment |aneh‘on ‘CostCenter Hardware
|haviperi.sainath.com  Enterprise Linux Ser... Enterprise Linux Ser.. Oracle USA  Not Specified Not Specified Mot Specified  Not Specified Mot Specified  VirtualBox 1.2 Gerwi...

There is also an inventory chart on this page that shows the breakdown of the details
in graphical format. For example, if you have rolled up on Platform, the graph will
attempt to show the distribution of platforms. In the same manner, you can show the
different versions or vendors, and so on.

An interesting aspect is that if you select the Trend radio button instead of the

Pie button, a trend chart will appear showing the different values of the attribute
over time. This is the population trend, which indicates the growth of assets or can
indicate a possible configuration sprawl that may need to be controlled:

Inventory Chart
View 7 Pie
i
Enterprise
?., O Linux Server
= release 5.5
(Carthage)
0
112511 11/28M1 11430011 1212311 1212811 12/28M11 1112 1M7Nn2 172012
12:00 AR 12:00 AN 12:00 AR 12:00 AN 12:00 AW 12:00 AK 12:00 AN 12:00 AK 12:00 AN
4 »
Table View
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The Export button on this page allows you to create a Microsoft Excel spreadsheet
with this configuration information, so you can use it externally.

Coming back to the Summary page via Enterprise | Summary, if we select Database
Installations in the Inventory and Usage section, you can see a list of all the Oracle
database versions installed in the enterprise — with the same caveat that Agents
should be installed on every server, and you as an Enterprise Manager administrator
should have rights to see all the database Targets. Right now, as SYSMAN, we can

see everything:

x| Inventory and Usage P Select an option to see inventory summary l

LTI DA =hase Installations ha See DE@HS

View ‘ Version -I

Version | Installations

Patches
Applied
Orade Database 11g 11.2.0.1.0 1 2 Yes

Targets

Click on the See Details link to view the elaborate summary of the inventory for the
database installations. The summary can be rolled up on attributes such as Version,
Platform, OS Version, OS Vendor, and Lifecycle.

Selecting any row and clicking on the View Details button displays the attributes of
this database installation in the section at the lower half of the page:

Inventory and Usage Details

Show |Database Installations '-l ) Select an option to rollup inventory l
View | View Detalls &.Expurt Version I-'] Inventory Chart
Version = nio ¢~
Version Platform 5 View % Pie € Trend

———— 05 Version
rade Datebase 110 13,2.0,.0.|[|o3 vend

Rows Selected L [ine of Business

Department

Location

[cost center | Betsbase

]
11%
112010
Details: Database Installations
View « | Iil Export |
|\u'=rs\un ‘Hust Name ‘Orade Home |Life:yde |L\ne of Business |Deparh'nent |Luceﬁun |Cust Center |P\atfurm

|oracle Database 119 11,2,0.1.0 _havipori.sainath.com _/u0 Lforaclefdbjprod... NotSpecified |Not Specificd | Not Specified | Not Specified  Not Specified _ Enterprise Linux Sel

The inventory chart, as before, can be a pie chart or a trend chart. The pie chart
shows the breakdown of the database attributes selected, for example, if version is
selected as the roll up in the drop-down menu/drop-down box, the chart will show
the different database versions. In the case of the trend chart, the different values of
the database version will be displayed over time.
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Detailed configuration

From the main Enterprise Manager Cloud Control 12c console menu, go to Targets |
Hosts. This brings up a list of hosts. When you select the host you want, it brings up
the host's home page as shown in the following screenshot:

[ havipori.sainath.com @

i) Host = [ | Page Refreshed Jan 24, 2012
~| Summary ~/ CPU and Memory
Status
CPU Utilization Memory Utilization
Quwner SYSMAN 100 100
Lifecydle Status -
BootTime 24-Jan-2012 04:02:10 80 80
Diagnostics
60 &0
Inddents 0 A 1 @ o ®
Configuration Changes 5 40 40
Critical Patch Advisories 4
20 ’\ 20
0 e ——) 0
03:55 AN 04:07 0419 043 04:43 03:55 AM 0407 0419 (L)) 0442
| Configuration January 24 2012 January 24 2012
IP Address 10.0.2.15 ol » 1
Operating System Enterprise Linux Server W CPU in User Mode (%) [ CPU in System Mode (%) [l CPU in VO Wait (%) W Memory Utilization (%) W Used Logical Memory (%)
Total Cores 1 Table View
File System(GB) 382,53 -
Mertory Size(ME) 3608 ‘l‘ FileSystem and Network
Address Lengthibits) 64-bit ?/ Incidents and Problems
~/ Compliance Standard Summary
| Job Activity Compliance Standards
For jobs whose start date is within the last 7 days.
v View Trends
Suspended Executions 0 v View > | |1 View Trends
Problem Executions 1 X Violations
Action Required Executions 0 v IName Iy Average Score Last Evaluation Date
Scheduled Executions 0 e 4‘"
Running Executions 0 Security Recommendatio.. 4 0 0 51 1/24/2012

Right on the host's home page itself, there is a Configuration section, which shows
certain basic information collected about the host. This includes IP Address,
Operating System version, CPU Cores, File System size, Memory Size, and so on.

Under the Compliance Standard Summary section on the same page, it also tells
you if there are any security or compliance violations for this Target.

Note that some of the sections on this page have been collapsed to give you a better
view; in this version of Enterprise Manager Cloud Control 12c it is possible to
collapse or expand sections at will or move them around on the page.
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To view the detailed configuration of this host, go to Host | Configuration | Last
Collected in the Host menu (not the Enterprise menu). This displays the Latest
Configuration page as shown in the following screenshot:

{3 havipori.sainath.com @
[E] Host +
Latest Configuration: havipori.sainath.com
v havipori, sainath,com Actiors
v Har?;\:re Operating System Properties
0 Dsevices Collected 1/22/2012 4:27 &M
Metwork Interface Cards View = | | Export | i Detach
Network Interface Bonds [ [name [source Value
V' Operating System SURFPE, Max_resvport Jsbinfsysct 1023
lgl?. ing Systs ...E!HEE!.'E‘??! sunrpc.min_resvport [fsbin fsysctl 665
Cperating System Components % sunrpc. tep_slot_table_entries Jsbinfeysct 16
File Systems sunrpc.udp_slot_table_entries Jsbin/sysc 16
Operating System Modules sunrpe.nim_debug fsbin/fsysectl ]
Operating System ULIMITs sunrpe.nfsd_debug Jsbinfsysct 0
Operating System Initialized Services sunrpc.nfs_debug [fsbin sysctl ]
Operating System Reaistered Software sunrpe.rpe_debug Jsbinfsyset! 0
crypto.fips_enabled fsbinfsysctl 0
abi,vsyscall32 fsbinsysctl 1
dev.cdrom.check_media fshinfsysctl 1]
ﬂ dev.cdrom.lock [fsbin sysctl 1
dev.cdrom.debug Jfebimfsysctl 0
dev,cdrom,autoeject Jsbin/sysctl 0
dev.cdrom.autoclose [sbin sysctl 1
dev.cdrom.info Jshinfsysctl CD-ROM infarm.
dev,parport,default,spintime Jsbin/sysct 500
dev.parport,default. timeslice fsbinfsysctl 200

As is apparent, Enterprise Manager Cloud Control 12c¢ has captured a lot of detailed
configuration information about this host. This includes hardware information such
as the CPUs, network interfaces, IO devices, as well as software information such

as the operating system properties, components (for example, packages), modules,
ULIMITs, installed services, registered software (including the installation time),

as well as the filesystems in use. In this case, we have selected Operating System
Properties on the left-hand side pane.

This information can also be exported to a Microsoft Excel spreadsheet by clicking on
the Export button. You can also view any of the information in a detached table for
easy viewing, by selecting the Detach button.

Notice the Actions drop-down menu/drop-down box in the middle of the page. This
has two important options — Search and History. These options are visible regardless
of any item being selected in the left-hand side pane. However, when

we select the host name, more options are visible in the Actions drop-down
menu/drop-down box, such as Export, Topology, and Compare. Let us first

look at the Search option.
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Search capability

Suppose you want to find out which Oracle software is installed on this host. If you
have to do this manually, it will be a lengthy process as you have to search through
the whole box using Unix commands such as £ind, and have root privileges, since
Oracle software can be installed under different Unix usernames. Even if the /etc/
oratab file is present, it may not have been maintained by the DBA and may not
contain all the Oracle homes. And in many cases this file is not even present.

But you are now using Enterprise Manager and the Agent has already collected
this information and put it in the repository. All you need to do is to invoke the
configuration search capabilities, which you can do from the latest configuration page:

Create New Configuration Search Page Refreshed Jan 24,2012 7:41:01 AM EST (%
New Search Criteria % Save| Save As | Search Using SQL
Target Type |Host ;l

2»|Commonly used Search criteria

~|Host b AddRelationships o Add Properties 47 Options 3¢ Remove
v|Operating System Registered Software b Add Properties / Options 3% Remove

MName  [contains = | X W

Wendor Mame | contains EI | X ¥

Version  [contains = X W

Installation Date  |is = | p & W

Installed Location [ contains = R K

D |c0l'ltains ;I | X ¥

Descripion | contains =] | X W

vendor Specific Information | contains = | R W

Virtual Machine Name/Identifier  [contains =] | K F

Software Architecture [ contains =] | R P

Parent Product Identifier | contains =] | X W

Parent Product Name | contains = | X W

Media Type [ contains = X &

Registry Source [ contains =1 | X P

Search | Reset

. View = | @Export... EPrint... | %Detach
Mo data to display
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If the Search button is not visible on this page, remember to drag the regions apart.

Instead of filling in anything on this page, click on the Back button at the
top. This moves us to the Configuration Search Library page as shown in
the following screenshot:

Configuration Search Library
~2/Search
View = | [DRuny AEdit.. $&Delete.. | [Fcreate.. [ CreateLike... |
|Seard‘| MName |TargetTy|:le |Owner
Initialization Parameter Settings Database I... |SYSMAN
Database Tablespaces Database I... SYSMAN
Database Datafiles Database I... |SYSMAN
IEM WebSphere Application Server : Web Modules IEM WebSp... |SYSMAN
WebCache Configuration Search Web Cache |SYSMAN
IEM WebSphere Application Server : JDEC Providers IEM WebSp... SYSMAN
Oracle WebLogic Server : EJB Modules Oracle Web... |SYSMAN
Oracle WebLogic Server ; Data Sources Oracle Web... |SYSMAN
JBoss Application Server : Protocols JBoss Appli... |SYSMAN
Oracle Weblogic Server : Deployed Applications Oracle Web... |SYSMAN
Oracle Weblogic Server : Web Modules Oracle Web... |SYSMAN
IEM WebSphere Application Server | Data Sources IEM Web5Sp... |SYSMAN
16M WabSphars Application Servar | Deploysd Applications IBM WabSp... SYSMAN
IEM WebSphere Application Server : EJB Modules IEM WebSp... SYSMAN
JBoss Application Server : JVM Information JBoss Appli... |SYSMAN
Cracle WeblLogic Server : Ports Cracle Web... SYSMAN
Search Patchsats installad in Oracle Homes Oracle Home | SYSMAN
Search Patches Applied on Oracle Products Oracle Home |SYSMAN
[l 5earch Oracle Products installed in Oracle Homes Oracle Home  SYSMAN
Search Hosts for Operating System Components Host SYSMAN
Search Host Operating System and Hardware Summaries Host SYSMAN
Search File Systems on Hosts Host SYSMAN
Search Hosts for Operating System Patches Host SYSMAN
Search Operating System Property Settings on Hosts Host SYSMAN
Search NIC Configurations on Hosts Host SYSMAN

These are out-of-the-box search procedures supplied by Oracle. You can use these or
create your own procedures, or make a copy of these by selecting the procedure and
then clicking on the Create Like... button.
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In our case, we simply select the supplied Search Oracle Products installed in
Oracle Homes configuration and click on the Run button. This starts the search
and the results are displayed on the Edit/Run Search page, as shown in the
following screenshot:

Search | Reset

2|Components installed in Oracle Home

Edit/Run Search Page Refreshed Jan 24, 2012 8:55:26 AM EST (&
Search Oracle Products installed in Oracle Homes _EE_’j‘J [save] .SE"L‘“J [Search sing SO
Target Type Wﬂ
~]Commonly used Search criteria
Targethame [ Q@ Configuration Item |4l 5] Memberof [ | Q ontost [havporisanathcom | @
}’QOI‘HCI& Home b AddRelationships s Add Propertiss /7 Options ~ $§ Remove
IHome Info ol Add Properties  # Options  $¢ Remove
InstallLocation [ contains =l R W
OUI Home Name [ containg = | b
OUIPlatform 1D of Host  [= H | ER
ARU 1D of the Oracle Home  [= 1| E X P
Oracle Home Owner  [contains ST X W
Oradle Home Group [ cantains Ll X F
5CRs [ E [WE 8 =
Home Type  [is =] [a AR ™
IsClonable  [is B WE &8 =

o Add Properties /2 Options 3¢ Remave

View = ‘ (@) Export.., B Print... | [ Detach

Oracle Home Name:

Oracle Home ; Components installed in Cracle
Home : External name

Oracle Home : Home Info : Install Location

Cracle Home ; Home Info ;
OUT Home Name

Cracle Home : Components instaled in
Oracle Home : Current Version of the
|Component

Cracle Home ; Components
Home ¢ Install Time

oms12g1_3_havipori
agent12g1_13_havipori
webtier 1291_25_havipori
common1291_24_havipari
OraDb11g_home1_1_havipori

WebLogicServer 10_3_5_0_0_havipori

EM Platform (OMS)

WebLogic Platform

EM Platform (Agent)

Oracle WebTier and Utiities CD

Oracle AS Common Toplevel Component
Oracle Database 11g

Ju01/oracle/middeware/oms

fud1foracle/middieware/wiserver_10.3
Ju01forade/middeware /agent/core/12,1.0, 1.0

fud1foracle/middieware/Orade_WT

Jub1foracle/middieware/orace_common
fud1foracle/db/producty11,2.0/dbhome_1

oms12g1

null

agent12gl
webtier12g1
commen12g1
OraDb11g_homel

12,1.0.1.0
10.3.5.0

121010
111,150
11,1120
11.2.0.1.0

2011-11-2405:58:19,0
2011-11-24 17:49:20.0
2011-11-2406:05:40.0
2011-11-2406:18:42.0
2011-11-2406:17:39.0
2010-10-29 14:33:27.0

The list of Oracle software installed on this host is displayed, including the install
location, install time, component external name, component version, and so on.

Note that it is possible to hide or display columns in this list, or change the order
of the columns by going to View | Columns | Show More Columns or View |
Reorder Columns.
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You can also refine the search criteria by using the fields on the page and then
clicking on the Search button again. In this case, we have entered havipori.
sainath.com as the host to be searched, in the Commonly used Search Criteria
section. However, we can leave the field blank and this will conduct the search
on all the hosts managed by Enterprise Manager Agents.

This reiterates an important advantage of the configuration search facility. We

can use this to verify the Oracle licenses that are in use in the company. In large
enterprises, it is frequently difficult to keep track of Oracle licenses. Even in the early
2000s, when Enterprise Manager Grid Control 10g Release 1 was installed in such
enterprises, this was found to be an excellent way to collect all information about all
databases and all versions of databases in use in the entire company throughout the
branches (provided Agents were installed on all servers). So it was possible to easily
report this information back to Oracle for the licensing requirements.

Configuration collection and search capabilities in Enterprise Manager Cloud
Control 12c are even better, with Auto Discovery using IP Scan, which was not
available in the old versions. You can discover things that you didn't even know
existed. Also, other licenses like Oracle WebLogic Server, and other Oracle software
are now being discovered and are therefore trackable.

However, that said, there is no license management provided out of the box by
Enterprise Manager. The clients have to do the license reconciliation themselves.
Enterprise Manager can provide a detailed list of all Oracle software installed
"everywhere in the enterprise" using configuration search capabilities. Enterprise
Manager even knows how many cores are present in each host, and what the type
of the host is—which is important for license calculations.

History and compares

Back on the latest configurations page, select havipori.sainath.comin the
left-hand side pane, and then go to Actions | Refresh. Enterprise Manager

reports that the Target collection has succeeded and the refreshed configuration
data is displayed. This is how you would manually refresh the configuration if you
wanted to be sure that the information stored in the Enterprise Manager repository
was up-to-date.

Now go to Actions | History. We want to see which operating system property
has changed in the current state of the host.

Click on the Clear button next to Configuration Item, and then click on the
magnifying glass icon and select Operating System Properties (from the Type of
Change drop-down menu) to be used in the search. Then click on the Search button.
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The results that come up, as shown in the following screenshot, tell us that one of the
important operating system properties has changed recently — this is fs.file-max, and
the exact change is also shown:

£} havipori.sainath.com @

[ Host
Enterprise Manager automatically collects configuration information for targets such as hosts and databases, Changes to these configurations are recorded and may be viewed from this page,
~|Search
TargetType  [Host = [™ Include Member Target Changes
Target Name  [is [=] | haviperi.sainath.com Q & Changes Discovered In Last| 75|Dav5 =l
Configuration Item  Operating System:Operating System Properties RM ' Changes Discovered
Type of Change [l = After [Jan 17, 2012 10:53:26 4 (%

Show History Records  [Shaw All [=] Before [Jan 24, 2012 10;53:26 4] (2

Search| Schedule and Notify | History Job Activity|  Add Filters =

Configuration Change Details(1) Relationship Change Details(0)

Wiew = | [ Add Annotation 3@ Remove Annotation | @) Export ‘ el Detach
.Jchange Discovered ‘Target Name |Canﬁgurahan Item ‘Descrlptor |Attr|bute Type Of Change  |Mew Value 0ld value Annotation |Detawls
JZD12—01-24 10:48:... havipori,sainath.com Host:Operating Sy .. Mame: fs.file-max... Value Change 5000000 6815744

This demonstrates that Enterprise Manager Cloud Control 12c¢ retains a history of
all the configuration changes on the host, and it is easy to go back in time and see
the exact nature of each change, including the values that have changed and the
time the change was discovered. This is an important aspect of trouble shooting - if
something has stopped working or is not working properly, the first thing to do is to
find out what has changed. The configuration history facility of Enterprise Manager
will help you to do this easily.

As an example, suppose there is an Oracle Data Guard set up with a primary and a
standby database server. Logs are being shipped across and everything is working
fine. Suddenly one day, out of the blue, the shipping of logs stops with an error
that indicates the network is at fault. The DBAs wonder what has happened. They
were aware that a Unix OS patch had been applied the day before, but they are

not sure what it has to do with the problem. The DBAs request the Unix system
administrators to send them a list of all operating system level changes that have
anything to do with the network. They receive a reply that there have been no
such changes.

Luckily, Enterprise Manager has been used to set up and monitor the standby
database up to the point of this network error. Using Enterprise Manager is a much
more efficient way of creating and managing Oracle Data Guard standby systems,
as it is wizard-driven and automated, and consequently avoids the errors that may
occur in the manual methods of creation.
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As Enterprise Manager is already in place, with Agents on both the production

and standby servers, it has already collected the configuration and the history of
changes on both servers. It is a simple matter to go back in time in the configuration
history and view what has changed at the OS level, on the standby server. If any OS
property to do with the networking has changed, it will be displayed in a historical
search such as the one just described.

Even simpler, you can compare the configuration of one server with the other. This
helps you to pinpoint the differences between a working server and a non-working
one, and Enterprise Manager is able to do this very easily.

From the latest configuration page, you can click on Actions and select Compare. Or
you can go to Host | Configuration | Compare.

The Compare Configurations wizard starts and allows you to compare this server
with another server's latest or saved configuration. A comparison template can be

used in the process of this comparison, this is a new feature in Enterprise Manager
Cloud Control 12c:

= = = E— =
First Configuration Comparison Configurations Comparison Template Mapping Schedule and Motify  Review and Submit
Compare Configurations : Comparison Template
Target Type Host

Select the comparison template to be used for this comparison.
Comparison Template |Defau|t Host ;l
Template Owner SYSMAN

Template Settings
| | Property Settings Rules for Matching Instances Rules for Ignoring Instances
L= Infiniband HCA Configuration : Notify on :
[ Hardwa.re ‘ @ |Property Name Ignore Differences Differences Value Constraints
W Operating .System . Deseription D
[ Operating System Properties D O
[ Operating System Components
b File Systems Installation Date [l
[ Operating System Modules ®  Installed Location |:| |:|
[ Operating System ULIMITs Media Type O O
[ Operating System Initialized Services ¥ MName |:| |:|
e Parent Product Identifier O O
[ Target Properties | Parent Product Name O O
| Registry Source O O
j Software Architecture [l [l
Vendor Mame O O
Vendor Specific Information (] O
‘f? Version |:| |:|
Virtual Machine Name Tdentifier O O
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The Comparison Template page is used for fine tuning comparisons. It is a list of
property settings that are being compared for a certain Target type, and also controls
whether differences will be ignored or notified. However, you cannot change the
comparison templates that are supplied out of the box, you need to copy an existing
template and then change it.

You can manage comparison templates by going to Enterprise | Configuration |
Comparison Templates, as shown in the following screenshot. Simply click on the
Create Like button after selecting the template you want to copy:

IComparison Templates

~|Search

Target Type |Database Instance El
Template Name |
Template Owner |

§Creah= M bd\-'iew| yEdit| xDelet:| &'Import| @Export|

! |Template Name e |Target Type ‘Template Owner | Default |Descripﬁnn
Database Instance Template Database Instance  SYSMAN Im| Comparison template provided by Oradle for the Database Instance target type

Inside the template, it is possible to use constraints to define correct values for any of
the properties. If, during the comparison, a property doesn't obey the constraint, it
will be counted as a difference.

In this way, it is very easy to compare two hosts, two databases, or a current
configuration and a saved (historical) configuration, and simply see the differences in
the properties. With the configuration templates, you can ignore the properties that
you know would normally be different; for example, when you compare two hosts,
the difference in the hostnames can be ignored.

Note that a much more powerful configuration comparison facility is available when
you invoke Enterprise | Configuration | Compare from the main menu. This allows
you to compare any type of Target, even a database system or aggregate service with
another. Comparison templates are not provided out of the box for all Target types.
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When systems are compared, the wizard will automatically map the components of
one system to another and you can select which component you want to include or
exclude from the comparison. The comparison completes and you can drill down
into the differences for each component, for example, the databases have different
properties as can be seen in the in the following screenshot showing the Compare
Result page:

Compare Result
# Result for job CONFIGURATION COMPARISON JOB WED JAN 25 09:30:57 EST 2012
Compare Job > System Compare Result >

~v|Comparison Details
Template Mo Template

First Configuration emrepos.sainath.com (Database Instance) Second Configuration  orel (Database Instance)
Collected 2012-01-25 09:06:53 (Latest Configuration) Collected  2012-01-25 09:06:52 (Latest Configuration)
|Job Details

[7 show Differences Only [~ Show Ignored

# Target Properties ‘ 7 Filter Results Remave Filter
VR

Result Name

Second Configuration

& System Global Area k

V@ Tablespaces I“ ; I D
# Datafies E background_dump_dest Judlforacle/db/diag/rdbms/emreposfemreposftrace ful1foracle db/diag/rdbms/orcl forcl frace
# Control fies = compatible 11.2.0.1.0 11.2.0.0.0
# Redologs ] control_files Ju02foracle/oradata/emrepos /controld .c, ud2foracle/flash_re fu01/orade/dbjoradatafordfcontrol0 .cd,
5 Ralback Segments F ] core_dump_dest Jui1foradle/db/diag/rdbms /emreposfemrepos fcdump Jfud1/foracle/dbjdiag/rdbmsforclford fedump
L F db_domain sainath, com
# Database Options
# Feature Usage :J F db_file_multiblock_read_count 124 71
= db_name EMrEpos orcl
F ] db_recovery_file_dest Jun2foraclefflash_recovery_area Jfudtforacle/db/flash_recovery_area
= db_recovery_file_dest_size 11811160064 4070572032

This shows the usefulness of comparing multicomponent systems. Other examples
are Exadata database machines or storage cells, WebLogic systems, E-Business,
Siebel, or Fusion application systems, and so on. The comparison can be done as per
your preference, you can either compare individual components or the full system.

One-to-one or one-to-many comparisons are possible. You can compare the current
existing configuration to a stored baseline configuration (that basically works as a
gold image), different lifecycle environments such as a production system to a test
system, or a development system to a test system.

The comparisons can be scheduled for a future date and time, run at repeated
intervals, or run on the spot. You can also get an automatic notification if a
configuration drift has been detected. In this way, you can ensure that configuration
standards are followed throughout the IT infrastructure in your company.
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Topology

Topology mapping is also an important feature of configuration management
in Enterprise Manager. You can best see this in a database system. A system is
a collection of components that can be managed together, rather than managing
each component separately.

Go to Targets | Systems and then select emrepos.sainath.com_sys, which

is the name automatically given by Enterprise Manager to a system that has
been created for this database. The system home page appears as shown in the
following screenshot:

i E emrepos.sainath.com_sys @
Home L
r | Status
Manitaring 4 mrepos. sainath, com
Contral b oHfA avaiabiity {3 [ ] 99.31%
Job Activity 3 Members ﬁ 2Up 1lnfa
dnfamation ublsher Repals == Most Affected Members (Last 24 Hours) (@)
Members r Name | Type | Key Member | Status |nvau\abuhty (%)
Database System Topelogy % emrepos sainath, com a L4 G | | P
Software Patching b LISTENER _havipori.sainath.com B L] & | —— -V
MAA Advisor
Configuration b
Compliance ‘1 «| Compliance Summary
Target Setup 2 Compliance Standards Members
Terget Infornation vew v | [o vewrens |
Category| e | @ | & | P | |Namu | Average Score
Availability - - - - Mo data to display
Perfarmance =
Security = =
Others - 1
Problems
Open Q
| Job Activity ~| D dent Targets
For jobs whose start date is within the last 7 days, Name |-|—WE ‘ Status ‘gssoc‘aﬁon
Submitted to [/EMGC_GCDomain/GCDomain/EMGC_OMS 1/emgc Application Deployment ﬁ Stores On Database
Status Databas e JEMGE_GCDomain/GEDomain/EMGE_OMS1fempbs  Application Deployment ﬁ Stores On Database
L System Y l
Problem Executions o 0
Action Required Executions 1] ]

Now, go to Database System | Database System Topology. This displays all the
interconnected components in a graphical format. Click on the components to
expand them. The relationship between the components are shown.
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In a complex system, such a map would be useful to find out the interdependencies.
You can search for individual components and you can also change the annotations

that appear on the topology view, such as the status, metrics (with names or values),
and incidents:

ORACLE Enterprise Manager Cloud Control 12¢

g Enterprise v (@) Targets » o Favorites » (@) History ~

4} emrepos.sainath.com_sys @
¢ Database System -

Database System Topology
| a4 | D: | EBResetFind @B | g Options + &
Mame ¥ Status | Host | > Find
Type r  Metrics b values I_j Oradle VM Guest | =]

+ Incidents MNames and Values
Link Labels @ Mone [%

=

emrepos.sainath.com_sys

a8 emrepos.sainath.com

EE havipori.sainath.com

a8

emrepos.sainath.com
S|

;E@

OraDb11g_homel_havipori LISTENER_havipori.sainat...

Component targets that are up or those that have critical incidents, such as the
listener in the preceding screenshot, are pinpointed easily and quickly. This points
out an interesting use of the topology viewer.

The root cause of the database system having a critical incident is traced to the host
and then to the listener, this is known as Root Cause Analysis (RCA); Enterprise
Manager Cloud Control 12c goes through all the components in the system one

by one until it finds the root cause.
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If the same task was to be done manually in a complex multicomponent system,
every component would have to be checked manually and this is where the
automation power of Enterprise Manager is most useful. For example, consider

an application system with a number of databases, listeners, hosts, and application
servers. If the system was reported as non-functional, the administrators would have
to go through it and manually check every host, every database, every listener, and
every application server to pinpoint the problem.

Suppose they were using Enterprise Manager, all they would have to do is to view
the topology of the application system, and they would immediately know where
the problem lay due to the RCA being performed.

The components in this database system use associations such as Installed at

(an Oracle Home), Exposed by (a listener), or Relies on key component. These
associations were autogenerated by Enterprise Manager. If you were to create
your own system with more than one Target component, associations would again
be autogenerated, but you would be able to add your own associations manually.
You can use different associations such as Hosted by (a host), Monitored by

(an Agent), and Stores data on. If you are associating two databases in a system,
you are able to use either Cloned from or Replicates to.

Thus, the visual representation of system components and their associations in a
topology diagram are very useful for impact analysis as well as dependency analysis.
For example, a DBA may want to know what applications will be impacted if the
database needs to be shut down for maintenance work.

Custom configurations

Enterprise Manager collects a rich set of configuration information for different types
of Targets, such as databases, hosts, middleware, and many Oracle applications:
E-Business Suite, Siebel, PeopleSoft, JD Edwards, and Fusion Applications. The
blueprints for collection are updated regularly by Oracle, and are downloadable
using the self-update facility in Enterprise Manager Cloud Control 12c.

There is also a close integration with MOS. The Target configuration information
that is collected by the Agent and stored in the Configuration Management
Database (CMDB) within the repository is collated regularly by the Enterprise
Manager Harvester process and pushed to MOS. The Harvester is actually a part
of the Enterprise Manager's Base Framework, and replaces Oracle Configuration
Manager (OCM) in the case of most Enterprise Manager Targets for this critical
upload of configuration information to MOS. However, at the time of writing,
except for Fusion Applications, Oracle applications such as EBS, Siebel, PeopleSoft,
and JD Edwards are not harvested Targets, and still need a separate installation of
OCM on the Target servers.
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This detailed configuration information, once aggregated, is accessible from both
MOS as well as Enterprise Manager. One big benefit is that it assists greatly with
the solving of service requests (SRs); it certainly helps the Support Engineers if
the information they are seeking to resolve an issue is readily available.

The other humongous benefit is that, since MOS knows the detailed configuration
of all the Targets at the customer site, it can easily and proactively offer advice on
which component needs to have a critical security patch or update patch applied,
and so on. This recommendation capability is now also present in the Enterprise
Manager engine itself, even without the upload of configuration data taking place
to MOS.

Consequently, the customer is able to download the patches directly, create or modify
their SRs from within Enterprise Manager itself, and also browse the knowledge
articles. We will see the patching capability in more detail in an upcoming chapter.

Regarding the configuration collections by the Agent, you can now ask the Agent
to collect even more, and you do this by using custom configurations in this new
release. You can now supplement whatever configuration information is being
collected by Enterprise Manager. Custom configurations use special parsers and
associated rules to transform the configuration data collected by the Agent.

A good number of parsers are supplied out of the box - such as parsers for Java
policy files, LDAP's . c£g files, Oracle's .ora files, and pam. conf files. When custom
configuration is created and deployed on a specific target, the Agent on that target
immediately starts collecting the special configuration information, which is then
parsed and stored in the repository.

Go to Enterprise | Configuration | Custom, this displays the Custom Configurations
Library page where you can create, export, import, and deploy custom configurations.
Selecting Create displays the page shown in the following screenshot:

ICreate Custom Configuration
Use this page to create a new Custom Configuration or to edit an existing one, A Custom Configuration is defined for a given target type and can subsequently be deployed to targets of that type.
button.
*Name |Hosts File Custom Config) Sample Target ‘Gl Select Target Instance o[ Create Target Instance
Disapon Mame havipori sainath,com
*Target Type |Hust ﬂ Create Custom Target Type Host havipori.sainath.com

Files & Commands SQL
Default Base Directary Q Browse Base Directory M‘ ) Advanced Settings
| o add 3¢ Delete | Mz Manage Parsers [ Parser Rules ‘
U_Type ‘Fi\efCummand ‘Alias |Parser | Rules

rlﬁ\e (=] fetehosts Q || fetehosts | || Unix Hasts Parser =i 0
R

ows Selected 1 |

Cancel M‘ Save as Draft | | %
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Here, you have created a new custom configuration called Hosts File Custom
Config, which is responsible for collecting the configuration of the /etc/hosts files
on any Target that is of type Host.

The parser used is the Unix Hosts Parser parser, which is one of the supplied out-of-
the-box parsers. You have also selected Sample Target so that you can then click on
the Preview button and see the type of configuration information that is collected.
When you are satisfied, the custom configuration can be saved and it then appears
in the Custom Configurations library, from where it can be deployed on any of the
Targets of the same Target type:

Custom Configurations

[ Create [ Create Like Edit & View Details Delets Enable Facet Synchronization S Export | Import
= 5]
§ Deployments

Facet
Synchronization

Version

If you want to have a look at the parsers that are available out of the box, you can
click on the Manage Parsers button on the Create Custom Configuration page. This
brings up the list of Parsers as shown in the following screenshot:

Parsers
| 3¢ Delete M |i| Export » ‘

[ |Name Description ‘Base Parser
UBBCONFIG (BEA TUXEDOQ) Parser Parser for BEA TUXEDO System ASCII configuration files (UBBCONFIG) UbbConfig
Unix Config Parser Parser for unix etc/config files Properties
Unix System Crontab Parser Parser for unix system crontab files Columnar
Unix Directory List Parser Parser for unix directory listing output Columnar
Unix Shadow Parser Parser for unix etc/shadow files Columnar
Unix Groups Parser Parser for unix etc/group files Columnar

B Unix Hosts Parser Parser for unix hosts files Columnar
Unix INETD Parser Parser for etcfinetd.conf files Columnar
Unix Installed Patches Parser Parser for unix installed patches files InstalledPatches
Unix Loqin Parser Parser for etc/login.defs files Properties
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Select the Unix Hosts Parser parser that you used in your example and click on the
Details button. The parser details are displayed as shown in the following screenshot:

Parser Details
Unix Hosts Parser

Default Rules
|Name |\a'a|ue
CELL_DELIMITER [\t +
HEADER IP Address ~Hostname ~Alias
COMMENT [~ =
ELEMENT _FIELD Hostname

The custom configuration has now been deployed and immediately shows up on
the latest configuration page for the host havipori.sainath.com, as shown in the
following screenshot. The new information about the contents of the /etc/hosts
file is displayed:

i} havipori.sainath.com @

[ Hest +

Latest Configuration: haviporisainath.com

v 8 havipori,sainath,com Actions v
¥ Hardware Parsed Content Source
CPUs
10 Devices Full file path  ffetc/hosts
Network Interface Cards File size (bytes) 227
Metwork Interface Bonds Source etcfhosts
W Operating System Collected  1/26/2012 6:29 AM
Operating System Properties View = Lil Export | Hﬁ Detach
Operating System Components Attributs |value
File Systems 7 havipori, sainath, com
Operating Systam Modules 1P Address 10.0.2.15
Operating System ULIMITs Hostname havipaori,sainath,com
Operating System Initialized Services Alias haviperi
Operating System Registered Software 54 localhost.localdomain
W Hosts File Custom Config 1P Address 127.0.0.1
| b Hostrame lacallost. localdomain
J Alias localhost
W localhosts.localdomaing
IP Address 11l
Hostname localhosts. localdomalns
Alias |acalhosts

Note that any Custom Configuration created and deployed in this manner can
be used in configuration comparisons and historical searches, just like any other
configuration item. In the above case, we can easily search for a history of all
changes to the /etc/hosts file, or we can compare the file in different hosts.
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Besides capturing configuration information in this way from files, it is also possible
to specify an OS-level command and capture the output, or a SQL command to a
database and capture the query output. The database-query parser is used in the
latter case.

Client configurations

The latest version of Enterprise Manager Cloud Control 12¢ allows collection of client
configurations. This is accessible when we navigate to Enterprise | Configuration |
Client Configurations.

In this context, a client means an end-user system that is external to your company's
IT systems. Configuration data can also be collected from such an end-user system.

The collection is performed by an application called Client System Analyzer (CSA).
This application is preinstalled with Enterprise Manager Cloud Control 12c and

can be accessed by going to Enterprise | Configuration | Client System Analyzer,
which brings up the page shown in the following screenshot:

Client System Analyzer

The Oracle Client System Analyzer allows web server administrators to collect and analyze information about end-user systems such as client systems connecting
to web applications, End-users can directly connect to the Client System Analyzer page served by the Client System Analyzer Application, or they can be
redirected to this page from other web applications. An applet embedded in the Client System Analyzer page collects various system information, optionally
diagnoses it, and sends it back to the Client System Analyzer application, so it can be picked up by a Cloud Control Agent and uploaded to a Cloud Contrel
repasitory.

Client System Analyzer in Cloud Control | Collection Tag Assaciations

An instance of the Client System Analyzer application comes preinstalled with Cloud Control. The application is run by the Oracle Management Services' web
servers, It can be used to collect client information for any system that can reach the Oracle Management Services URLs. (End-users do not need login
credentials to the Enterprise Manager.)

Management

To control end-user access to the Client System Analyzer application in Cloud Control, use the button below to activate or deactivate the Client System
Analyzer page.

Activation Status @

Client System Analyzer URL

A Client System Analyzer page accessible by end-users is installed with every OMS, The URL for the Client System Analyzer page is of the form
“http[s]://<OMS hast>: <part>fem/public/acm/csa/CSA". For example, the following is the Client System Analyzer page URL for the OMS that sarved the
current page.

Example Client System Analyzer URL https:/] Jem/public/ecm/csa/CSA

This allows you to activate or deactivate the CSA application page. If the end-user
system can access the URL shown in the screenshot, which is on the OMS web
servers, then it can use the CSA application to collect the client information.

No login credentials to Enterprise Manager are needed.
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If the OMS web servers cannot be reached, CSA can be deployed independently on
the end-user web server, by the external administrator.

CSA works via an applet that is responsible for collecting client data, diagnosing it,
and transferring it to the CSA application.

In our case, the client system-analyzer URL is
https://havipori.sainath.com:7799/em/public/ecm/csa/CSA.

When this URL is accessed from our browser on the host Windows PC, the applet is
downloaded and the collection starts:

ORACLE Enterprise Manager
Client System Analyzer
This page runs the Client System Analyzer applet, which collects information about your computer's configuration

v Confirmation
The Client System Analyzer has completed successfully.

Processing: Client System Analyzer

v Gathering Client Configuration Data
v Sending Data to Server

The collector Target seen on the CSA activation page is responsible for the collection
of client configuration data files and uploading them to the repository. This takes a
few minutes to process, and in the end the client configuration that has been collected
appears on the Client Configurations page, as shown in the following screenshot:

Client Configurations

This page shows client configurations collectad by the Oracle Client System Analyzer, A client comfiguration is a snapshat of the dlient's configuration data, netwerk performance dat;
are distinguished from each other by their collection tags; for each dient, there can be multiple client configurations, but there can only be one configuration per client per collection
performance or avaiable memory, and they may have different sats of rules and custom properties.

v Simple Search
Hest |contains EI | Collected Within Last l— m
Operating System | containg ‘;I | Q I show only latest collection for each client
OSUser [ contains = IP Address [ contains =] |
Overall Compliance  is Ay  |= Browser [mnm\ns EI |
Collection Tag [ contains =l Q,

ﬂ Clear | Advanced Search

Client Configuration Results 1

Results | Summary | Compliance |

odete

Select Al I Select None

Collection Overall
Select | Client Host (OS User) Tag ‘ Compliance ‘IP Address | Collected ‘ Operating System Hardware
PHAVEWAL-5G.sg.oracle.com Jan 26, 2012 Microsoft Windows NT Latitude EE400 x86, 4096M8 RAM
M eravewal) PR 7 185162753 10:32:06 PMCST | Workstation 6,1 (32bit) | HD (221,56 free), 266MHz FSE, 2
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Drilling down deeper into the client configuration shows the details, including the
Hardware details, Operating System details, and also the OS-Registered Software
details on this client machine:

Client Configuration

General | Compliance

Host

Domain

Windows Domain

05 User

05 user is Administrator
Collection Tag

Hardware

System Configuration
Hardware Provider
Number of CPUs
Available Memory (MB)
Available Disk Space (GB)
Related Link

Operating System
Operating System

05 Patches
Related Link

05-Registered Software

Cookies

PHAVEWAL-5G
sg.oracle.com
PHAVEWAL-5G
PHAVEWAL
Yes

Default

Latitude E&400
Dell Inc.

2

2044 of 4096
221 of 456
Hardware Detalls

Microsoft Windows NT Workstation &, 1
0

Operating System Detalls

Client Configuration: PHAVEWAL-SG.sg.oracle.com (PHAVEWAL)

Client Host (05 User) PHAVEWAL-SG,sg.oracle,com (PHAVEWAL)

Collection Tag Default

Custom Properties

Collection Attributes

Qverall Compliance
Referring URL
Applet URL
Destination URL
Custom Properties
Collector Target

Network
IP Address

Connection Type
HTTP Response Round-Trip Time {ms)

Download Bandwidth (Kbps)
Related Link

Browser
Browser
Proxy Server
Related Link

Data Collected

v

No data found.

hittpst/haviperi, sainath,com: 7799 fem/public/ecm /csa /CSA)
No data found,

0
havipori sainath, com_csa

185162753

Cable

1

4246736

Network and Browser Details

Firefox 3.6.16
No data found.

Network and Browser Details

Compliance

Configuration and security compliance is monitored by Enterprise Manager Cloud
Control 12c. Right on the enterprise's summary page, Enterprise Manager displays
the compliance information for each of the Targets. In our case, there are four critical
violations for the havipori.sainath.com target:

| Compliance Summary
Compliance Frameworks

View = | [ View Trends |

Compliance Standards

v| Least Compliant Targets

View = | |1~ View Trends |

Ev:Iaurag::ns \datos
hame Average Compliance Score (%)
AEEAE
o data to display |

: havipori.sainath Eum

cuaens | BT
Target Mame Target Type Average Compliance Score (%)
Host ol BN aR E0NED 51
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The average compliance score of this target has been calculated as 51 percent.
To view the violations in detail, you have to drill down by clicking on the target
name in this table. This brings up the Compliance Results page as shown in the

following screenshot. This page can also be displayed by going to Enterprise |
Compliance | Results:

Compliance Results

Compliance Frameworks Compliance Standards Target Compliance

Evaluation Results
x|Search

Match & All € Any

Compliance Standard |

Average Compliance Score 100 E

Actions «  View « |% |

Errors

Target Name | havipori,sainath,com
Applicable Ta |Hcst

Target
Evaluations iclatane
Compliancs Standards Applicable To  |Compliance Standard State | | | | Average Score (%)
Security Recommendations For Orace Products Host Production 1i|/0 0 4 ,0/|0 | ] 51

To view the actual violations, click on the Show Details button and then select
Security Recommendations on the left-hand side pane. This brings up the list on
the Violation Events tab. If you select any of the violations in this list, the detailed
information will be displayed in the section that is underneath:

[Gecurity Recommendations (Compliance Standard Rules)

Summary Trend Overview Violation Events

This table lists information about eventsiviolations of this rule. Select an individual eventiviolation to view a detailed impact statement as well as recommended actions for quick remediation.
Target Name

: Incident Attributes
Deseription Host RRERaT = Ao Type Status Priority \Acknow\adged Escalated
havipori,sainath,com CPUJUL2011 DATABASE 11.2,0.1 havipori.sainath.com 12419278 emrepos.sainath.com  Database Instance
havipori.sainath.com CPUAPR2011 ORACLE WAREHOUSE BVILDER 11.2.0.1  havipori.sainath.com 11738254 emrepos.sainath.com  Database Instance
haviporl sainath.com CPUAPR2011 ORACLE WAREHOUSE BUILDER 11.2.0.1  havipori.sainath.com 11738254 ord Database Instanca
havipori sainath.com CPUJUL2011 DATABASE 11.2,0.1 havipori sainath.com | 12413278 ord Database Instance

@ The target emrepos.sainath.com in host havipori.sainath.com s vulnerable. The security patch 12,419,278 Is applicable to it.
General My Oracle Support Knowledge Updates History

~| Event Details | Guided Resolution

Standard Version
Rule Name - Security Recommendations
Rule Type Repository
Target haviporisainath.com (Host)
Event Reported Nev 29, 2011 5:55:58 PM EST
Last Updated Nov 28, 2011 10:56:02 PM EST
Message The target emrepos.sainath.com in host havipori,sainath.com is vulnerable, The
security patch 12,419,278 is applicable to it.
Last Comment The target emrepos,sainath.com in host havipori,sainath.com is vulnerable, The

security patch 12,419,278 is applicable to it.: on Nov 29, 2011 5:55:58 PM EST
Internal Event Name ~Security_Recommendations

Event Type Compliance Standard Rule Violation

Root Compliance Security Recommendations For Cracle Products Recommendations
Standard Apply one of the identified security patches to the corresponding target in your host.
Root Compliance ORACLE Diagnostics Actions
Standard Author Wiew topology Disable rule for this targat
Root Compliance 1

Vigw recent configuration changes

(@ This event will be automatically cleared when the underlying issue is resolved.
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You may have noticed the Incident Attributes columns, such Status, Priority,
Acknowledged, and Escalated in the violations table. This shows that each violation
has contributed towards an Enterprise Manager incident.

Go to Enterprise | Monitoring | Incident Manager. Click on the Search button
and select Type as Events. In the Event Type drop-down menu/drop-down box,
select Compliance Standard Rule Violation as well as Compliance Standard Score
Violation. Then click on the Get Results button. This brings up the list of violations
as shown in the following screenshot. Select any of the violations to see the details.
Note that the Include members field is irrelevant in this case:

fncident Manager: Search
x| Search

Type |Events &

LastUpdated (@ Time Period [Last31days =]

€ Date Range
Target Name | = u
Torget Type [ =l
Indude members  [Target and sl members =|

EventType  [Compliance Standard Rule Vidat ] 88 GetResults| AddFields... | Creste View ...| Close Search|

View ~ | & View search aiteria

|seven{Message A [TargetHame |Target Type |Event Reported [catagory
@ Compliance score 51% is below cribical threshold havipori.sainath.com  Host Nav 25, 2011 7:37:2... Configuration,Security
D e ainath sainath.com is The security patch 11,738,254 s appicable to it.  havipori.sainath.com Host Nov 29, 2011 5:55:5... Configuration,Secusity
ﬂ The target envepos.sainath,com in host havipori. sainath. com is vulnerable, The security patch 12,419,278 s applicable to it.  havipori.sainath.com  Host Nov 29, 2011 5:55:5... Configuration,Securit,
@ The target ord in host havipori.sainath.com is vuinerable. The secunity patch 11,733,254 is appicable to it. havipori.sainath.com  Host Nov 29, 2011 5:55:5... Configuration,Security
@ The target ord in host havipori.sainath.com is vulnerable. The security patch 12,419,273 is applcable ta it havipori.sainath.com  Host Nov 29, 2011 5:55:5... Configuration,Security
@ The target emrepos.sainath.com in host haviporisainath.com is vulnerable. The security patch 11,738,254 is applicable to it.  [[]Add Comment...  More \
General My Oracle Support Knowledge Updates Hstory Create Incdent... R
| Event Details ~/ Guided Resolution | ASk bvii: 10 inckiont. -y
Root Cor Se Recommendations For Oradle Products Recommendations
e ‘;’}f.',";f: Sl e ° Apply ane of the identified security patches to the corresponding target in your host.
Reot Compliance  ORACLE Diagnostics Actions
Standard Author View topolagy Disable rule for this target
Reot Compliance 1 View recent configuration changes

Standard Version
Rufe Name Security Recommendations
Rule Type Repository
Target havipori.sanath.com {Host)
Event Reported Nov 29, 2011 5:55:58 PM EST
Last Updated Nov 29, 2011 10:56:02 PMEST
Message The target emrepos.sainath.com in host hanipori. sainath.com is vulnerable. The security
patch 11,733,254 s applicable to it

(& This event will be automatically cleared when the underlying issue is resalved.

You can click on the More link to manually create an incident for this event, which is
a Compliance Standard Rule Violation event.
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However, in the case of the compliance standard score violation event, you do not
need to create an incident manually because there is already an existing incident
rule to create an incident from such an event. This can be seen in the Incident Rules

- All Enterprise Rules page, which can be accessed by going to Setup | Incidents |
Incident Rules:

Incident Rules - All Enterprise Rules Page Refreshed Aug 25, 2012 8:46:10 AM PDT (]
A rule set is a collection of rules that applies to a common set of objects, for example, targets, jobs, and templates. A rule contains a set of automated actions to be
taken on specific avents, incidents or problems. For example, individual rules can respond to incoming or updated evants, incidents, or problems, and then take
actions such as sending e-mails, creating incidents, updating incidents, and creating tickets, Rule sets and rules are evaluated and applied in the order specified.
You can change the order using the Reorder Rule Sets action,

Actions ~  View - Create Rule Set...  &dView 7 Edit.. 3¢ Delete.. Search | EE R
I_ IName | Description
W Incident management Ruleset for all targem& System-generated Ruleset to create and manage incidents. —
Incident creation Rule for metric alerts. Rule to create incidents for critical metric alert events.
Auto-clear Rule for metric alerts older than 7 days, Rule to auto-clear metric alert events older than 7 days.
Qut-of-box Incident creation rule for Service Level Agreement Alerts. Qut-of-box Rule to create incidents for critical service |evel agreement aler
Incident creation Rule for target unreachable. Rule to create target availability incidents for agent and host.
Incident creation Rule for target down, Rule to create incident when calculation of target availability errors out.
Auto clear Rule for job status change terminal status events older than 7 days System-generated Rule to auto clear job status change events correspond
l Incident creation rule for compliance score violation I System-generated rule to create incidents for compliance score violation &
Clear adp alerts after without incidents after 7 days Rule to clear up ADF events older than 7 days
Incident creation rule for high-availability events. System-generated rule to create incidents for high-availability events.
Incident creation Rule for target error. Rule to create target availability error incidents for all targets.
[ Event management Ruleset for Self Update (5 System-generated Ruleset for Self Update Events =

There is a system-generated rule set that manages incident creation for all Targets.
One of the rules in this rule set is the rule that will create an incident for any
compliance score violation event.

If you want an incident to be created automatically for any Compliance Standard
Rule Violation event as well, you can create a new rule set on this page with a new
rule that will create this incident every time there is a compliance violation.
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The incident that was automatically created for the compliance score violation can be

seen in the incident manager:

Incident Manager: Search

Target Type =]
Indude members  |Current targetonly =
Category  [Configuration;Security > 8

Page
| Search
Type |Incidents 2 |
Last Updated ¢ Time period [Last 31 days = Status {9 show open only
 Date Range | 1O/M2011 110347 Al By € Show closed enly
9 [Yz7/012 10424 A | By € Specified state [ -]
Target Name 8 Suppressed [Don't show suppressed [=] %

GetResults| AddFields.., | Create View ... | Close Search

View « | bd View search criteria |

Target
Severity|ID  [Summary Untranslated message Target Target Type I::?.Et Lifecycle Priority
N [status
i @ 90  Compliance scora 51% Is balow eritical threshold  Compliance scora is below critical thresh... haviporl.saimath.com  Host 55000 - None
=
@ compliance score 51% is below critical threshold
General Events My Oracle Support Knowledge Updates Related Events And Incidents
| Incident Details | Tracking o Acknowledge () Add Comment .., [aManage...  More | v
I 80 Escalated No Owner -
Root Compliance  Security Recommendations For Oracle Products Priority None Acknowledged Mo
Standard Status New
gg::d?:éngl:f;;er ORACLE Last Incident created by rule (Name = Incident management Ruleset for all targets, Incident creation rule
Root & Ji 1 Comment for compliance score violation; Owner = ).: on Nov 26, 2011 12:37:27 AM EST
St:ondarl‘::im\?e?;\‘;: (& This incident will be automatically cleared when the underlying issue is resolved.

Warning Threshold 80

Here we have searched for incidents of a specified date range, and also used the Add
Fields... button to add a new search field Category. In this field, we have searched

for Configuration or Security as the values.

The generated incident is listed on clicking the Get Results button. Enterprise

Manager Cloud Control 12c also makes it possible to add searches like this as a new
view in the incident manager, if you wish. Simply click on the Create View...button.
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Compliance library

You can view the centralized compliance library in Enterprise Manager Cloud
Control 12c by going to Enterprise | Compliance | Library. This brings up the
view shown in the following screenshot:

Compliance Library

Compliance Frameworks Compliance Standards Compliance Standard Rules Real-time Monitoring Facets
2ISearch

To perform an operation on a framework, highlight the row and select an operation, To delete multiple frameworks, select multiple rows and dlick Delete,

Actons + View ~ | [Rereste.., | [ CreateLie.. W/Edit R 0elete,, |
f ‘ ‘ Compliance

Compliance Framework Description Framework State

A standard set of policies and associated controls for tracking changes and events taking place across " 4
your IT infrastructure for determining how well your organization is in compliance with your IT policies Production ORACLE |Securty

_. @ PCI DSS (Version 2.0) Payment Card Industry Data Security Standards (PCI DSS) Production ORACLE  Security

Author |Keywnrds

@ Oracle Generic Compliance Framework

Enterprise Manager Cloud Control 12c now uses a new hierarchy for the compliance
capability. This replaces the compliance policies and policy groups of the previous
version. The new hierarchy has three levels - at the bottom, there are compliance
rules, which are checks or tests performed against specific Target types, such as

a check to see if a database or OS parameter is set as per best practices.

On the second level, we have compliance standards. These are a collection of one
or more rules for a certain Target type. Compliance standards can be associated
with multiple targets. When the various compliance standards for different Target
types are combined together, they form compliance frameworks, which are at the
topmost level.

The frameworks are conceptual folder-like structures that map the configuration
standards to the real-world PCI, CIS, and such other frameworks. Many out-of-the-
box compliance rules and standards are provided with Enterprise Manager Cloud
Control 12c, which are mapped to these frameworks.

For example, click on the Show Details button on the Compliance Frameworks tab
to see the information for the PCI DSS (Version 2.0) framework:
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Select a Compliance Framework hierarchy node to see its details.
V' PCI DSS (Version 2.0) Properties

WV Build and Maintain a Secure Network (PCI 1,2) .
> Establish firewall and router configuration standards (PCI 1.1) PCI DsSS (Vers:on 2'0) *
b= Restrict untrusted network access to Cardheolder Data environment (PCI 1.2 Mame PCI DSS (Version 2.0)
L= Restrict internet network access to Cardholder Data environment (PCI 1.3) Auther ORACLE
L= Do not use default configurations (PCI 2.1) Version 1
= Security configuration standards for all components (PCI 2.2) Compliance Production
> Encrypt all administrative access using SSH, VPN, or SSL/TLS (PCI 2.3) Framewark

¥ Protect Cardholder Data (PCI3) St
I> Mask account numbers when shown (PC 3.3) Description  Payment Card Industry Data Security Standards (PCI DS5)|
= Render account numbers unreadable when stored (PCI 3.4) j Reference https://www.pcisecuritystandards.org/
B> Protect crypto keys (PCI 3.5) ud
L= Follow processes with managing keys (PCI 3.6) ~| Keywords

[= Maintain a Vulnerability Management Program (PCI5, PCI6) Keyword

L= Implement Strong Access Control Measures (PCI7, PCIS) Security

L= Regularly Menitor and Test Netwerks (PCI10,PCI11)

Note that the information shown is only a skeleton. Compliance frameworks are
useful in assisting DBAs, administrators, and IT managers to create associated rules
and standards, as a sort of a guideline. At the higher level, people like the auditors,
security, and compliance officers can use the frameworks and generate the necessary
compliance reports.

Move to the Compliance Standards tab to see the various out-of-the-box standards
pertaining to different Targets, such as database instance, listener, Oracle WebLogic
domain, cluster database, and Oracle WebLogic Server:

Compliance Library Page Refreshed Aug 25, 2012 9:02:06 AM PDT
Compliance Frameworks C | dard: Compli Standard Rules Real-time Monitoring Facets
*|Search Advanced
Ta parform an operation on a standard, highlight the row and salact an operation. To delete multiple standards, select multiple rows and click Dalata.
Actions ~ View ~ | [ Create... % Create Like... / Edit 3¢ Delete... | 7 Assaciate Targets
l ‘Compliance Standard ‘Dewlphon _
ﬁ ‘Weblogic Domain Configuration Compli Configuration checks for Oracle Weblogic Domain target Production
a ‘Weblogic Server Configuration Compliance Configuration checks for Oracle Weblogic Server target Production

a ‘Weblogic Cluster Configuration Compliance Configuration checks for Oracle Weblogic Cluster target Production

Ensures adherence with basic best ice security fi jon settings that help
B Basic Sacurity Configuration For Oracle Cluster Datat protect against database-related thraats and attacks, providing a more secure Production
operating environment for the Oracle Cluster Database
Ensures adherence with basic best-practice security configuration settings that help
a Basic Security Configuration For Oracle Cluster Datat protect against database-related threats and attacks, providing a more secure Production
operating environmeant for the Oracle Clustar Database Instance
Ensures adherence with advanced best-practice security configuration settings that
ﬁ High Security Configuration For Oracle Database help protect against database-related threats and attacks, providing a more secure Preduction
perating environment for the Oracle d

[115]



Ease the Chaos with Configuration Management and Security Compliance

We can have a look at the details of any of these compliance standards by clicking on
the Show Details button. This brings up the actual compliance rules that make up
the standard we have selected. In this case, it is the Basic Security Configuration

For Oracle Database page:

Select a Compliance Standard hierarchy node to see its details.

WV Basic Security Configuration For Oracle Database Properties
W Post Installation . N . I
Default Passwords Basic Security Configuration For Oracle Database *
Well Known Accounts Author ORACLE -8
WV Oracle Directory and File Permissions Applicable Database Instance
Oracle Home Executable Files Owner To
b= Oracle Directory and File Permissions({Unix) ~|Target Property Filter

= Oracle Directory and File Permissions{Windows) Operating System 53135
it

L= Metwork Configuration Settings Compliance Rule State 3555500

L= Oracle Parameter Settings Version 8.1.6+;8.1.6+4;8.1.6+;8.1.6+;8.1.6+4;8.1.6+;8.1.6+;8.
W Database Password Profile Settings Flatform H
Password Locking Time
Password Complexity Verification Function Usage j Compliance  Production
Password Life Time Stansdt:;S
Password Grace Time . .. Ensures adherence with basic best-practice security configuration settings that helg
W |Database Access Seftings Description jated threats and attacks, providing a mare secure operating enwvironment for the
[~ Database Access Settings - Views Reference http://www.cracle.com
[> Database Access Settings - Tables Url
[~ Database Access Settings - Packages Version 1
W User Profile Settings v| Keywords
IDLE TIME
Keyword
Security B

The rules contained in this standard are basic security rules for Oracle, based on
industry standards, for example, Oracle Directory and File Permissions for Unix
or Windows (a number of directories/folders and files are checked for the correct
permissions), Oracle Parameter Settings, Database Password Profile Settings,
Database Access Settings, and so on.

In a similar way, there are other standards for database instances such as Storage Best
Practices, Configuration Best Practices, High Security configuration, and so on.

On the compliance standards page, it is possible to associate Targets with any of the
standards. This is done via the Associate Targets button.

It is also possible to define your own compliance standards. You can do this by
clicking on either the Create or the Create Like... button on this page. Suppose we
create a new standard for the Sainath company via the Create button. You name
it, specify the Target type to which it is applicable, and set the Standard Type -
whether Repository, WebLogic Server Signature (previously BEA Guardian),

or Real-time Monitoring. Then click on the Continue button:
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Create Compliance Standard

Enter the details to create Compliance Standard.

Mame |Sainaﬁ1 Best Practices for Orade Da  Applicable |Database Instance ;I
To
Author [SYSMAN

Standard
Type v

Weblogic Server Signature

Real-time Manitoring

x

Continue | Cancel

On this page, you are now able to create the new compliance standard in detail. You
can add rules and/or standards, and create a rule folder if you wish. You can select
Target filters that apply to the standard, and can also decide if this standard is for
development or production. You can also add keywords such as Configuration,
Security, Storage, Capacity, Performance, and so on (or create your own keyword):

Select a Compliance Standard node to see its details, Right click the node to modify the hierarchy.

V |sal se’ Properties
W Configuration Best Practices for Oracle Databas ~ Create Rule Folder
Force Logging Disabled Add Rules.. Sainath Best Practices for Oracle Database
Insufficient Number of Control Files Add Standards. . Mame Sainath Best Practices for Oracle Database
Not Using Automatic PGA Management ) ) Applicable To  Database Instance
Mot Using Automatic Undo Management Remove Rule Folder, S Taraet Property Hliter
Mot Using Spfile Remove Rule Reference _Ch 9 ﬁlp r;y ' e i PR
; oose target filters that apply to this compliance standard. If not define

B TG 4 Remove Compliance Standard Reference. . S f
Use of Non-5tandard Initialization Parametel Operating System <No Filter Selected> G

W Optimizer Statistics Settings Collapse Target Lifecycle State <No Filter Selected> CL

Disabled Automatic Statistics Collection Expand All Below Version <Mo Filter Selected q

STATISTICS_LEVEL Parameter Set to ALL Platform <MNo Filter Selected > q

TIMED_STATISTICS set to FALSE

Collapse all Below
Author SYSMAN
Description |Sainath Best Practices for Oracle Database

Show as Top

CUWPHE”EE [Development =]

j Standar
State
Reference Url |
Version 1
| Keywords o Add | 3§ Remove |
[keyword |
Configuration

In this example, we have added a predefined standard to the Sainath Best Practices
for Oracle Database compliance standard. The standard we have selected is
Configuration Best Practices for Oracle Database. Once the standard is inserted,
we cannot change the actual rules, all we can do is change the importance of any

of the rules— Low, Normal, or High. By default the importance is Normal.
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If you wanted greater control over the rules for the Sainath Best Practices for Oracle
Database compliance standard, you need to create your own compliance rules or
modify the existing ones. You can do this on the Compliance Standard Rules tab as
shown in the following screenshot:

ICompllance Library Pag|

Compliance Frameworks Compliance Standards Compliance Standard Rules Real-tme Monitoring Facets
2lSearch

To perform an operation on a rule, highlight the row and select an operation. To delete multiple rules, select multiple rows and dick Delete.

Rcreate,., | %MSWW Detals A Edt  $ Delete.., |
|
| Compliance:

Actions = View v

[
| Rule Applicable To ‘Desmpﬁun |Ru\e Type Rue State ‘Keywords
@ Secure Ports Host Ensure that no unintended ports are left open Repository Rule  Production  Security
@ Secure Services Host Ensure that there are na insecure services (for example, telnet and fip) running on the server Repository Rule Production  |Security
@ Use of NTFS File System Host Ensure that the file system on a Windows operating system uses NTFS Repository Rule  Production  Security
@ Security Recommendations Host. Checks targets in your host for missing security patches Repository Rule Production  Configuration|
Default Temporary Tablespace Set to a System Tablespace  Database Instance  Checks if the DEFAULT_TEMP_TABLESPACE database property is set to a system tablespace Repository Rule Production  Storage

@ Default Permanent Tablespace Set to a System Tablespace  Database Instance  Checks if the DEFAULT_PERMANENT TABLESPACE database property is set to a system tablespace  Repository Rule Production  Storage
@ Default Permanent Tablespace Set to a System Tablespace  Cluster Database  Checksif the DEFAULT_PERMANENT TABLESPACE database property is set to a system tablespace  Repository Rule Production  Storage

@ Dictionary Managed Tablespaces Database Instance  Checks for dictionary managed tablespaces Repository Rule |Production |Storage
@ Dictionary Managed Tablespaces Cluster Database  Checks for dictionary managed tablespaces Repository Rule Production  Storage
3 Insuffident Number of Redo Logs Database Instance | Checks for use of less than three redo logs Repository Rule Production  Storage
J Insufficient Number of Redo Logs Cluster Database  Checks for use of less than three redo logs Repository Rule Production  Storage

This page displays all the out-of-the-box compliance rules for different types of
Targets. Examples are the checks to see if the sysTEM Tablespace is used as the
default temporary Tablespace or as the default permanent Tablespace, or if there
is an insufficient number of redo logs or insufficient redo log size. Other checks
make sure that all the ports on the host are secure, find missing security patches
for Targets, or warn if Microsoft Windows OS is not using NTFS, and so on.

Suppose you wanted to modify an existing compliance rule, Insufficient Number
of Redo Logs, and use the modified rule for the Sainath Best Practices for Oracle
Database compliance standard. To do this, select the existing rule and click on the
Create Like... button. Move through the steps in the wizard and change the check
for 3 redo logs to 5 redo logs in the case of this company. The final Review screen
for this new compliance rule, along with the actual SQL statement responsible

for getting the redo log information from the repository is shown in the

following screenshot:
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(= = = {_f
Detals  Check Definition {Query ) Check Definition ( Viclation Conditon)  Test  Review

Create Rule: Repository Rule : Review

Review the details specified for the rule. When satisfied with the review, dick Finish to create or edit the rule. Otherwise, dick Back to make the necessary corrections.

Rule Sainath Customized Redo Logs Number Rule
Applicable To Database Instance
Severity Warning

Compliance Production
Rule State

Description  Chacks for use of lass than five rado logs

pationgle The online redo log files are used to record changes in the database, When archiving is enabled, these online redo logs need to be archived before they
number of online redo logs are inadequate, LGWR will wait for ARCH to complete its writing to the archived log destination, before it overwrites that log.
Reference Url
Keyword Storage

Compliant The database has a sufficent number of rado log files,
Message
Mon-Compliant The database has an insufficent number of redo log files. When the size and number of online redo logs are inadequate, LGWR will wait for ARCH to com|
Message slowdowns during peak activity periods,
SQL Source select REDO_LOG_COUNT, FILE_LIST, GROUP_NUM_LIST, TARGET_GUID from MGMTSCS_DB_REDO_LOG_COUNT
Where Clause :REDO_LOG_COUNT < §
Parameter Name |Parameter Type |Defauit value
Mo data to display.

In this way you can create compliance rules and standards in a vertical perspective
for a system or application in your company. You can also take the other approach
and define compliance standards in a horizontal perspective for various industry
frameworks such as HIPAA, COBIT, and SOX.

The last tab on the Compliance Library page is the Real-time Monitoring Facets tab,
as shown in the following screenshot:

ICompliance Library

Compliance Frameworks Compliance Standards Compliance Standard Rules Real-time Monitoring Facets

Real-time Monitoring Facets

Facets are used to list the entities that make up a given target type, such as files, processes, users, database tables, These entities can be described by name, or using patterns with widcards, Facets can later be|
Monitoring Rule,

»/Search

To perform an operation on a facet, highlight the row and select an operation, To delete multiple facets, select multiple rows and dlick Delete,

Actions + View = ‘ [ Create %(ﬁshnwmmﬂs FEdt R Delete | dyImport |G Expert
| | |Target |Entity ‘OperaﬁngRu\as

Facet Name Type |Type  |System - |Using|C2SPEON
ﬁ Access Control List (ACL) Exacutable Files Host |OS File Linux 0|All axecutable files and scripts that make up packages: ACL(2,2,39),LIBACL(2,2,39), Access control lis
@ Audit Subsystem (AUDITD) Executable Files Host |OSFile Linux 0 Al executable files and scripts that make up packages: AUDIT(1.7. 18),AUDIT-LIBS-PYTHON(1.7. 18), Al
ﬁ Automount Filesystem (AUTOFS) Executable Files Host |OSFile Linux 0 All executable files and scripts that make up packages: AUTOFS(S.0. 1), AUTOFS controls the operatior
ﬁ Bourne Again Shell (BASH) Executable Files Host |OSFile Linux 0 Al executable files and scripts that make up packages: BASH(3,2), GNU Bourne-Again Shell is a sh-com|
ﬁ Apache HTTP Server Executable Filas Host |OSFile Linux 0|All executable filas and scripts that make up packages: HTTPD(2,2.3), The Apache HyparText Transfe
a Commen Unix Printing Subsystem (CUPS) Executable Files Host OSFile Linux 0|All executable files and scripts that make up packages: LIBGNOMECUPS(0. 2, 2),HAL-CUPS-UTILS(0.6. 2]
{8) Network Security Services (NSS) Executable Files (32 bit) Host | OS File Linux 0/ All executable files and scripts that make up packages: NSS_DB(2,2,35),NSS_LDAP(253),NS5(3,2,18),!
ﬁ Netwerk Security Services (NSS) Executable Files (54 bit) Host OS5 File Linux 0 Al executable files and scripts that make up packages: NSS_DB(2.2,35),MN55_LDAP(253),N55(3. 2, 18),
ﬁ Redhat Package Manager (RPM) Executable Files Host  OSFile Linux 0 Al executable files and scripts that make up packages: RPM(4.3.3),RPM-LIBS(4. 3. 3),RPM-PYTHON(4. 3
a System and Kernel Logging (SYSKLOGD) Executable Files Host OS5 File Linux 0 Al executable files and scripts that make up packages: SYSKLOGD(1.4.1). System which provides supp)
a Very Secure FTP Server (VSFTPD) Executable Files Host |OSFile Linux 0|all executable files and scripts that make up packages: YSFTPD(2.0,5), YSFTP provides a more secure
ﬁ Yellowdog Updater Modified (YUM) Executable Files (54 bit) Host |OSFile Linux 0|All executable files and scripts that make up packages: YUM-RHN-PLUGIN(O.5.4), YUM-UPDATESD(0.9),
a Yellowdog Updater Modified (YUM) Executable Files (32 bit) Host |OSFile Linux 0 Al executable files and scripts that make up packages: YUM-RHN-PLUGIN(O.5.4),YUM-UPDATESD{D.9)
. ﬁ Zshell Host OSFile Linux 0 All executable files and scripts that make up packages: 25H(4,2.6), The Z Shell command interpreter,
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In real-time monitoring, a Target type is understood to be made up of entities; these
can be files, processes, users, or actual database tables. These entities are described
on this tab in the form of facets. A facet is therefore a collection of entities that enable
you to monitor a certain Target type.

For example, there is a Z Shell (ZSH) Executable Files facet that is an OS File
entity type and describes all the executable files and scripts that make up the Z
Shell command interpreter. If you look inside this facet using Create Like... or
Show Details, you will see the patterns /bin/zsh and /usr/share/zsh. The first is
the primary executable for ZSH, and the second is the directory that contains the
built-in function code for ZSH. In this way, the entities can be described using
wildcard patterns, or explicitly by their names.

Facets can be created based on the Target type, such as host, database instance,
Agent, cluster, and JVM. For each Target type, the facet can pertain to a certain
entity type, such as database user, table, and view for a database instance Target
type, or the facet can pertain to an OS file, OS user, OS process for a host Target
type. It is recommended that each facet be created based on a specific purpose.

As an example, the Sainath company has created a new facet called sainath Facet
for /etc/passwd, which works on a Host Target type and OS File entity type. The
pattern given is /etc/passwd. It is possible to browse files directly on the host to
build your facet, and to do this you first need to select your host on this page:

Compliance Library
Create Facet
A facet is a collection of entities to monitor for a target type, The entities can be listed explictly or by using wildcard patterns, Facets are grouped by target type (ie: Host, Database), entity type (e: Fil
Log Files, Security Configurations) to be added to a Real-time Monitoring Rule.
* Facet Name | Sainath Facat for fetc/passwd Choose Target to Browse
Author SYSMAN OPTIONAL: If you want to browse
patterns box below,
* Target Type ‘ Hest El
Q Select File Browse Target
2ITarget Property Filter [
Name havipori,sainath,com
*Entity Type [ OS File =1 Host haviporl.sainath.com
Description | fetc/passwd is the main Unix password file,|
Patterns Parameters
Included Patterns Excluded Patterns
Q, Browse Files =fs Add $§ Delete
| [pattern |Descriutinr| Pattern ‘Desmp

IJ'EfEfDESSWd I ||| Main unix password file | ] o data to display.

This table lists all patterns that wil be included when evaluating this facet as part of
a Real-time monitoring rule.

Once you have defined the facets, they can be added to a real-time monitoring rule
during its creation. This is done in the Compliance Standard Rules tab.
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When you create a rule, you are asked to specify if it is a Repository Rule, WebLogic
Server Signature Rule, or Real-time Monitoring Rule. You proceed and create the
Sainath Real-time Monitoring Rule for /etc/passwd rule, and include the
Sainath Facet for /etc/passwd facet created previously.

The rule is applicable to a host, and uses the entity type of OS File. The Review
screen appears as shown in the following screenshot:

LORACI_E' Enterprise Manager Cloud Control 12¢

Compliance Standard Rules
= = = = =
Detzils  Entities To Monitor  Actions To Monitor  Filters
Create Real-time Monitoring Rule : Review

Review all settings for the rule before promoting it to production or saving it as a draft.

Set&gs Review

Rule Mame
Rule Lifecyde
Applicable To

Entity Type
Description
Rationale
Details LURL
Message

Clear Message

Sainath Real-time Monitoring Rule for fetc/passwd
Production
Host

~|Target Property Filter
Operating System
Compliance Rule State
Version
Platform

O3 File
Sainath Real-time Monitoring Rule for fetc/passwd
Sainath Real-time Monitoring Rule for fetc/passwd

Unauthorized actions observed
Unauthorized actions have been deared

Generate an informational event during manual authorizations

Change Request Management Connector Mo Items Selected

Entities To Manitor | sainath Facet for fetc/passwd ;I
El
Actions To Monitor [Fjle Content Modified (successful) - Archive a copy of the flle [Resource Inbensil
File Read (successful) [Resource Intensive]
File Ownership Change (failed)
File Ownership Change (successful)
File Permission Change {failed) ;I
Actions To Monitor Options |y mber of archived copies: 5 :I
=l
Filters [hg Ttems Selected :I
El
Settings | ajtharize Observations Manually

Rule Keywaords ISecurity'
~|Collection Settings (Advanced)

Maximum number of observations per bundle 100
Maximum duration for collecting observations per bundle 30 Minutes
Duration of inactivity before ending bundle 15 Minutes
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The final step is to go to the Compliance Standards tab, create a new compliance
standard named Sainath Real-time compliance standard for host

files, and select set Applicable To as Host (Target type) and Standard Type

as Real-time Monitoring.

We now add the Sainath Real-time Monitoring Rule for /etc/passwd
rule created previously, to this standard:

ISelect a Compliance Standard node to see its details. Right click the node to modify the hierarchy.
Y en

1
Sainath Real-tme Monitoring Rule for jetc/passwd " Create Rule Folder
Add Rules,. [% Salnath Real-time compliance standard for host files
Add Standards..

Properties

MName Sainath Real-time compliance standard for host fles
Applicable Host
To

Remove Rule Folder,

Remove Rule Reference. . ~ITarget Property Filter
Remave Compliance Standard Reference. Choose target filters that apply to this compliance standard. If not det
Collapse Operating System <Me Filter Selected> Q

TargetLifecycle State <N Filter Selected> @
Version <Mo Filter Selected> G
Collapse Al Below Platform <M Fiter Selected> Q

Show as Top

Expand All Below

Author SYSMAN
Desaription

j Compliance [production =]
Standard
tate

Reference |
url
Version 1
| Keywords o Add | 3§ Remove |
[ Tkeyword
| seauity

The next step, on the Compliance Standard tab, is the Associate Targets button,
which helps to associate the Target with this new standard. Note that the
Association Count column shows a value of zero until this is done.

When the real-time monitoring compliance standard is associated with the host

Target, it is at that point that the real-time monitoring capabilities are deployed

to the actual Agent on the Target. You are asked to confirm this, as shown in the
following screenshot:

ORACLE Enterprise Manager Cloud Control 12¢

Target Association for Compliance Standard: Sainath Real-time compliance standard for host files
This table lists the targets that are associated with the compliance standard selected in the Compliance Standard Library.
View v | o Add 3 Remove P Edit | Ensble  Dissble

|Target Mame [ Target Type
havipori.sainath.com Host

Save Association o}

Saving assodation settings for Compliance Standard
containing Real-time monitoring and WebLogic Server
signature rules will deploy the settings to the agents
monitoring the targets assodated to the Compliance standard.
Are you sure you want to save the new settings?

™
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The compliance standard is submitted to the Target for processing.

After this is done, you can see the new compliance standard being monitored
when you go to Enterprise | Compliance | Results (also shown via Enterprise |
Summary, on the home page under the Compliance Summary section). Currently,
the compliance score for this standard is seen to be 100 percent:

Compliance Results Page Refreshed
Compliance Frameworks Compliance Standards Target Compliance
Evaluation Results Errors
2/Search
Actions = View | |
=
Target g
Eva\uaguons Viclations
Compliance Standards Applicable To Compliance Standard State | | | | Average Score (%)
| Security Recommendations For Oracle Products Host Production 1|0 |0 (4|00 | 51
Sainath Real-time compliance standard for host files Host Production a0 1 0 0 0 100

Some more steps need to be followed at the host end for the real-time compliance
monitoring to be successful. There are different requirements for Linux, Windows,
Solaris, or Oracle database monitoring. For the Linux portion, refer to the Oracle
Enterprise Manager Lifecycle Management Administrator's Guide document at the
following URL:

http://docs.oracle.com/cd/E24628 01/em.121/e27046/install realtime
cce.htm#EMLCM11832

These steps show you how to install a loadable kernel module on the Linux host,
which is the file audit module. Note that the audit module is not a requirement
for Linux Version 5 and higher. If the module is not present, information is still
collected and, if present, only slightly more information is collected. So it is
possible to go without the audit module in Linux Version 5 or higher and

still have real-time monitoring.

Using OS-level kernel modules is a much more efficient way to perform real-time
monitoring. Similarly, OS-level auditing is used in the case of Windows servers and
Solaris servers, and the audit capability of the Oracle database is used in the case of
Oracle database monitoring.

To view the real-time observations, navigate to Enterprise | Compliance |
Real-Time Observations. These are the detected user actions that are being
monitored by a real-time compliance rule. You can browse observations by
compliance frameworks or via system Targets, and drill down in both cases.
You can also search observations directly.
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As we can see, by using this real-time change detection feature of Enterprise
Manager Cloud Control 12c it is possible to pinpoint the user who triggered a
change, and when exactly the change was made to OS-level files or database objects,
as well as capture process and user-based activity such as login, su, and sudo.

Configuration and compliance reporting

Compliance rules and standards are created by technical administrators, DBAs, and IT
managers —and these would normally map to industry-wide compliance frameworks.

Once these have been set up and are working in a day-to-day scenario, they need to
be reported. These compliance reports will be used by the security and compliance
officers of the company, as well as the auditors. As such, the compliance reports
assume an important role.

A number of these compliance reports are provided by Enterprise Manager Cloud
Control 12c, which you can access by going to Enterprise | Reports | Information
Publisher Reports. Search for Compliance as the title. You can also create

your own reports by using the Create Like button on the page shown in

the following screenshot:

ORACLE Enterprise Manager Cloud Control 12¢

g Enterprise ~ (@) Targets ~ offp Faverites « (@) History «

Information Publisher Reports

Search
Title [Compliance Target Type [Al =1
owner [l = Target Name |
Go
Delete | Create Like |Ed|t| | | Create ‘

Expand All | Collapse Al
Select |T|He Description Date Generated | Owner
[a] ¥ Information Publisher Reports

o W Compliance

le W Descriptions

o] Compliance Group Library Summary Compliance Group Library Summary Esvsman
le] Compliance Standard Library Summary Compliance Standard Library Summary Esvsman
el Compliance Standard Rule Summary Compliance Standard Rule Summary SysysMaN
L= W Results

L] Compliance Group evaluation Summary Compliance Group evaluation Summary EsysMan
(e Compliance Standard Result Detalls Compliance Standard Result Detals EysYSMAN
(o Compliance Standard Result Summary Compliance Standard Result Summary Bysysman
o] Target with Lowest AYG COMPLIANCE SCORE Target with Lowest AVG COMPLIANCE SCORE @ sYsman
[e} W Deployment and Configuration

o] 7 Client Configurations

o] Client Compliange Summar Displays compliance summary across al dients, & 5YSMAN
ol 7 Linux Operating Sﬁz m Patching

L] Patchable Linux Groups Compliance Displays compliance information for all Patchable Linux Groups. @ sveman
o Patchable Linux Hosts Compliance Displays compliance information for all Patchable Linux Hosts, @ svaman
Delete | Create Like | Edit ‘ | | creat=

B indicates an Oracle-provided report. Orade-provided reports cannot be edited, but you can use Create Like to create a report that can be edited.

Relsted Link  Enterprise Manager Information Publisher Reports
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Configuration reports are available on the same page. Simply search for
Configuration as the Title field's value. The following list appears:

ORACLE Enterprise Manager Cloud Gontrol 12c

g Enterprise « (@) Targets = iy Favorites ~ (& History =

Information Publisher Reports

Search
Title |Configuration Target Type IAII ;I
Owner | Al vl Target Name
Go
Delete | Create Like |Edit| | | Create |

Expand Al I Colapse All

Select | Title Description Date Generated

ol W Information Publisher Reparts

8 W Deployment and Configuration

8 7 Application Server Configuration

o Application Server Clusters Configuration Displays configuration information for all Application Server Clusters.
8 Application Server Targets Configuration Displays configuration information for all Application Servers.

8 % Client Configurations

ol Client Configurations Surmmary Displays configuration summary across all dients.

8 7 Orade Database Configuration

8 Crade Databasg Configuration Summary Displays configuration summary for an Orade Database.

B indicates an Oracle-provided report, Orade-provided reports cannot be edited, but you can use Create Like to create a report that can be edited.

Related Link  Enterprise Manager Information Publisher Reports

Owner

& svsman

&sysMan

&sysMan

&svsman

Summary

In this chapter we have seen the configuration management and compliance

capabilities of Enterprise Manager Cloud Control 12¢, and how they combine together
to enable your company to have standardized configurations throughout the IT
infrastructure. Standardization enables ease of deployment and troubleshooting

besides a number of other benefits.

You can have an automated configuration drift check between different systems,
which may be across the lifecycle, for example, between staging and production,

or between a primary site and a disaster-recovery (standby) site. Any configuration
violations can be instantly reported in the incident console of Enterprise Manager.
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In the new release, configuration management enjoys a scalability suitable for the
largest IT environments. Only changed configuration data is loaded, and rules

are evaluated at the point when a change has taken place in the related data.
Notifications are sent only when a drift in the configuration data has been detected
or when there is a change in a subscribed property. So this can truly be described as
"management by exception".

The computer infrastructure can easily comply with the policies set by the IT
department. This can be validated in various ways - repository rules, real-time rules,
and WebLogic server signature rules. A repository rule is so named because it is
evaluated against the data in the repository. The rule is validated on any change in
the target configuration. On the other hand, a real-time rule is used to detect any
real-time activities, such as OS-level actions on files or processes, and database-level
actions on tables, views, or users. It is also possible to detect unauthorized changes
if Enterprise Manager has been connected with change management systems, such
as BMC Remedy Service Desk. In this way, real-time rules can be used to ensure that
the change management process is being followed. Also, WebLogic server signature
rules are for the use of WebLogic server Targets. These are health checks that will be
executed by the Agent on the WLS Target.

There is a rich set of compliance rules and standards supplied out of the box by
Enterprise Manager. There are more than 1,700 compliance rules, and about 30
compliance standards. Enterprise Manager also gives you security recommendations
and best practices for your infrastructure targets. All this is self-updateable, with the
latest coming down the line from MOS whenever it is available.

The compliance scores are kept up-to-date at all times, to give you an idea of the
current compliance situation in your company. You can also see historical trends.
If there are violations, detailed information is available with the reason for the
violation, and the resolution that has been recommended.

So, we have seen how Enterprise Manager Cloud Control 12c is able to meet various
challenges in the real world. As infrastructure servers increase in a growing sprawl,
Enterprise Manager can track the inventory of the entire IT infrastructure, with its
Agent-less Auto Discovery (using IP Scan) that can be run on an ongoing basis to
discover new assets.

Elasticity is important for business, but will often result in sudden changes in
topology. Enterprise Manager helps with its sophisticated topology mapping
and impact/dependency analysis.
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Changes may occur very rapidly in the real world. To capture and understand these
changes and to ensure that they are authorized, Enterprise Manager can perform
real-time monitoring. To handle drifts from established company standards, there
are configuration baselines that can be stored in Enterprise Manager so that drift
tracking can occur.

Finally, to handle all sorts of compliance requirements in the industry, there are
compliance frameworks, standards, and rules available in Enterprise Manager
Cloud Control 12c.

In the next chapter, we will look at the automated provisioning capabilities of
Enterprise Manager Cloud Control 12¢, and how it assists in the mass deployment
of Oracle software and databases.
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Large corporates typically have tens of thousands of systems, including databases,
database servers, and middleware application servers. In such a complex
environment, the operating systems used may be different, and database versions
may also vary considerably. For example, there may be a database firm using the
Oracle Database Enterprise Edition (EE) 10g version on Linux servers, and another
firm with Oracle 11¢g databases on Solaris. Middleware application servers may also
vary considerably. You may have WebLogic servers or other application servers, and
these may also use different Operating Systems with several versions.

Typically, manual methods would have been used to create the myriad of systems
in such an environment. The various operating systems would be manually
installed by a dedicated team of system administrators, who would need specialized
knowledge of each operating system. So there would be a Linux team, a Solaris
team, or a Windows team, all in the same company. The different database versions
would also be installed using manual methods such as the Database Configuration
Assistant (DBCA), either in the GUI mode, or silently using the silent install facility.
This would be done by a specialized DBA team. The application servers such as
WebLogic server and others would also be installed manually by the middleware
team in the company.

While the manual methods are being used, how would you make sure that corporate
standards (configuration and security) are being followed? Manual checklists

would normally be used, with a person ticking off each step, but with no guarantee
that the standards are being fully observed. And how do you make sure that the
license obligations of the company are being met? Suppose the company does not
have a license for Oracle Advanced Security Option (ASO), but the database team
mistakenly enables this option on a few database servers, what then?
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So, many different types of software are being installed manually by many different
people. This would be fine in a small company, but as the numbers increase it
becomes more and more difficult to keep on using manual tools, especially if there
are many tens of thousands of Targets to provision in this way. The human effort
required is tremendous.

Lifecycle management

Oracle Enterprise Manager's DBLM Pack includes the powerful capability of
provisioning and patch automation. This is in addition to the configuration
management capabilities we looked at in the previous chapter. We will now discuss
the provisioning features, and move to patch automation in the next chapter.

In a nutshell, the provisioning capabilities of Enterprise Manager allow you to
create gold copies of different operating systems, different database versions,

or middleware software. You can then use these gold copies to automate the
deployment of the OS, database software, or middleware servers in a controlled
and highly efficient manner. The actual work is performed out of the box or by
customized deployment procedures in Enterprise Manager, which are a series of
steps that automate the provisioning of the software. This allows the administrator's
labor and effort to be drastically reduced, and quality of service to be increased.

Consider the example of a central database team which is using manual methods

to install Oracle software and create databases. They normally allocate a DBA and
about four hours to install the database software and create a new database as per
the predefined company standards. If a project manager asks them to create five new
databases by tomorrow, the chances are that the database team will decline, citing
the short notice and the lack of manpower. So, the only way the team can deliver
quality of service is by increasing the cost— by hiring a certain number of contract
DBAs to create the five databases by the next day.
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Now take the same example, and assume that the database team is using Enterprise
Manager and its provisioning capabilities. In this case, the Enterprise Manager's
Software Library would already have the gold copies of different database versions
such as Oracle Database 10g or 11g on different operating systems (a different gold
copy is required for each version on each operating system). When the request comes
from the project manager to install and create a number of new databases on new
servers by the next day, the database team can easily fulfill that request by simply
starting the provisioning procedures of Enterprise Manager. The gold copies would
be used to install the Oracle database software on each new host, and then to create
a new or cloned database, and all this would happen in parallel. All company
standards would be followed and all license agreements would be observed, as

all these things would already be in the gold copy. The database team would

have achieved full quality of service without increasing the cost. Administrator
productivity is increased considerably, and there is a saving in the administrator's
labor charges. The software images and provisioning processes have also been
standardized as a result.

Using Enterprise Manager Cloud Control 12¢, you can provision single-instance
Oracle databases as well as RAC multi-instance databases or RAC One Node
databases. You can also extend or delete existing RAC nodes. For the first time,
the upgrade of single-instance databases is possible via Enterprise Manager.
You can also create databases directly from the Cloud Control 12¢ console.

There is also a new concept of provisioning roles in the new version. The super
administrator such as sYSMAN (wWho owns the Enterprise Manager repository) can
create the Provisioning Designer and Provisioning Operator roles. Provisioning
designers can then create deployment procedures with certain inputs preconfigured
and locked down, and access is then granted to the provisioning operators who

can no longer change the locked down inputs. This allows more control and
standardization in the company and also reduces errors when the provisioning is
executed by the operators (normally Junior DBAs).

The designer and operator roles for provisioning, as well as the other out-of-the-box
roles in the new version of Enterprise Manager are integrated with enterprise roles.
This means that if you use a tool like Oracle Authorization Policy Manager (OAPM)
for authorization management in the enterprise, it is possible to create a role in
OAPM such as a Senior or Junior DBA, and map it to the corresponding Cloud
Control role such as Designer or Operator respectively. Any enterprise users who
belong to the OAPM-defined role will also have the corresponding privileges inside
Enterprise Manager because of this integration.
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First steps: Software Library

We decide to take a quick look at database provisioning. From the Enterprise
Manager Cloud Control 12c menu, we go to Enterprise | Provisioning and
Patching | Database Provisioning. The very first screen that comes up tells us that
the Software Library setup is Not Done, as shown in the following screenshot:

ORACLE Enterprise Manager Cloud Control 12¢

@ Enterprise v (@) Targets v o Favorites v @) History «

Database Provisioning

~| Setup Profiles
Tgmires G=oe Create... 3 Delete [l Provision ok Download Profile...
=Software Library @ Mot |Proﬁ|e Mame |Dascripﬁon
Setup Dane Mo profile available. To create new profile, use "Create...” option.
Operators Creat;?%ant
Credentials Setup
Motifications  Setup

~| Target Host Setup

+ Add Host
s Priviege Delegation

Click on the Not Done link. This takes us to the Software Library: Administration
page (which can also be accessed by going to Setup | Provisioning and Patching |
Software Library). This page displays a warning that the Software Library does
not have an upload file location configured. This is one of the two options for file
storage that can be used by the Software Library. The other option is Referenced
File Location, which we will look into later on. Right now, specifying an upload
file location is the very first step that needs to be done:

Software Library: Administration

vare Library:

Software Library = S

A\Warning
Software Library doas not have an upload file location configurad. At least one upload file location should be configured,

The administration console allows for configuring and administering Software Library storage locations,

Upload File Locations Referenced File Locations

Configure storage locations that can be used for uploading files for Software Library entities,

Storage Type EOMS Shared Filesystem ;I

Configure filasystem locations on OMS Host(s), These locations must be locally accessible by all the OMS instances, typically a mounted shared location,

Actions v View ¥ &Add... A Edit... 3¢ Migrate and Remove
=== |

[ ‘Statu ~ Available

Space

Location

Associated Entities ‘ Total Space

No location has been configured yet, Use Add button for configuring a new location.
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The Upload File Locations tab is used to upload the files that will go into the
Software Library. The Storage Type attribute for these file locations can be set as
either an OMS Shared Filesystem or an OMS Agent Filesystem menu item.

If you are using the OMS shared filesystem and you have a multi-OMS setup, make
sure that normal preferred credentials are set up for all the OMS servers. You can set
up the credentials by going to Setup | Security | Preferred Credentials. The shared
filesystem must be accessible from all the OMS servers. In our case, there is only one
OMS server.

Click on the Add button to add a new upload file location, name it

SainathUploadLocation, and use the directory location /u02/oracle/emsoftlib
as the Location field's value:

Add 0M5S Shared Filesystem Location =

You are adding a Software Library location for the first time. Software
Library entity metadata will be imported to Software Library from the
Orade Home,

Provide a name and file system location. The location should be
accessible from all the Orade Management Server{OMS) instances.

*Name |SainathUploadLocation

* Location | ful2foracle femsoftib

%Cancel |

When you click on the OK button, the OMS shared filesystem location
SainathUploadLocation is added and a job is submitted for importing
Software Library metadata (including deployment procedures, other
components, and directives that are provided out of the box) from Oracle Home.

This process will take a few minutes. At least 2 GB of free disk space will be required.
Provisioning and patching activities should only be performed after the successful
completion of the job, as shown in the following screenshot:

Software Library: Administration

Software Library > Software Library:

tion
The administration console allows for configuring and administering Software Library storage locations.
Upload File Locations Referenced File Locations
Configure storage locations that can be used for uploading files for Software Library entities,
Storage Type |oMs shared Filesystem ;I
Configure filesystem locations on OM3 Host(s), These locations must be locally accessible by all the OM3 instances, typically 8 mounted/shared location,

Actions = View = | o Add.. PEdt.. 3¢ Migrate and Remove

Name Status Location Associated Entities Total Space ﬂ"';'l:abcl:
[ sanathUploadLocation Active Ju02/oradke femsoftib/  Show 79.525G8 66,118 GB
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Click on the Show link to see the Associated Entities page for this upload location.
You can see the Directives as well as the Component types. The directives are actual
actions such as Create Directory, and Execute Root Script:

Associated Entities - Oracle Enterprise Manager
Bearch |Name d| ﬂ Advanced
View =
[Name [Type |subtype Drectory
Clean up stage area Directives Application Server Provisioning Utlities/11,2.0.1.0/10. 1, 3/all_platforms/
CVU Generic Prerequisite-Fixup component Component Generic Component  CVU Prerequisite-fixup components/all_platforms,
CWVU OSD Prerequisite Fixup component Component Generic Component  CVU Prerequisite-fixup componentsfwindows32/
CVU OSD Prerequisite-Fixup component Component Generic Component  CVU Prerequisite-fixup companents linux 32/
CWU OSD Prerequisite-Fixup component Component Generic Component  CVU Prerequisite-fixup components/aix_ppcB4/
CWYU OSD Prerequisite-Fixup component Component  Generic Companent  CWU Prerequisite-fixup components/hpux_parisc64/
CVU 08D Prerequisite-Fixup component Component  Generic Component  CVU Prerequisite-fixup componentsfwindows&4/
CWU OSD Prerequisite-Fixup component Component Generic Component  CVU Prerequisite-fixup components solaris_sparc64/
CYU OSD Prerequisite-Fixup component Component Generic Component  CVU Prerequisite-fixup components linux_x&4/
CWU OSD Prerequisite -Fixup component Component Generic Component  CVU Prerequisite-fixup components/hpux_iaé4/
System Config File Compaonent Generic Component DB Provisioning/11,2,0, 1.0unix sysct/
S5HSetup companent Component Generic Component DB Provisioning/11.2.0, 1.0/
Create Directory Directives DE Provisioning/11,2.0, 1.0/unix/
Prepare Clone Zipfile Directives DE Provisioning/11,2,0, 1.0/
Stage CVU Prerequisite and Fixup Component 11201 Directives DE Provisioning/11.2.0,1.0/
Run Prereq and Fixups 11201 Directives DB Provisioning/11.2.0,1.0/
Set ASM Disk Permission Directives DE Provisioning/11.2.0, 1.0 funix/
Deploy Single Instance High Availability Directives DE Provisioning/11.2.0,1.0/
RUN KFOD 11201 Directives DB Provisioning/11,2.0, 1,0/al_platforms/
Execute Root Seript Directives DB Provisioning/11,2.0. 1.0 furix/
High Available Root Script Directives DB Provisioning/11.2.0. 1.0f
Update Nodelist Script Directives DB Provisioning(11,2.0. 1.0/
Run Network Configuration Assistant Tool Directives DE Provisioning/11,2,0,1,0f

It is also possible to reimport metadata into the upload file location from the Actions
menu, and to check the accessibility of the location.

In the Unix filesystem, we can see that a number of subdirectories have been created
and a number of files are present in each subdirectory, as can be seen in the following
screenshot. This is what normally happens in a file content management system:

[oracle@havipori emsoftlib]s

[oracle@havipori emsoftlib]$ pwd

fuB2/oracle/emsoftlib

[oracle@havipori emsoftlib]s

[oracle@havipori emsoftlib]$

[oracle@havipori emsoftlib]$ 1s

<] 12 16 2 23 27 30 34 38 41 45 49 52 56 6 63 67 78 9
1 13 17 20 24 28 31 35 39 42 46 5 53 57 60 64 68 71
e 14 18 21 25 29 32 36 4 43 47 50 54 58 61 65 69 72
11 15 19 22 26 3 33 37 40 44 48 51 55 59 62 66 7 8
[oracle@havipori emsoftlib]s

[oracle@havipori emsoftlib]s

[oracle@havipori emsoftlib]$ cd 43

[oracle@havipori 43]%

[oracle@havipori 43]$ 1ls

B7BE6434DEGSE4D4EQ40000A0FO20E5C B7BEG6434E296E4D4EO40000A0FO20ESC
B7BEG6434DEC3E4D4EQ40B00A0OF020ES5C BYBEG6434E3F2E4D4EO4B000A0FO20ESC
B7BEG434EOGGE4D4EO40000A0FO20E5C B7BE6434E4FGE4DAEQ40000A0F020ESC
B7BE6434E25AE404E040B00ABFB20ESC

[oracle@havipori 43]$

[oracle@havipori 43]%
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On the Software Library: Administration page, there is a second tab named
Referenced File Location. This is a new facility in Enterprise Manager Cloud
Control 12c. You can refer to files outside of the Software Library but required for
deployment, and Enterprise Manager keeps a reference to that location. The storage
type for such a reference file system can be HTTP, NFS, or Agent. This allows you

to refer to files stored on an HTTP server or NFS-mounted directory, or any of the
Enterprise Manager Agents can be used to access read-only files stored on the server
where the Agent is running,.

If you now go to Enterprise | Provisioning and Patching | Software Library,

you can see a number of items on the Software Library console. The gold images
we mentioned earlier are contained in this library, as are virtual machine images,
assemblies, patches, application software, as well as associated directives. Any of
these can then be referenced from a deployment procedure. Attachments and notes
can be used with Software Library entities, for example, you may have attached a
Readme file to a patch component:

Software Library Page Refreshed Aug 27, 2012 1:36:13 AM PDT (]
Software Library maintains entities that represent software patches, virtual appliance images, reference gold images, application software and their associated directive scripts. You can
plck any of the Oracle-supplied entities, customize them or create a custom one of your own. Once defined, these reusable entities can be referenced from a Deployment Procedure to

the patching, provisioning or depl t of the associated software,
Adionsv View | 6o View 7 Edb. 3§ Delete.. |Find [Name =] 2 Q, search
Name Type |Subtype Revision [Status |Maturity Owner | Description -
I ¥ 3 software Library | ORACLE Root Folder for Software Library entities
&~ C@ Application Server Provistaning ilities Cresite oy ORACLE  Entiies belonging to AS Pravisioning
1> [ Bare Metal Provisioning (3 create Folder Y ORACLE Bare Metal Provisioning directory
1> [ BPELProvisioning Collapse ORACLE BPEL Provisioning Entities
& (4 Cloud Expand All Below ORACLE Cloud
b QCoherence Mode Provisioning Collapse All Below ORACLE Coherence Node Provisioning Entities
& ([ Common Provisioning Utilities = == ORACLE Directives belonging to Comman Pravisioning (SIDB and RAC
> @ Corponents iy dhb SYSMAN Companents Folder
(] Directives SYSMAN  Directives Folder
[ Images SYSMAN Images Folder
[ Networks SYSMAN Networks Folder
[ suites SYSMAN  Suites Folder
B E'gcomposineoeplw ORACLE CompositeDeploy Entities
= EaCVU Prerequisite-fixup components ORACLE CVU Prerequisite-fisup comp belonging to DB Provision
I> (] Database Provisioning Profiles DEMO1
= Eﬁ DB Provisioning ORACLE Directives and Components belonging to DB Provisioning
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On this console, the out-of-the-box entities can be customized and it is also possible
to create a totally new entity. You can create your own components and directives to
use in your deployments. The first step is to right-click on Software Library in the
tree, and select Create Folder. This allows you to create a new custom folder where
you can add your own entities:

Create Folder <]
*MName | Sainath Custom Entities

Description | Folder containing Custom
Components and directives for the
Sainath Company.

Parent Folder | /[Software Library/
Select a folder in which you want to create new folder.

View =
JName |Owner Description
. %' [ Software Library ORACLE Root Folder for Software Library entities
3 components SYSMAN Components Folder
[ Directives SYSMAMN Directives Folder
3 images SYSMAN Images Folder
3 Metworks SYSMAN Networks Folder
3 suites SYSMAMN Suites Folder
% [ Patch Components SYSMAN
% [ Orade Software Updates SYSMAN
W [Jopatch SYSMAN
3101 SYSMAN
3.2 SYSMAN
E3111 SYSMAN
B 112 SYSMAN
A |

Suppose you want to add a component under this custom folder. Select the
folder in the Software Library console, and on the Actions menu go to Create
Entity | Component.
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There are various types of component subtypes you can select, such as generic
component (the default), database template, installation media, Oracle database
software clone, and Oracle middleware home gold Image.

We are selecting Oracle Database Software Clone as the subtype. Click on the
Continue button. You can now enter the component details as shown in the
following screenshot:

Software Library

8—&
Describe Configure

Create Oracle Database Software Clone : Describe Back | Step 10f3 % Save|  Cancel

Parent Directory Sainath Custom Entities
Subtype Oracle Database Software Clone

Spedfy name, description and other attributes that describe the entity, These attributes are shared by all revisions of this entity. Additionally, attach any documents and keep notes.

* Name | Sainath Gold Copy of Oracle Database 11.2.0,1 64- bit
Description | Sainath Gold Copy of Oracle Database 11.2,0, 1 64- bet with Patches 12419378 and 9260085

applied

Other Attributes
Name Value
PRODUCT _VERSION 11.2.0,1 64-bit
PRODUCT Enterprise Edition Database
VENDOR Oracle

Attachments

dpadd 3 Remove
[ [Fie name sze0E) Mime Type

No ttachment has been added yat.

Hotes
New Nate o Add .
[tiote |added 8y

() This Gold Copy was created on 31 January 2012 by the Cantral DBA Team. Itis fully patched with 12419378 and 260085 . Use this Gold Copy for all 11.2.0,1 deployments, SYSMAN
@TIP Notes once added cannotbe deleted or edited.

This component will be a clone of a fully patched Oracle database home of version
11.2.0.1 on the 64-bit Linux platform, with patches 12419378 and 9260085 applied.
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You can also add files that are of relevance to the entity. These files should not be
more than 2 MB in size. You can also add notes with any related information, for
example, a list of the patches applied or the modification history of the entity.
We have added a descriptive note. Click on the Next button to continue:

Software Library
EB—8—8
Describe  Configure  Review
Create Oracle Database Software Clone : Configure Back| Step 2 0f 3 .&sﬁi Save|  Cancel

Parent Directory  Sainath Custom Entities
Subtype Oracle Database Software Clone

Create Component from |Reference Oracle Home ﬂ

| Reference Oracle Home
* Oracle Home Location | /ul1/oracle /db/product/1 1.2.0,-"c|h|1c. q

*Host Name | havipori,sainath,com

~| Oracle Home Credentials
Select Credental

If you choose Preferred Credentials, the job will use your preferred credentials for each target at the time job runs, and therefore requires credentials for all targets to be set.

Credential € Preferred © Named & New
*Userhlame | root
* Password ssnene
* Confirm Password LTI
Enter new credential name, credential with this name will be

Run Priviege | None = saved.

[¥]save &5 |NC_havipori_root

~| Working Directory & Files to Exclude

* Working Directory | /tmp Select Directory
Fies to exclude = jog, =, dbf, *.trc,EMStagedPatche
5,50inet. ora, tnsnames.ora, listener
Jora, oratab, rdbms/audit
~| Software Library Upload Location
Software Library Location Type | OMS Shared Filesystem :]

Software Library Location Name | SanathUploadLocation _'J

On the next page, you are asked to specify the source of the component. You can
create the component either from the reference Oracle Home or an existing Oracle
Home archive. We select the reference Oracle Home on the host havipori.sainath.
com as an example. This home is being used by the orcl database as well as the
emrepos database.
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Also specify the Oracle Home Credentials, Working Directory, and Files to exclude
fields (such as .dbf and . lock files). Finally, specify the upload location in the
Software Library where the component will be uploaded. When you click on the
Next button, the Review screen appears as shown in the following screenshot:

Software Library
[— "
Describe  Configure  Review
Create Oradle Database Software Clone : Review Back| Step 30f 3 Next| Save| Saveand Upload

Parent Directory  Sainath Custom Entities
Subtype Oracle Database Software Clone

V Describe

Name Sainath Gold Copy of Oracle Database 11.2.0,164- bit
Description Sainath Gold Copy of Oracle Database 11.2.0,164- bit with Patches 12419378 and 8260085 apolied

Other Attributes
|Name ‘Va\ue
PRODUCT _VERSION 11,2.0,164bit
PRODUCT Enterprise Edition Database
VENDOR Orade
Attachments

No attachment has been added yet.

Notes
INoﬁe Added By
This Gold Copy was created on 31 January 2012 by the Central DBA Team. Itis fully patched with 12419378 and 9260085, Use this Gold Copy for all 11.2.0,1 deployments. SYSMAN

@TIP Notes once added cannot be deleted or edited.

7 Configure
Create Component from Reference Oracle Home

v| Reference Oracle Home
*Qracle Home Location fu01/oracle/db/product/11.2.0/dbhome_1
*Host Name  havipori.sainath.com
Product Oracle Database 11g 11.2.0.1.0
Platform Enterprise Linux Server release 5.5 (Carthage)

Click on the Save and Upload button, which will save all changes and start
uploading the files using an Enterprise Manager job.
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The new component has been created and appears in the Software Library console
under the recently created custom folder. The status is marked as Incomplete, and
the maturity is Untested. This is because a job (name displayed on the screen) has
been submitted to upload the files associated with this component. You can see the
job status by going to Enterprise | Job | Activity:

Software Library Page
@Conﬂrmatbon
The entity 'Sainath Gold Copy of Oracle Database 11,2.0,164- bit' has been created successfully in 'Sainath Custom Entities' folder, A job 'Create Clone DB Component_2012-01-31_07-57-16-353' has been submitted for uploading the files,
Software Library maintains entities that represent software patches, virtual appliance images, reference gold images, application software and their associated directive scripts, You can pick any of the Oradle-supplied entities, customize them o
these reusable entities can be referenced from a Deployment Procedure to automate the patching, provisioning or deployment of the associated software,
Ations v View v | baView PEdt. $Delete.. |Find [Neme x| 4]
\Name ) |Tyue \Sub!ype |Rewswun ‘Status |Maturity \Owner \Desr;iuﬁnn
v Ea Software Library ORACLE  Root Folder for Software Library entities
b [ Application Server Provisioning Utiities ORACLE  Entities belonging to AS Provisioning
=3 EEEarE Metal Provisioning ORACLE Bare Metal Provisioning directory
&> (28 peLprovisioring ORACLE  BPEL Provisioning Enttes
& 3 Cloud ORACLE  Cloud
23 [E Coherence Node Provisioning ORACLE  Coherence Node Provisioning Entities
1 [C8 commen Provisioning Utilties ORACLE  Directives belonging to Common Provisioning (SIDB and RACPROV and arl
(3 components SYSMAN  Components Folder
D oirectives SYSMAN Directives Folder
D 1mages SYSMAN  Images Folder
"4 EaPraraqu\sire-ﬁxup components ORACLE Prerequisite-fixup components Components belonging to DB Provisioning
7 [ sainath Custom Entities SYSMAN Folder containing Custom Components and directives for the Sainath Con|
. E Sainath Gold Copy of Oracle Database 11.2.0.164-bit Component Oracle Database Software Clone 0.1 Incomplete, Untested SYSMAN Sainath Gold Copy of Oracle Database 11.2.0.1 64 bit with Patches 124
1> [0 soaProvisioning R? ORACLE  SOA Provisioning Entities

The job completes in about 30 minutes on the virtual machine we are using, and the
status in the Software Library console now displays Ready:

Software Library Pag
Software Library maintains entities that represent software patches, virtual appliance images, reference gold images, applcation software and their assodiated drective stripts. You can pick any of the Oracle-supplied entities, customize them or
these reusable entties can be referenced from 8 Deployment Procedure to automate the patching, provisioning or deployment of the assodated software,

Actions + View = | baView 2 Edt. 34 Delete Find [Name =] 1+
|Nam= ‘Type ‘Subtwe ‘Revismn ‘SQEH:IS ‘Mamnw ‘Owner Description
. W @ Software Library ORACLE  Root Folder for Software Library entities
b [BApplicah'on Server Provisioning Utiities ORACLE  Entities belonging to AS Provisioning
b Eaﬂara Metal Provisioning ORACLE  Bare Metal Provisioning directory
4 EB BPELProvisioning ORACLE  BPEL Provisioning Entities
1 O Cloud ORACLE  Cloud
4 [Etnherence Node Provisioning ORACLE  Coherence Node Provisioning Entities
B Ea Common Provisioning Utiities ORACLE  Directives belonging to Common Provisioning (SIDB and RACPROV and an:
[ components SYSMAN  Components Folder
[ Directives SYSMAN  Directives Folder
[D1mages SYSMAN  Images Folder
"4 Ea Prerequisite-fixup components ORACLE Prerequisite-fixup companents Companents belonging to DB Provisioning
W [ Sainath Custom Folder SYSMAM  Custom Folder
Sainath Gold Copy of 11, 2,0, 1 64-bit Oracle Database  Component Oracle Database Software Clone 0.1 Ready Untested SYSMAN  Sainath Gold Copy of Oracle Database 11.2.0, 164- bit with Patches 124;
4 EESUBPrDVis\Uning % ORACLE  SOA Provisioning Entities

The gold image that we have created and stored in the Enterprise Manager's
Software Library can now be used in the actual deployment on new Targets,
as we will see shortly.

[140]



Chapter 5

Provisioning library

Navigate to Enterprise | Provisioning and Patching | Procedure Library. This
opens the library of deployment procedures that are supplied out of the box
with Enterprise Manager Cloud Control 12¢c. A deployment procedure is an
advanced piece of automation that can be fully responsible for the entire process
of provisioning or patching, and is also customizable. The library of deployment
procedures is shown in the following screenshot:

Provisioning
Deployment Procedure Manager
Procedure Library | Procedure Activity ~ Recycle Bin

Procedures are best practices provided by Oracle for various Provisioning and Patching tasks, Procedures created by Oracle cannot be edited, but can be extended using 'Create Like', so that you can customize]
Search Text Fields |database Simple Search
Type I —-Any-- d

Last Modified by | --Any-- >

Edit Procedure Definition, ., ‘ Create Like ‘ Laund’||
:

Select | Procedure Type Parent | Version | Last Updated Description
Clone andPatch Orade  patch Oracle Procedure for automatically cloning a standalone database (single instance database) and patching it witf
o Datshase Software None  12.1 Nov 24, 2011 6:52:56 AM UTC patchsets. Note: Major uparade for example, DB 10.1 to 10.2 s not supported.
Patch Oracle Clusterware patch Oracle Pracedure for patching Oradle Clusterware in all-nades mode. This procedure can be used for patching sH
o - All Nodes Software Nord | 12.2 | Nov 24, 2014 6:62:36 AMUTY upgrades, such as from Oracle Database 10.1to 10,2, are not supported,
Patch Oracle RAC Procedure for patching an Oracle RAC Database (supports application of patchsets toa), This procedure
[ B — ;;ﬁ;r:de Nome 12,1  MNov 24, 20116:52:56 AM UTC Database installations, All selected instances are patched in parallel, This procedure is not applicable for i
Database - Al Hodes Applicable for version 10,1, 10,2 and higher, Mate: Major upgrade for example, DB 10,1 to 10, 2is not suf
Patch Oracle B Procedure for patching standalone Oracle Database installations with Critical Patch Updates, interim patcl
€ patch Oracle Database Software MNone 121  MNov 24, 20116:52:56 AMUTC example, DB 10, 1to 10.2is nat supported,
r Brovision Oracle Database patabase e R e T T DT Thlsdurncedure installs or clones a database replay client on the selected hosts. It follows the best practi
Client Provisioning ' £ e Guide,
' Upgrade Oracle Datahase ggﬂ;::frade Nore 1.0 Nov 24, 2011 6:52:55 AM UTC This procedure upgrades single instance Oracle databases to a higher database version.
Patch Oracle RAC Pateh Oradl Procedure for patching an Oracle RAC Database in Rolling mode with Critical Patch Updates, and interin pl
(o] N sa&- ; "8C8  Mone 121 MNov 24, 2011 6:52:55 AM UTC installations registered with different clusterware, This procedure does not support patching of shared O
Database - Rolin ol for version 10,1, 10,2 and higher, Mote: Major upgrade for example, DB 10.1 to 10,2 s not supported,
Provision Oracle RAC Database
(o} Datsbase Provisioning MNone 1.0 Mov 24, 2011 6:52:55 AM UTC This procedure pravisions Cracle Grid Infrastructure 11g Release 2 and Oracle Real Application Clusters
Database

& Provision Oracle Database Provisioning Nore L0 Mav 24, 2011 6:52:55 AM UTC This procedure provisions the Oracle Grid Infrastructure for Standalone Server and Cracle Single Instanc

Database
Creation

" Create Oracle Datsbase None 1.0 Nov 24, 2011 6:52:55 AM UTC Procedure to create Single Instance or RAC database.

On this page, we have conducted an advanced search to display only the procedures
with the word database in the text description. As we can see, there are a number of
deployment procedures for provisioning as well as patching databases.

We can select the appropriate procedure to provision either single-instance or RAC
databases, or procedures to scale-up or scale-down the RAC cluster (add or delete
RAC nodes). There is also a new type of procedure to create an Oracle database
(single-instance or RAC), or to upgrade an existing Oracle database. We also have
different types of patching procedures, which we will discuss in the next chapter.
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You can use the Create Like button to make a copy of an existing deployment
procedure, and then customize it as per company requirements, such as adding or
deleting procedure steps.

To have a quick look at the steps in the single database provisioning procedure, simply
click on its name. This brings up the screen shown in the following screenshot:

View Procedure

MName

Description

Type

Last Modified By

Procedure Utilities Staging Path
Environment Variables

Last Updated
License Management Packs
Note
Expand All | Collapse Al
Name
W Provision Cracle Database

W Deploy and Configure Oracle Database

Provision Oracle Database

This procedure provisions the Oracle Grid Infrastructure for Standalone Server and Oracle Single Instance Database on the selected hosts,

Database Provisioning
Cracle
remd_emstagedir %

Feb 1, 2012 4:19:43 AM EST
Oracle Database Lifecycle Management Pack

Type

Computational Initializes the current Deployment Procedure execution, This step cannot be ignored or skipped,

Extcute Prerecyiites and Fixuog [
Pause after prerequisite checks Marual
W Transfer Common Perl Module Parallel
Transfer Common Perl Moduls Component
W Deploy and Confiqure Oracle Grid Infrastructure Parallel
Update Raw Disks Permissions Directive
Copy Grid Infrastructura Archiva File Transfar
1 Gri Ir Ar Component
X re-nstall l Directive
Il/Clone Qracle Gri Ir Directive
[attach home to central inventory] Pirective]
\ndate Oracle Home Installation Time Component
i w Devices Che: Directive
Execute Root Scripts Directive
Execute roothas.pl Directive
Configure Oracls Restart For Windaws Directive
Update Inventory Script Directive
Refresh Oracle Home Configuration Job
Configure Listener Directive
Configure ASM Directive
Discover Targets Directive
I i & 1L ' Directive
Configure G[ Targets

Computational Configure GI Targets

Parallel

Edit Proced

Description
This procedure provisions the Oracle Grid Infrastructure for Standalone Server and Oracle Single Instance Databasd

The deployment procedure instance has performed the prerequisite checks and is currently paused for you to exam
proceed with the deployment,

Transfer a perl module from Software Library to each destination host, All procedure steps that invoke perl will cons

Updates the permissions on the raw devices specified by the user for ASM configuration (***requires root privileges|
Copies the Grid Infrastructure archive from the referance host to the destination hosts that require Grid Infrastructy
Sets up the staging area for a Grid Infrastructure installation from the shiphome,

Runs the preinstallation root scripts as part of system preparation, This step is run for specific platforms like AIX (**]
Lays down Oracle Grid Infrastructure software bits,

eqisters the Oracle home with the central inventory. This is a special step for cases where environments are hard
lote; lrh.; step can only be used for UNIX s long as cloning is performed from the source Oracle home whose path
paths

Updates Oracle home installation time with current time stamp,

Runs the cleanup checks on the raw devices specified by the user for ASM configuration, Any failure in this step indil
Runs oralnstroot, sh and root,sh scripts (*=*requires root privilages™=*),

Runs roothas.pl (***requires root privileges==*),

Executes the script to update inventory with nodelist

Runs Network Configuration Assistant tools on the destination hosts

Runs ASM Configuration Assistant tools on the destination hosts

Performs a target discovery and registers new targets with Enterprise Manager,

Runs a script that cleans up the temporary Grid Infrastructure staging area that was set up for provisioning the Grid

Examining the steps in this procedure, you can see that it first deploys the Oracle
grid infrastructure (which is the new home in database version 11.2 onwards),

configures the listener and ASM, followed by the deployment and configuration
of the Oracle database.
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This is interspaced with the nitty-gritty steps, such as running preinstallation and
postinstallation scripts — all manual, labor-intensive tasks normally performed by
the DBA. Configuration (compliance) standards are also associated automatically
with the new database Targets at the end of the procedure.

The Upgrade Oracle Database procedure goes through a number of steps:

Provisioning

Procedure Library > View Upgrade Oracle Database
View Procedure

Mame Upgrade Oracle Database
Description  This procedure upgrades single instance Oracle databases to a higher database version,
Type Upgrade Oracle Database
Last Modified By  Oracle
Procedure Utlities Staging Path  %emd_smstagedir %
Environment Variables

Last Updated Feb 1, 2012 4:37:03 AM EST
License Management Packs Oracle Database Lifecycle Management Pack
Note

Expand All | Collapss Al

Name Type | Description
W Upgrade Cracle Database This procedure upgrades single instance Oracle databases to a higher database version,
nitiali loyment Pr: r Computational Initializes the necessary data required for database upgrade,
I in nitial Manual Verify If values are Initialized properly,
W For each Host Parallel For each Host
W Execute System Checks Rolling Executes System level prerequisite checks
reguis ;;:;Ed“m Executes System level prerequisite checks
Ereak point for System Prerequisite step Manual Verify if values are prerequisites checks are executed,
W Eor each hos Parallel For each host
W Deploy Oracle Database Software Roling Deploys the Database Software on the list of hosts selected
| | var :{:;ed”re Deploys the Oracle Database Software on the location specified,
Break point for Database provisioning step Manual Verify if the database software is provisioning successfully,
W Eoreach host Farallel For each host
W Database Upgrade Checks Rolling Executes database upgrade related prerequisite checks,
abas r | rerequisi Job Execute database upgrade related prerequisite checks,
reak point for ace instance prerequisi Manual Verify if the database upgrade prerequisite checks are executed,
W Eor each host Farallel For each host
¥ Upagrades Database Instance Ralling Upgrades the Database instance selected,
Upgrades Database Instance Job Upgrades the Database instance selected,
Break point for Uparade Database Manual Verify If the database are upgraded

In this procedure, we can see that there is an iteration over the list of hosts on which
you are upgrading the Oracle database.
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First, the system prerequisite checks take place, then the Oracle database software
(the new version) is deployed. Prerequisite checks related to the Oracle database
then take place, followed by the actual upgrade.

This means that Enterprise Manager is now able to assist with mass automated
upgrades of your single-instance Oracle databases, rather than a DBA performing
each upgrade manually. The cost saving in administrator productivity itself can
be immense.

It is possible to upgrade multiple databases in parallel. Database versions 10.2.0.4
and higher, up to 11.2.0.x, are supported. Out-of-place copies can be used to
minimize the downtime for upgrade, or an existing Oracle Home can be used.
Preupgrade backups and analysis can be done, including preupgrade patch
requirements via MOS. Upgrade execution can be stopped or started as required.

However, mass automated upgrades of RAC databases using Enterprise Manager
were not supported at the time of writing.

In addition to the Oracle database provisioning and patching procedures just
mentioned, there are a number of other presupplied deployment procedures such
as provisioning a Database Replay client for use with Database Replay in the RAT
database option, or procedures to provision an Oracle application server, a BPEL
process, SOA Artifacts/ Composites, Coherence nodes, WebLogic Home/Domain,
Java EE applications, or Oracle Service Bus resources.

There is also a new deployment procedure called System Backup, which can be
used to back up multiple databases, files, and directories in one single operation.
Also, there is another new procedure to add an additional management service
to an existing Enterprise Manager system.
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Provisioning profiles

We can now test out the actual provisioning of databases. Go to Enterprise |

Provisioning and Patching | Database Provisioning. This brings up the Database
Provisioning screen as shown in the following screenshot:

Database Provisioning
~| Setup

Loggedinas Designer

Credentials Setup
Notifications Setup

v| Target Host Setup
« Add Host

« Privilege Delegation

~| Current Status

« Procedure Activity

~| Related Links

Incident Manager

Self Update

My Oracle Support Credentials
Note 737939.1

Deploy single instance database
¥9.2

- s = o= o=

v| Getting Started
[LlKey Concepts

« Designer vs Operator
« Provisioning Profles

« Database Gold Images
« Procedures Privileges

ﬁCorrl mon Tasks

« Setup Software Library

» Track Procedure Activity

« Enable Status Events

« Setup Notifications with Rules
« Change User Privileges

« Execute Proceduras via EMCLI
« Create Provisioning Profile

Operators Create/Grant B Profile for Single Instance on File System

Profile for Real Application Clusters on ASM
Profile for Real Application Clusters on File System
Profile for Single Instance on ASM

Profiles

Create... | $§ Delete (i) Provision | o Download Profie. .

*Software Library Setup & Done JProﬁ\e MName [Descrintion

This is & reference profile created for provisioning database on file system
This is a reference profile created for provisioning rac database on ASM

This is & reference profile created for provisioning rac database on file system
This is & reference profile created for provisioning database on ASM

Deployment Procedures

@ lanch | [FCreatelie... A Edit § EdtPermssions §{ Delete

i .]Frocedure Name

1

Provision Oracle Database Client

Provision Oracle Database

Upgrade Oracle Database

Delete/Scale down Oracle Real Application Clusters

Extend,Scale up Oracle Real Application Clusters

Provision Oracle RAC Database

Provision Oracle Clusterware /RAC for UNIX and RDEMS versions 10g/11g
Provision Oracle Clusterware /RAC for Windows and RDEMS versions 10g/11g
Create Oracle Database
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Notice that as you are logged in as sYsMAN, you have the rights of a designer.
This is shown on the left-hand side corner of this page.

You can create new administrators and assign to them the rights of a Provisioning
Designer or Provisioning Operator - this is done by allocating the Enterprise
Manager administrator roles EM_PROVISIONING DESIGNER and EM_PROVISIONING
OPERATOR respectively.

You can create Provisioning Operators directly from the Database Provisioning
page by clicking on the Create/Grant link. There are other useful links on this page,
such as Credentials, Privilege Delegation, Incident Manager, and Self Update, as
well as links to online help on various topics (Key Concepts and Common Tasks).

The table at the top lists the database provisioning profiles (Profiles) - a new concept
in the Cloud Control 12¢ version, whereas the table below it lists the database
deployment procedures (Deployment Procedures).

A profile is a combination of a database home's gold copy, a grid infrastructure
home's (if present) gold copy, and a database template that includes the structure
but may or may not include the user-schema data. The profile, when created, is
stored in the Enterprise Manager's Software Library.

The Provisioning Designer then uses the profile as an input to a customized database
deployment procedure that he/she creates. The profile is used to populate the
deployment procedure inputs, and the Provisioning Designer has the option to lock
down some or most of the inputs before saving the procedure and publishing it to
the Provisioning Operator.

As an example, the Provisioning Designer may decide (on behalf of the company)
that any Oracle database to be deployed in the future should have its database
files stored only on Oracle Automatic Storage Management and not on the Unix
filesystem, and this can be locked down in the customized deployment procedure
being created.

The Provisioning Designer grants privileges to execute the customized procedure
to a Provisioning Operator (another Enterprise Manager administrator). This
means the procedure is published. The Provisioning Operator will then be able

to run the procedure and perform the provisioning process, but without changing
the locked-down inputs. In the preceding scenario, the Provisioning Operator will
not be able to select the filesystem for storage when deploying a database using the
customized procedure.
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Click on the Create... button to start creating a new database provisioning profile:

— i} ) o &
Reference Host Oracle Home Detalls Database Detals Credentials Profile Detals Review

Create Database Provisioning Profie : Reference Host Back] Step 10f’ % ]

Select Target
‘This process vill create a provisioning profile consisting of the Database gold image, Grid Infrastructure gold image and the related configuration. You can use this profile 5 a single input to the provisioning process at a later time,
Select Target ;hﬁ‘v‘\DDH.SEII‘IaUI(Om Q

Reference Host havipori.sainath, com

Select Operations to include as part of Profile
I7 Orade Grid Infrastructure Gold Image and its Configuration Properties
I¥' Oradle Database Geld Image
¥ Crade Database Template

The first step is to select the reference host. This is the source of the database's gold
image (and/or the grid infrastructure's gold image if it is present).

You can also include an Oracle database template in the profile. You have the option
of including any of these components. At least one component must be selected as
part of the profile creation. Click on the Next button:

) ™ ) {= (=} &
Reference Hest Oracle Home Details Database Detalls Credentials Profile Detalls Review
Create Database Provisioning Profile : Oracle Home Details Back | Step 2of 6 % Cancel
Select Oracle Database Home

Create a new gold image from the installed database hame

: I'5"'3!'2_%'u'lzrsu:nn_[
| hOUoradefdbfproduct/t1.2.0/dbhome 1 112010 |

Specify Working Directory

* Working Directory |;’tmD
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Select the Oracle database home that is to be used in the gold copy contained in the
profile. Also select the Working Directory field, and click on the Next button:

™) ek ) et 1)
Reference Host Oracle Home Details Database Details Credentials Profle Detals  Review

(Create Database Provisioning Profile : Database Details Back| step 30f6 %J

Select database
Create a new Database Template

|Hust ‘Orec\a Home Location ‘Varswun ‘Detabasa ‘Sta_tus‘

Template Type
€ Structwre and Data
@ Structure Only

¥ Convert the fle locations to use Oracle Flexible Architecture (OFA) structure

At this point, you need to select the database from which the profile is being made.
As you have opted to include the template in the profile, you must select whether
you want only the structure, or structure as well as data.

When you select Structure and Data, all user-defined schemas and their data will
also be included; however, the database will be shut down during template creation.
You can also choose to black out the database target during template creation in this
case, which will prevent any critical alerts being raised because the database is down.

In the alternative case, if just Structure is selected, the user-defined schemas and
their data will not be included.

You can also decide whether to convert the directory locations to Oracle Flexible
Architecture (OFA). This is useful if a directory structure similar to the source is
not present in the Target server where you will be doing the database provisioning.

Specify the credentials to be used both for the operating system as well as the
database. You can also add a new credential at this stage by clicking on the + sign:

] i) ek 8 ) ]
Reference Host  Oracle Home Details Database Detais Credentials Profile Details Review
Create Database Provisioning Profile : Credentials Back | Step 4of 6 ﬁsntg Cancel

Operating System Credentials for the Database Home
" Preferred Credentials & Named Credentials

Target Name |Credenh‘a\s
Ju01foracle /db/product/11,2,0/dbhome_1 |NC_HAVIPORI_ORACLE (SY5MAN) ﬂ L'

Database Credentials
€ Preferred Credentials % Named Credentials

Target Name |Credelha\s |
orcl |s¥SDBA_ORCL_2012-01-19-051625 (SYSMAN) v |
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On this next screen, you can input the details about the database provisioning
profile. The Profile Location field is prefilled for you based on the previous inputs.
This location is in the Software Library. You can enter the name of the profile, a
description, and other details. This screen also shows the components that will be
included in the profile, in this case Oracle Database Gold Image Component and
Oracle Database Template Component:

= {_I = o - {]
Reference Host Oracle Home Details Database Details Credentisls Profile Details Review

Create Database Provisioning Profile : Profile Details Back | Step 5 of & ,%xﬂ Cancel

Specify Profile Details
* Profile Location |Database Provisioning Profiles/11,2.0. 1.0/linux_x&4
*Name |Sainaﬁ1 Database Reference Profile 11,20, 1 Linux &4-bit

Description | This is a reference profile built by the Sainath Database Team from havipori sainath, com
using the ordl database.

Version | 11,2,0,1.0
Vendor |Orade

Notes |Hostmame ¢ havipori sainath, com
Database Oracle Home @ ful1/oracle/db/product/11.2.0/dbhome_1
Database name : ordl

The profile will indude the following

Component type |Name
Oracle Database Gold Image Component Database Gold Image 11.2.0.1
Oracle Database Template Component |Database Template for orcl

@ The same folder(Profile Location) will be used to save the individual components created as part of this process,

H Software Library Storage
Software Library Location Type |DMS Shared Filesystem ﬂ

Software Library Location Name |Sainaﬂ1UpInadLa:atjnn _ﬂ

Software Library Storage Location ud2foracle/emsoftib/
Total Space 79 GB
Available Space 66 GB
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The Review screen shows all the inputs to the profile wizard so far. Double check all
the details and click on the Submit button:

Reference Host Oracle Home Detais Database Detals Credentials Profile Detals Review
Create Database Provisioning Profile : Review Back| Step 6 of 6 [lext| Submit| Cancel

| Reference Host
Reference Host Name havipori,sainath,com

~| Oracle Home Details

Oracle Database Software Home

|orade Home Version |
| u01foracle/db/product/11,2.0/dbhome_1 11,2010 -l

Working Directory /tmp

| Database Details
Details for creation of Database Template

Host |Orade Home Location Version |Database |
|havipori.sainath.com Julljoracle/db foroduct/11.2.0/dbhome_1 11.2.0.1.0 ord .

Template Type Structure Only

~| Credentials

| Profile Details
Profile Location Database Provisioning Profiles/11.2.0. 1.0/inux_x64
Mame Sainath Database Reference Profie 11,2.0. 1 Linux 64-bit
Description This is a reference profile built by the Sainath Database Team from havipori sainath,com using the orcl database,

Version 11.2,0.1.0

Vendor Cracle

Notes Hostname : havipori.sainath,com
Database Oracle Home @ ful1joracle/db/product/11.2.0/dbhame_1
Database name : orcl

The profile willinclude the fallowing

Component type ‘Name
Oracle Database Gold Image Component Database Gold Image 11.2.0.1
Oracle Database Template Companent Database Template for orc
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The job to create the profile executes and completes in around one hour on our
virtual box VM. The final status of the job is shown as Succeeded:

Provisioning
Procedure Activity > Status: Sainath Database Reference Profile 11,2.0,1 Linux 64 - by SYSMAN

Status: Sainath Database Reference Profile 11.2.0.1 Linux 64 - by SYSMAN

General Information

Run Sainath Database Reference Profile 11,2.0.1 Linux 64 - by SYSMAN Scheduled Feb 1, 2012 10:21:20 AM EST
Procedure  Create Database Provisioning Profile Start Date  Feb 1, 2012 10:21:20 AM EST
Procedure Version 2.0 Last Updated Feb 1, 2012 11:27:16 AMEST

Error Handling Mode  Stop On Error
Status Succeeded
Owner  SYSMAN
Created On  Feb 1, 2012 10:21:10 AM EST

Completed Date  Feb 1, 2012 11:27:16 AM EST
Elapsed Time 1 hours, 5 minutes, 55 seconds

Status Detail

Steps | Job Details

Expand Al I Collapse all

Name ‘ Status

Type Description
% Create Database Provisioning Profile Succeeded This process Wi.” craata @ Rray
‘You can use this profile as a si
Initialize Profile Creation Procedure Succeeded Computational Initializes the necessary data
W Create the Database Provisioning Profile's Constituent Gold Image
Components Succeeded Parallel
Create the Grid Infrastructure Gold Image Skipped Job
Create the Database Gold Image Succeeded Job
W Create the Database Provisioning Profile's Constituent Database
Template Component Succeeded Parallel
Create the Database Template Succeeded Job
% Update the Database Provisioning Profile Companent’s
Configuration Properties Succeeded Paralle
- = — Introspects the Oracle Grid In
Introspection of Product Configuration Succeeded Directive Operating System Groups detd
Update Profile Companent Properties Succeeded Computational
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On the Database Provisioning page, the newly created profile is now visible:

Database Provisioning

~| Setup Profiles
R BT [3f create... 3 Delete [} Provision ofs Download Profie. ..
*Software Library Setup % Done [Profie name [Description
Operators Create/Grant | Sainath Database Reference Profile 11.2.0, 1 Linux &4 -bit This s a reference profile bult by the Sainath Database Team from havipori.sainath.com
Credentials Setup Profile for Single Instance on File System This is a reference profile created for provisioning database on file system
Notifications Setup Profile for Real Application Clusters on ASM This is a reference profile created for provisioning rac database on ASM
Profile for Real Application Clusters on File System This is a reference profile created for provisiening rac database on file system

«| Target Host Setup Profile for Single Instance on ASM This is a reference profile created for provisioning database on ASM

* Add Host

« Privilege Delegation
v| Current Status

« Procedure Activity
v| Related Links

Incident Manager

: Se\;‘ ng;at.: e Deployment Procedures

S A S e T (i) Launch Y createLke... P Edt [}, EditPermissions 3¢ Delete

« Deploy single instance database [Procedure Name

a2 4| Provision Oracle Database Client
Provision Oracle Databage

| Getting Started Upgrade Oracle Database
(L) Key Concepts Delete/Scale down Oracle Real Application Clusters

b o & Extend/Scale up Oracle Real Application Clusters

+ Designer vs Operator -

« Provisioning Proflles Provision Oracle RAC Database

» Database Gold Images Provision Oracle Clusterware / RAC for UNIX and RDBMS versions 10g/11g

« Procedures Privileges Provision Oracle Clusterware /RAC for Windows and RDBMS versions 10g/11g
Create Oracle Database

&’(ommon Tasks

Deployment procedures

We now proceed to the next step, which is the creation of the customized and locked-
down deployment procedure. Move to the Database Provisioning page, select the
existing Provision Oracle Database procedure and click on the Create Like... button,
as shown in the following screenshot:
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Database Provisioning

~| Setup Profiles

Loggedin a5 Designer ) | [ Create... 3¢ Delete  [izl Provision | o Download Profile...
*software Library Setup & Done [Profile name [pescription

Operaters Create/Grant Sainath Database Reference Frofile 11.2.0.1 Linux &... This is a reference profile built by the Sainath Database Team from havipori. sainath.com|
Credentisls Setup Profile for Single Instance on File System Thig is a reference profile created for provisioning database on file system
Netifications Setup Profile for Real Application Clusters on ASM This is a reference profile created for provisioning rac database on ASM
Profile for Real Application Clusters on File System This is a reference profile created for provisioning rac database on file system
| Target Host Setup Frofile for Single Instance on ASM This is a reference profile created for provisioning database on ASM
= Add Host

s Privilege Delegation P |

~| Current Status

« Procedure Activity Deployment Procedures

~| Related Links | [ Launch | M A Edit §_ Edit Permissions 3¢ Delete
4| [Procedure Mame

Incident Manager

: Self Update Provision Oracle Database Client

.

« My Oracle Support Credentials Provision Orade Database

= Mote 737932, 1 Upgrade Oracle Database

= Deploy single instance database Delete/Scale down Oracle Real Application Clusters
ve.2

Extend/Scale up Oracle Real Application Clusters
Provision Oracle RAC Database

| Getting Started Provision Oracle Clusterware / RAC for UNIX and RDEMS versions 10g/11g
- Provision Oracle Clusterware [ RAC for Windows and RDEMS versions 109,119
= SENEEEEED _| Create Oracle Database

On the Create Like Procedure page, rename the new procedure as Sainath
Customized Procedure For Provisioning of Oracle Database on the
General Information tab, as shown in the following screenshot:

ORACLE Enterprise Manager Cloud Control 12¢

@ Enterprise v (@) Targets v o Favorites » (@ History «

Provisioning

Create Like Procedure
Create Like Procedure

General Information Procedure Variables Procedure Sheps{b

* Name |Sainath Customized Procedure For Provisioning of Orade Database

Description

Thig procedure provisions the Oracle Grid Infrastructure for Standalone Server and Orade Single
Instance Database on the selected hosts, This is a customized procedure created for the Sainath
Company.

Environment Variables

or componant and direct

& step types in Perl format (8000 characters or less). Example:
us 'ABC), then the fo

wiing line should be added =k 1 SENV my_var} = "ABCT:

nt to set mny_

Procedure Utilities Staging Path | %eemd_emstagedir %

Enter the target's complets path to place binariss when running this procedurs (=.g., [tmpforacke).
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Move to the Procedure Steps tab, this shows the actual sequence of steps as executed
by the deployment procedure. You can delete, insert, and edit any step, or you can
enable or disable the step. You can also change Error Handling Mode to either Stop
On Error, Continue On Error, or Skip Target. In the following screenshot, one of the
steps has been successfully edited to Continue On Error:

Provisioning

Create Like Procedure > Create

Edit Successful
Changes to Update Oracle Home Instalation Time are saved successfully,

Create Like Procedure

Save | Saveanddose

General Information ~ Procedure Variables ~ Procedure Steps

Enable ‘ Disable | Delete ‘ Insert| Edit Step ‘

Select Al | SelectNone | Expand All | Colzpse A1
Selct [ Name |Tipe | Desarpton [t Handing Mece |

This procedure provisions the Orade Grid Infrastructure for Standalone Server and Oracle Single Instance l—js T

7 v Sainath Customized rocedure For Prosioring of Orade Database Database on the selected hosts, This is a customized procedure created for the Sainath Company,

7] Initialize Deployment Pracedure Computational Initalizes the current Deployment Procedure execution. This step cannot be ignored or skipped, Inherit (Stop On Error) [+
Execute Prerequisites and Fixups Inherit (Stop On Errar) =

Il d :;;:;Edure hert )

a The deplayment procedure instance has performed the prerequisite checks and is currently paused for you to

0 Peuse after prerecuisite che Manua examing the results and proceed, Review the prerequisite restlts and then proceed with the deployment. Inheri (Step OnErrer) v
W Transfer Common Perl Module Paralle Inherit (Stop On Error)

| for | Modul el herit (Stop )
8] e s Component I;::i:g fﬁ ?:;\1 ;ndouctlle from Software Library to each destination host. All procedure steps that invoke perl wil Trhert (Stop OnEre)
0 'V Deploy and Confiqure Orade Grid Infrastructure Parallel Inherit (Stop On Error) v
8] Undate Raw Disks Permissions Directive g’u‘ala;gezsﬂjs ‘germ\ssmns on the raw devices specified by the user for ASM configuration (***requires root |Inherit Gtop onEra) J

- ; ; Copies the Grid Infrastructure archive from the refierence host to the destination hosts that require Grid :

] Copy Grid Infrastructure Archive File Transfer Inf?astlu:ture Orade home for provisring. 4 Inherit (Stop On Error) v
O Setup Grid Infrastruchure Stage Area Component  Sets up the staging area for a Grid Infrastructure installation fram the shiphome, Inherit (Stop On Error) v
a] Eiccill e el ot 5 Directive F[!‘u:;f;‘ilrp;:\ros::\ll::;‘r;;z:ic‘?pts as part of system preparation, This step is run for specific platforms ke ALX Ston On e ;
] Installiclone Orade Grid Infrastructure Directive Lays down Oracle Grid Infrastructure software bits, Inherit (Stop On Error) v

Inherit (Stop On Error) +.

¥ Update Orade Home Installation Time Component  Updates Oracle home installation time with current time stamp, Continue On Error v
O * [inhert (stop On Erer) »

. . - Runs the deanup checks on the raw devices specified by the user for ASM configuration, Any fallure in this st
Verfy Raw Devicss Checks Directive indicates that the specified raw devices are not clean.
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Customization

This helps you to customize any deployment procedure as per your company's
requirements. As a result, deployment procedures become a very powerful tool.

For example, you can add a step to send an e-mail notification in Unix before the
actual provisioning starts, or call a procedure to insert information into another
database in the company. Any company-specific procedure can be incorporated in
this manner in the existing deployment procedures (customized), or a totally new
deployment procedure can be created from scratch.

The latter is known as a User Defined Deployment Procedure (UDDP). You can
define new and complex in-house deployment procedures of your own in this
manner for automating custom software deployments. UDDPs can be created
by selecting Create New by going to Enterprise | Provisioning and Patching |
Procedure Library.

The UDDP can use any entity that has been uploaded to the Software Library,
such as scripts or other components. Steps can be added that directly execute host
commands or call other scripts, perform file transfer, and so on. For getting user
inputs when the UDDP is executed, you can add global variables to the UDDP.

On the Database Provisioning page, we can now see our new Sainath Customized
Procedure For Provisioning of Oracle Database deployment procedure. However,
so far it only has a copy of the steps from the out-of-the-box deployment procedure
that provisions a single database. There are no locked-down steps. If SYSMAN or the
Provisioning Designer grants access to this procedure to a Provisioning Operator,
the latter will be able to run the procedure with absolutely any input of his

own choice.
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Lock down

To prevent this scenario, we need to lock down the procedure, which we can now
do by using the Launch button as shown in the following screenshot:

Database Provisioning
~| Setup
Logged in as Designer

Operators Create/Grant
Credentials Setup
Motifications Setup

~| Target Host Setup

« Add Host
» Privilege Delegation

~| Current Status

« Procedure Activity

~| Getting Started
[#e] Key Concepts ;‘

« Designer vs Operator

Profiles
Create... 3§ Delete [iz] Provision | o Download Profie...

*Software Library Setup & Done | _ ‘Proﬁla Name |Descnphon

Sainath Database Reference Profile 11,2,0,1Linux 6., This is & reference profile buit by the Sainath Database Team from havipori.sainath, com|
Profile for Single Instance on File System This is a reference profile created for provisioning database on file system

Profile for Real Application Clusters on ASM This is & reference profile created for provisioning rac database on ASM

Profile for Real Application Clusters on File System This is & reference profile created for provisioning rac database on file system

Profile for Single Instance on ASM This is a reference profile created for provisioning database on ASM

4

Deployment Procedures

v| Related Links M%‘ Create Like.., P Edit i Edit Permissions 3§ Delete
q ‘Procedure Mafne
. I”“}d“é Manager Sainath Customized Procedure For Provisioning of Oracle Database
ga=s,Opca e 7 Provision Oracle Database Client
« My Cracle Support Credentials
« Note 737939,1 Provision Oracle Database
« Deploy single instance database Ungrade Orade Database
v9.2

Delete/Scale down Oracle Real Application Clusters

Extend/Scale up Oracle Real Application Clusters

Provision Oracle RAC Database

Provision Oracle Clusterware / RAC for UNIX and RDBMS versions 10g/11g
Pravision Oracle Clusterware [ RAC for Windows and RDEMS versions 10g/11g
Create Oracle Database

The procedure launches. Note that the aim is not to actually run the procedure,
but lock it down and save it.

First, you choose the correct provisioning profile to be used. In our case it is Sainath
Database Reference Profile 11.2.0.1 Linux 64 - bit. We also select the software to
deploy and configure, as shown in the following screenshot:
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= = =
L]

= = U
Select Hosts Configure Custom properties Schedule Review

Sainath Customized Procedure For Provisioning of Oracle Database : Select Hosts
Select provisioning profile

Save | Back| Step 1of § Next

Praovisioning profiles allows you to record inputs and use them later while performing deployments using standard values, Selecting a profile at this stage allows you to pre-populate
€ Do not use a Provisioning Profile
¥ Select a Provisioning Profile

Mame |Descripﬁon

‘Sainath Database Reference Profie 11,2.0. 1 Linux 64 -bit  This is a reference profile bult by the Sainath Database Team from havipori.sainath,com using the ord database,
Profile for Single Instance on File System This is a reference profile created for provisioning database on file system
Profile for Single Instance on ASM This is a reference profile created for provisioning database on ASM

Select tasks to perform %
Specify the tasks to perform as gart of the provisioning process,

Deploy software

r Deplay Grid Infrastructure for standalone server
¥ Deploy Database software

Configure software
I Configure Grid Infrastructure
¥ Create a new database

Select destination hosts

View » ‘ dp Add € Delete... ) Refresh Hosts ‘

|‘rargei Name |Last Collection |Host Name

Operating System
havipori,sainath, com

Enterprise Linux Server release 5,5 (Carthage)

havipori sainath, com

As we want only the database home, without the grid infrastructure home (there
is no ASM or Clusterware to be used), de-select the grid Infrastructure checkboxes.
Then, lock down these inputs by clicking on the lock icon. This prevents the
Provisioning Operator from changing the inputs.

Finally, on this page, select the actual Target host, but note that the Provisioning
Operator will be able to select a new host when he/she runs the procedure.
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Configuration details

The next page shows four sections where the configuration details are provided for
the provisioning task, as shown in the following screenshot:

LC)F?ACI_E Enterprise Manager Cloud Control 12¢

R [ =

] Fa
Select Hosts SelectHosts Configure Custom properties Schedule  Review Select Hosts
Sainath Customized Procedure For Provisioning of Oracle Database : Configure
Configure

Use the following sections to provide configuration details for the various tasks that will be performed as part of this provisioning operation.

Task No. Task Status |
1 Setup hosts E
2 Dieploy software E - ~
- [Task is yet to be configured with values)
3 :
4 .

As we see, all the tasks are yet to be configured with values. Click on the first task,
Setup hosts.

This page is used to specify the OS credentials required for the host. We have
selected the named credentials that we had created previously and we have locked
the input so that only these credentials can be used:

Configure

% [ | Fa
Select Hosts > Configure Specify 05 users Specfy OS5 groups Select Hosts > Configure
Provision Oracle Database : Specify 0OS users

Save | Back Step 1of2 Next

A
Operating system users @j
Spedfy the operating system ust=$ required to provision the software,

If you choose Preferred Credentials, the job will use your preferred credentials for each target at the time job runs, and therefore requires credentials for all targets to be set,
type.The normal credentials are the host operating system credentials used to install the software, The privieged credentials are the host operating system credentials used tol
" Use Preferred Credentials (% Qverride Preferred Credentials

Oracle Home User |Normal user Privileged user J

COracle Database [NC_HAVIPORI_ORACLE(SYSMAN) | [NC_HAVIPORT_ROGT(SYSMAN) |
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As these are named credentials, they must be granted to the appropriate user who is
going to run this procedure, as we will see later.

Move to the next page:

Configure

Y f— #

Select Hosts > Configure Specify OS5 users  Specify 05 groups Select Hosts > Configure

Provision Oracle Database : Specify OS groups save | Back|Step2of2 Mext| Cancel
. il

Operating system groups i

Specify the operating system groups required to provision the software, Local groups will be automatically created if they do not exist on the system,
create groups, you may choose to only perform prerequisite checks as part of the provisioning procedure,

-Group label |OS Group name
Inventory Group (OINSTALL) oinstall
Database Administrator (OSDBA) oracle
Database Operator (OSOPER) oracle

Here, we specify the OS groups to be used for the inventory, database administrator,
and database operator. This is also locked down so that all future provisioning of
databases will use these OS groups.

This completes the first task, Setup hosts. You are back to the list of four tasks:

LOI?ACI_E' Enterprise Manager Cloud Cantrol 12¢

T ], . ) ) 1] E
Select Hosts Select Hosts  Configure Custom properties  Schedule  Review  Select Hosts

Sainath Customized Procedure For Provisioning of Oracle Database : Configure

Configure
Use the following sections to provide configuration details for the various tasks that will be performed as part of this provisioning operation.

Task No. | Task | Status
1 Setup hosts @
2 Deiof software
3 Cres, /databaszes
4 Compliance Standards
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Click on Deploy software, which is the second task. This lets you specify how the
database software will be deployed, as shown in the following screenshot:

Configure
" [ ] 5
Configure Select software locations Configure
Provision Oracle Database : Select software locations
Select software source and specify destination settings for all hosts

Source (3]
Select the software library location from where the Orade Grid Infrastructure and/or Oracle Database software must be provisioned.

* Oracle Database  Database Provisioning Profiles/11.2.0. 1. 0/linux_x64/Sainath Database Gold Image 11.2.0.1 Q

Destination
Specify the locations to deploy Oracle Grid Infrastructure and the Orace Database Software.
* Cracle Base for Database fudiforade /db .'ﬁ]
* Database Oracle home Jfud1joracle fdb/product/11.2,0/dbhome_1 o)

Additional Parameters

* Working Directory ftmp

Ta
Ta

Installer Parameters

First you specify the source of the database software you are deploying. In this case,
because you have selected the profile at the start, the Sainath Database Gold Image
11.2.0.1 field appears as the default. This is now locked down, so no other image can
be used.

Next you specify the Oracle Base for Database and Database Oracle home
locations for the database. You can lock down your Oracle base, but leave the
Oracle home unlocked so that a different home can be selected at run time by
the Provisioning Operator.

Both the Working Directory (/tmp) and the Installer Parameters are left unlocked.
Move to the next screen:

ORACLE Enterprise Manager Cloud Control 12¢

Select Hosts  Configure Custom properties
Sainath Customized Procedure For Provisioning of Oracle Database : Configure

Configure

Use the following sections to provide configuration details for the various tasks that will be performed as part of this provisioning operation,)

Task Mo. | Task | Status
1 Setup hosts @
2 Deploy software @
3 Create datsbase
4 b
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In the list of tasks, click on Create Database, which will allow you to specify
configuration parameters for the database being deployed:

——— =

Database Template Identification and Placement Storage Locations Initialization Parameters  Additional Configuration Options  Review
Create Database : Database Template Save| Back | Step 1of6 Mext| Cancel
Specify Template i@

Database template contains database configuration and structural information, 'Structure and Data' templates are useful to deploy pre-created databases with seeded data across the enterprise
as database block size, datafiles, tablespace attributes, and database options when creating the database.

@ Select Template From Software Library
Template | Sainath Database Template for orcl q

Temporary Storage Location on Maraged Host(s) | /tmp/

& Select Template From Oracle Home

Template | Includes Data
General Purpose or Transaction Processing @
Custom Database

Data Warehouse @

Show Temglaﬁ Details

The first step in the Create Database task is to specify the database template to
be used.

As we had selected a database profile at the start, this page has prefilled the value
appropriately as Sainath Database Template for orcl from the Software Library.
Alternatively, it is possible to select one of the standard Oracle database templates
such as General Purpose or Transaction Processing, and Data Warehousing.

The template is locked down so it cannot be changed at runtime. To see the actual
settings in the template, click on the Show Template Details link. After this, move
to the next step:

[ = O ] = ]
Database Template Identification and Placement Storage Locations Initialization Parameters  Additional Configuration Options — Review
Create Database : Identification and Placement Save| Back|Step 20f6 %
Identification ‘T

Specify Global Database Mame and System Identifier (SID) for the new database. A database is uniquely identified by a Global Database MName, typical of the form “name.domain”, A database|

Global Database Name | prod.sainath.com

SID |pred

Database Credentials rlg.!
Specify passwords for the following administrative accounts in the new database,

@ Use different administrative passwords

User Name Password Confirm Password
SYS seannn senene
SYSTEM sasans sassns
DESNMP sessns ssssss

€ Use the same administrative password for all accounts

Password Confirm Password
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At this point you can specify the intended Global Database Name and the SID
fields for the new database. These are not locked down, so the operator can choose
a different name if it is required.

Database Credentials can also be specified, and it is decided to lock them down.
Move to the next step:

Databasle_‘ll'emplate Identification and Placement Storage Locations Initislization Parameters Additional Configuration Options — Review
Create Database : Storage Locations
Specify storage type and file locations. You can parameterize file locations using variables. View Variables
Storage Type B
& File System
€ Automatic Storage Management (ASM)

Database Files Location ﬁ
Specify the location where datafiles, tempfiles, redo log files, and control files will be created.

€ Use Database File Locations From Template
¥ LUse Common Location For Database Files

Location |fud1joracle/dbjoradata &,
= Use Orade Managed Files (OMF)

Multiplex Redo Logs and Control Files

Recovery Files Location i&i
By default the the storage type of recovery files location is same as database files location (File System). You can choose to specify a different storage type (ASM).

¥ Use same storage type as database files location

¥ Use Fast Recovery Area
Specify the location where recovery related files (archived redo logs, RMAN backups, and other related files) will be created.
Recovery Area Location | fudiforacle/db/flash_recovery_area &
Fast Recovery Area Size (ME) 4096 |5
¥ Enable Archiving

Specify Archive Log Locations

On this page, you locked down the Storage Type field as File system, as it has been
decided in this particular company that Automatic Storage Management (ASM) is
not to be used as the storage type for any new databases.

Specify /u01/oracle/db/oradata as the common location for the database file's
location in the Location textbox, and this is also locked down. You could also use
the database file's location from the database template at this stage.
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As Recovery Files Location, you decide to use the same storage type as the database
files, namely File System. You also specify a fast Recovery Area Location file, and
set Fast Recovery Area Size (MB) as 4096 (the starting size).

Archiving is enabled for the new database, and all this is locked down. Click on the
Next button to arrive at the following step:

Database_TemnIate Identification and Placement St'oragerocations Initialization Parameters Additional Conﬁ_guration Options  Review
Create Database : Initialization Parameters
Memory Parameters

Memory Management :Automatic Memory Management LI

I™ specify Memory Settings as Percentage of Available Memary
Total Memory for Oracle (MB) | 418 |5

Database Sizing Iﬁ
Specify block size and processes parameters,

Block Size (Bytes) (8192 LI

Processes | 350 |5

Host CPU count %
Specify the cpu count to be used by Cracle database. If cpu count is 0 (the default setting) then database continuously maonitors the number of CRUs

Host CPU count | (=]

Character Sets &
I

Database Character Set |AL32UTFS - Unicode UTF-8 Universal character set (Unicode) LI
Setting character set to Unicode allows you to store information from multiple languages
Mational Character Set :.-'-\lem F16 - Unicode UTF-16 Universal Character Set il

i
~|Database Connection Mode 'fﬁ-[:%
Select the mode in which you want your database to operate by default,

& Dedicated Server Mode
€ Shared Server Mode

Shared Servers | 1

ulld

Initialization Parameters are now specified. You can decide whether to use the
new Automatic Memory Management or the old Automatic Shared Memory
Management option.
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The total memory to be used, the block size, Host CPU count, the database's
Character Sets, and Database Connection Mode can all be specified. All are
locked down except the Host CPU count. Proceed to the next step:

[ { ) &
Database Template Identification and Placement Storage Locations Initialization Parameters Additional Configuration Options Review
Create Database : Additional Configuration Options

Listener Configuration IB
No listeners are available to register the database. Specify Listener Mame and Port to create a new listener in the database home and register the database with it.

|L\stener Mame Port Listener Status
SAINATH_LISTENER 1522 nfa
Database Features

Select the companents you want to configure for use in your database, Components which appear disabled are either not installed or depend on companents which are not selected.

W oradle Multimedia
v Qracle VM r Oracle Application Express
W oracexmLpe [ Oracle oLAP
¥ Oracle Text I~ oracle Warehouse Builder
[} Qracle Spatial r Sample Schema

I oracle Label Security

Custom Scripts iﬁ][%

Specify a custom SQL script to be executed after the database creation, Optionally, you may select the components from Software Library that contain the custom scripts,
I select from Software Library

Reset

In this final step of Advanced Configuration Options, you specify the listener
that the database is to be registered with, or a new listener that is to be created.
It is decided to name all new listeners in the company as SAINATH_LISTENER
and use the port 1522. These are locked down.

You can also specify the database features to be configured. Note that some of these
features require the appropriate database option to be licensed, such as Oracle
Spatial, Oracle OLAP, or Oracle Label Security.

Allowing Custom Scripts (SQL scripts) to be executed after the database creation is
also locked down so that custom scripts cannot be run. Move to the Review page:
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Create Database : Review
General

Database_ Template Identiﬁ:ation_and Placement Stnrage:ocations Initializatinn_ Parameters Additional Con _guration Options  Review

%Msmpsom%

Database Configuration Type
Storage Type

Template

Memory Management

Enable Archiving

Single Instance Database

File System

Jtmp//Database_orcl_Template 1328113377963, dbt
Automatic Memory Management

Yes

Hosts

|Hostname |Orade Home ‘Orade Base

|Hust Credentals

havipori.sainath,com

Identification and Placement

Global Database Mame prod.sainath.com
Database Name prod

Jul1joraclefdb/product/11,2,0/dbhome... fud1foracle/db

NC_HAVIPORI_ORACLE

Initialization Parameters

Total Memory for Oracle (MB) 418
Block Size (Bytes) 8192

SID prod Processes 350
Database Character Set AL32UTFS - Unicode UTF-8 Universal character set
Mational Character Set  AL16UTF16 - Unicode UTF-16 Universal Character Set
Storage Locations Database Features
Location Use Database File Locations From Template
Recovery Files Location fud1joracle/db/flash_recovery_area Oracle Multimedia
COracle JVM Corace Application Express
oracle xMLDB [ oracle oLaP
Oracle Text [ oracle Warehouse Buider

D Oracle Spatial D Sample Schema

After checking that all the details on the Review page are correct, click on
the Next button. This takes you back to the list of four tasks as shown in the
following screenshot:

ORACLE Enterprise Manager Cloud Contral 12¢

_—g—|_l

Select Hosts  Configure Custom properties  Schedu

Sainath Customized Procedure For Provisioning of Oracle Database : Configure

Configure
Use the following sections to provide configuration details for the various tasks that will be performed as part of this provisioning operation.

Compliance Stangﬁrds

Task No. Task Status
1 Setup hosts @
2 Deploy software @
3 Create databases @
4 &

[165]



Ease the Chaos with Automated Provisioning

Compliance standards

Now click on the Compliance Standards task. You will be able to select the
compliance standards that will be applied to the new database:

Configure
o5 [ ] i
Configure Configuration Standards Target Association Configure
Provision Oracle Database : Configuration Standards Target Assodation
Configuration Standards Target Association Compliance Standard to be associated with the database
Associate a Compliance Standard with the database(s) that will be created as part of this procedy’  created as part of deployment

Compliance Standard |Mone ﬂ

Patchable Configuration For Oracle Database

Storage Best Practices for Oracle Database

High Security Configuration For Orade Cluster Database Instance

Configuration Best Practices for Oracle Database

Sainath Best Practices for Oracle Database %
High Security Configuration For Orade Database

Basic Security Configuration For Orade Cluster Database Instance

You can select any of the presupplied or customized compliance standards for the
database. For example, you can choose to have Basic Security Configuration For
Oracle Database associated with the new database, or the customized Sainath Best
Practices Compliance Standard.

This shows the close integration of the configuration management/compliance
capabilities with the provisioning capabilities of the DBLM Pack in Enterprise
Manager.

Move to the next page:
ORACLE Enterprise Manager Cloud Control 12¢ Hep » O
[ ] {2
SelectHosts Configure Custom properties Schedule  Review
Sainath Customized Procedure For Provisioning of Oracle Database : Schedule %ﬂ Back| Step 4of 5 Next| Cancel
Deployment Instance Details |Save to Configured Deployment Procedure

* Deployment Instance |Sainath Locked Down Customized Procedure for DB Provisioning

Schedule
start €9 Immediately € Later [y (UTC-05:00) US Eastern Time
Notification
Status for Notification ™ Scheduled
r Running
[} Action Required
¥ suspended
¥ succeeded
IV Froblems

Prerequisite only mode

™ Pause the procedure to allow me to analyze results after performing prerequisite checks
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At this point, on the Schedule page, you can name the locked down procedure.
The schedule can be ignored at this stage. We have used the name sainath Locked
Down Customized Procedure for DB Provisioning.

Click on the Save button, which will save all your inputs and lock-downs into
a configured deployment procedure.

The locked-down procedure now appears in the list of deployment procedures
on the Database Provisioning page. This is shown in the following screenshot:

Database Provisioning
| Setup

Loggedinas Designer
*Software Library Setup &% Done
Operators  Create/Grant
Credentials Setup
Motifications Setup

~| Target Host Setup

« Add Host
« Privilege Delegation

/| Current Status

» Procedure Activity

~| Related Links

« Incident Manager

» Self Update

« My Orade Support Credentials

+ Note 737939.1

« Deploy single instance database
v9.2

~| Getting Started

Q Key Concepts ]

« Designer vs Operator

« Provisioning Profiles

+ Database Gold Images
« Procedures Privieges

Profiles

Create... $§ Delete [ia] Provision b Dowinlaad Profile. .

I ﬁroﬁ\e Name

‘Descrlpuon

Sainath Database Reference Profile 11,2.0,1 Linux &4 -bit
Profile for Single Instarce on File System

Profile for Real Application Clusters on ASM

Profile for Real Application Clusters on File System

Profile for Single Instance on ASM

This is & reference profile built by the Sainath Database Team from havipori,sainath,com

This is a reference profile created for provisioning database on file system
This is a reference profile created for provisioning rac database on ASM

This is a reference profile created for provisioning rac database on file system
This is a reference profile created for provisioning database on ASM

Deployment Procedures
[ Launch % Create Like... 7 Edit

:! ‘F‘rocedure Name

Owiner
Sainath Customized Procedure For Provisioning of Oracle Database SYSMAN
Provision Oracle Database Client CRACLE
Provision Oracle Database CRACLE
Upgrade Oracle Database ORACLE
Delete /Scale down Oracle Real Application Clusters ORACLE
Extend/Scale up Cracle Real Application Clusters ORACLE
Provision Oracle RAC Database CRACLE
Provision Oracle Clusterware / RAC for UNIX and RDBMS versions 10g/11g ORACLE
Provision Oracle Clusterware / RAC for Windows and RDBMS versions 10g/11g ORACLE
Create Oracle Database ORACLE
i E Sainath Locked Down Customized Procedure for DB Provisioning SYSMAN
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Granting permissions to the Provisioning
Operator

The next step is to grant permissions on this procedure to the Provisioning Operator.
This can be done on the same page using the Edit Permissions button.

However, before this is done, you need to first create the Provisioning Operator. This
is done by going to Setup | Security | Administrators on the Enterprise Manager
Cloud Control 12c menu, and then clicking on the Create button. The details for the
new administrator are entered as follows:

ORACLE Enterprise Manager Cloud Control 12c

Properties Roles Target Privileges Resource Privileges Review

Create Administrator: Properties

*Name [Sainath_Operator
¥ Password |(eessssss

* Confirm Password (eessssss

Password Profie [ DEFAULT = VW | Manage Profiles
You can create additional password profile using database admin pages
[ Prevent password change
‘When checked, administrator is not allowed to change his/her cwn password.
Il Expire password now
‘When selected, administrator account will be created with expired state, On nest
kegin, administrator will be forced to change password.

E-mail Address

Specify one or more e-mail addresses separated by a comma or space. If you are
entering these for the first time, they will be used to create 2 default 2457 netificztion
schedule for this Administrator,

Description [sainath_Operator is an Operator Administrator who will mainly be doing
the work of a Provisioning Operator for the Sainath. com Company.
Typically this is a Junior DBA role.|

[ Super Administrator
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We are creating SAINATH_OPERATOR as a new Enterprise Manager administrator who
will mainly be doing the work of a Provisioning Operator for the Sainath company.
Typically, this is a Junior DBA role. Move to the next page to assign the roles to the

new administrator.

Properties Roles

Available Roles

Target Privileges

EM ALL ADMINISTRATOR

| &

EM ALL DESIGNER
EM_ALL_OPERATOR
EM_ALL_VIEWER
EM_CBA_ADMIN
EM_CLOUD_ADMINISTRATOR
EM_COMPLIANCE_DESIGNER
EM_COMPLIANCE_OFFICER
EM_CPA_ADMIN
EM_HOST_DISCOVERY_OPERATOR
EM_INFRASTRUCTURE_ADMIN
EM_PATCH_ADMINISTRATOR
EM_PATCH_DESIGNER
EM_PATCH_OPERATOR
EM_PLUGIN_AGENT_ADMIN
EM_PLUGIN_OMS_ADMIN
EM_PLUGIN_USER
EM_PROVISIONING_DESIGNER
EM_SSA_ADMINISTRATOR
EM_SSA_USER

fd

Resource Privileges Review

Create Administrator Sainath_Operator: Roles

>
Mo_ve
]
Mave Al
.j_s')'
Remove
i<
Remave Al

Cancel | Back | Step 20f 5 NeEt

Roles are sets of permissions that can be applied to individual Administrators, Granting Roles is a convenient way to grant multiple privileges to this administrator,

Selected Roles
EM_USER
PUBLIC
EM PROVISIONING OPERATOR

Select the role EM_PROVISIONING_OPERATOR from the left-hand side
pane of available roles and move it to the right-hand side pane. This is the
most important role for a Provisioning Operator. After this, you can complete

creating the administrator.
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Once SAINATH OPERATOR has been created, this Provisioning Operator can be
assigned the rights to the locked-down deployment procedure. This is done either
by the steps described previously (the Edit Permissions button on the Database
Provisioning page) or by going to Enterprise | Provisioning and Patching |
Procedure Library.

Provisioning

Deployment Procedure Manager
Procedure Library ~ Procedure Activity  Recycle Bin

Procedures are best practices provided by Oracle for various Provisioning and Patching tasks, Procedures created by Oracle cannot be edited, but can be extended using 'Create Like', so that youl

Search Text Fields | Advanced Search
v I Go Edit Pracedure Definition. .. | Create Like | Launch |
Select | Procedure Type Parent Wersion |Last Updated Description
Sainath Locked Down Datab Sainath Customized
(% Customized Procedure for DB Pa owe Procedure For Provisioning Feb 4, 2012 3:44:27 PMUTC  Sainath Locked Down Customized Procedure for DB Provisioning
TRViEeng f Oracle Database
Provisioning ——

Sainath Customized Procedure

- Database This procedure provisions the Oracle Grid Infrastructure for Stand
€ EorProvsoning of Or Provisioning Hone 10 LD 2hteTtiny P selected hosts, This is a customized procedure created for the Sai
Database

Select Sainath Locked Down Customized Procedure for DB Provisioning from the
list. Then choose Edit Permissions... from the drop-down list and click on the Go
button. This brings up the edit permissions page:

ORACLE Enterprise Manager Cloud Control 12¢

#§ Enterprise v (@) Targets v ofp Favorites » (@ History -

Provisioning
Edit Permissions: "Sainath Locked Down Customized Procedure for DB Provisioning'
[eoee ] o]

Cwrer  SYSMAN

Remave Add
I

Select Al I Select Mone

Select | Name> Type Description | Manage Target Priviege Grants
[T SAINATH_OPERATOR Administrator View 'l
Full
Manage
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You can now add Enterprise Manager administrators to the list on the screen, and
grant either Full, Manage, or View privileges on the procedure. In this case, the
Provisioning Operator just needs to run the procedure and will not change it,

so we have granted the View privilege.

In this way, you can grant the View privilege on the locked-down procedure to one
or more Provisioning Operators who will be doing the actual provisioning. Click
on the OK button to continue.

However, before SAINATH_OPERATOR can actually run the deployment
procedure, there is one more thing that needs to be done. The Provisioning
Operator needs to be granted appropriate privileges on the named credentials
used in this procedure, otherwise these named credentials will not be visible to
the Provisioning Operator.

To do this, go to Setup | Security | Named Credentials on the Enterprise Manager
menu. This displays the Named Credentials page:

Security

Named Credentials

Following are the list of named credentials you can access, This list include credentials created by you, and credentials for which explicit grant is given to you,
Maximum 2000 credentials will be shown, You can use search options to find appropriate credential,

view v | [Wcreate 7 Edt |[f6l Manage Access | 3¢ Delete 9 Test &g view References |
. k Credential & [Authenticating . .
Credential Name rant/Revoke prviege )| owner Target Type Credential Type Target Mame Target Username

MC_EMREPOS, _2011-11-30-030356 SYSMAN Database Instance Database Credentials  emrepos.sainath, com sYs
. NC_HAVIPORI_ORACLE SYSMAN Host Host Credentials oracle
MC_HAVIPORI_ROOT SYSMAN Host Host Credentials root
MC_HOST_CRACLE SYSMAN Host Host Credentials oracle
NC_HOST_ROOT SYSMAN Host Host Credentials root
NC_ORACLE SYSMAN Host Host Credentials havipori,sainath.com oracle
MNC_ROOT SYSMAN Hast Host Credentials havipari, sainath.com root
N<C| ROOT2 SYSMAN Host Host Credentials havipori.cainath.com:3872  root

Columns Hidden 3

Credential Details : NC_HAVIPORI_ORACLE

Properties Access Details Recent Activities

Credential Name NC_HAVIPORI_ORACLE
Credential Owner  SYSMAN
Authenticating Target Type Host
Credential Type Host Credentials
Credential Scope  Glabal
UserName orade
Password ==s===

References 2 (Jobs)
Credential Description
Last Modified Date Feb 1, 2012 07:59:28 AM EST
Last Modified By SYSMAN
Credential Created Date  Feb 1, 2012 07:59:28 AMEST
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Select the named credential that was used in the locked-down procedure. This was
NC_HAVIPORI_ORACLE and NC_HAVIPORI_ROOT. Select the credentials one
by one, and click on the Manage Access button to grant or revoke privileges on that
named credential:

Security

Mamed Cradentials > Manage Access
Manage Access : NC_HAVIPORI_ORACLE
Credential Owner  SYSMAN  Change

Click on 'Add Grant' to add users, Click on 'Remove Grant' to remave grants to users, Click on 'Change Privilege' to edit privilege for user(s).
view » | o AddGrant 3§ Revoke Grant  # Change Privilege

-_ |Grantee |Privileoe
[T sAINATH_OPERATOR View

Use the Add Grant button to add the View privilege to SAINATH_OPERATOR.
Multiple administrators can be added to the list. Click on the Save button to exit.

Running EM as the Provisioning Operator

At this point, log out of Enterprise Manager Cloud Control 12¢ as the Provisioning
Designer (sysMaN) and log in again as SAINATH_OPERATOR. Move to the Database
Provisioning page by navigating to Enterprise | Provisioning and Patching |
Database Provisioning:

Database Provisioning

~| Setup Profiles
Logged inas Operator | j Create...  § Delete [iz] Provision o Downlozd Profile...
=Software Library Setup % Done |Prnﬁle Mame |Descriptinn
Operators CreatefGrant | Sainath Database Reference Profile 11.... This is a reference profile built by the Sainath Database Team from havipori,sainath.com
Credentials Setup Profile for Single Instance on File System  This is a reference profile created for provisioning database on file system
Notifications Setup Profile for Real Application Clusters on...  This is a reference profile created for provisioning rac database on ASM
Profile for Real Application Clusters on...  This is a reference profile created for provisioning rac database on file system
Profile for Single Instance on ASM This is a reference profile created for provisioning database on ASM

~| Target Host Setup

+ Add Host
 Privilege Delegation

~| Current Status

« Procedure Activity Deployment Procedures
~| Related Links Launch[\,| [ % Createlke.. 7Edt [}, EditPermissions 3§ Delete
1 |Procedure Name
Incident Manager
Self Update D Sainath Locked Down Customized Procedure for DB Provisioning

My Oracle Support Credentials
Mote 737939.1

Deploy single instance database
v9.2
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As you are logged in as SAINATH_OPERATOR, the upper-left corner of the page clearly
shows your status as Operator.

You can see all the profiles under the Profiles section, but the Deployment
Procedures section shows only the Sainath Locked Down Customized Procedure
for DB Provisioning procedure, to which you have been granted access.

Select the procedure and click on the Launch button. This starts the provisioning
process (usually done by the Provisioning Operator):

=)
Select Hosts Configure Cu:

Sainath Customized Procedure For Provisioning of Oracle Database: Sainath Locked Down Customized Procedure for DB Provisioning : Select Hosts Back| step 1of 5 L“‘%
Select tasks to perform (4

hadils  Revie

Specify the tasks to perform as part of the provisioning process.
Deploy software

& Deploy Grid Infrastructure for standalone server
7 Deploy Database software

Configure software
I Confiqure Grid Infrastructure
¥ Create anew database
Select destination hosts
Veww | dpadd §Q Delete.,, () Refresh Hosts

|Target Name |Last Collection Hast Name Operating System
havipori.sainath.com havipori.sainath, com Enterprise Linux Server release 5.5 (Carthage)

In the screens that now appear, we can note that the sections that were locked

down by the Provisioning Designer appear grayed out, and it is not possible for

the Provisioning Operator to change those sections. For example, in the preceding
screenshot, the Provisioning Operator is forced to deploy only the database software
and configure it, not the grid infrastructure software.

The Provisioning Operator is allowed to select the actual host on which the database
software is to be deployed. In this case, as there is only one host on our virtual
machine, we select the same host, that is havipori.sainath.com.
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In this way, most of the pages in the procedure are unchangeable since they are
locked down. Some pages allow input, as shown in the following screenshot:

Configure
) (] Fa
Configure Select software locations Configure
Provision Oracle Database : Select software locations Back | Step 10f 1 M
Select software source and specify destination settings for all hosts
Source (4
Select the software lbrary location from where the Oracle Grid Infrastructure and/for Oracle Database software must be provisioned.
*QOracle Database  Database Provisioning Profiles/11,2.0, 1.0/linux_x64/Sainath Database Gold Image 11.2.0.1 Q.

Destination Specify a Oracle Home Location for Oracle Database. You can
Specify the locations to deploy Oracle Grid Infrastructure and the Oracle Database Software, also use the %ORACLE_PASE% to specify  location inside the

(== n Oracle Base Location e.g., %
*Oracle Base for Database | /uD1foracle/db  ORACLE_BASE%/app/11.2.0/dbhome 1

*Database Oracle home | fud1foracle/db/product/11.2.0/dbhome_2 T

Additional Parameters

*Working Directory | ftmp/ Ta

Installer Parameters | Ta

On this page, the Provisioning Operator has changed Database Oracle Home to /
u0l/oracle/db/product/11.2.0/dbhome_2. Leaving this unlocked has allowed
the Provisioning Operator to install the database in a different Oracle home in case /
u0l/oracle/db/product/11.2.0/dbhome_1 already exists on his/her server.

The following page also allows the Provisioning Operator to change the SID from

the supplied name prod to a new name saiprod. Likewise, Global Database Name
is also changed:

= &l ] )
Database Template Id fi and Pl t Storage Locations Initislization Parameters Additional Configuration Options  Review

Create Database : Identification and Placement Back | Step 2 of 8 Next
Identification ]
Specify Global Database MName and System Identifier (SID) for the new database. A database is uniquely identified by a Global Database Mame, typical of the form "name.domain®,

Global Database Name |saiprod.sainath.com P SID
S0 [saiprad

Database Credentials (%
Specify passwords for the following administrative accounts in the new database,

@ Uge different administrative passwords

|User Name |Password Confirm Password
5Ys sesses sesans
SYSTEM ssssss

DESNMP

€ Use the same administrative password for all accounts

Password Confirm Password
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On the Additional Configuration Options page, the listener is locked down and
cannot be changed:

[ ™) ™) ) )
Database Template Identification and Flacement Storage Locations Initislization Parameters Additional Configuration Options  Review

Create Database : Additional Configuration Options Back | Step 5of 6 Mext
Listener Configuration (]
Mo listeners are available to register the database, Specify Listener Mame and Port to create a new listener in the database home and register the database with it
Listener Name [Part Listener Status
SAINATH_LISTENER. 1522 nja

Database Features
Select the components you want to configure for use in your database, Components which appear disabled are either not installed or depend on components which are not selected,

¥ cracle Multmedia

¥ cracle 1vm I oracle Application Express
¥ orace xML DB I Oracle oLAP
¥ oracle Text I oracle Warehouse Builder

IT oracle spatial 7 sample Schema
I Oracle Label Security

Custom Scripts 11

Specify a custom SQL script to be executed after the database creation, Optionally, you may select the components from Software Library that contain the custom scripts,
I select from Software Library

[ Q
Reset|

However, the database features can be modified as per your preference:

! | | J

Detebese_‘l'emplate Idenuﬁceu‘on_end Placement Storagefuceuons Imﬁalwzeto;ﬂerameters Additional Cunﬁ_guraﬁun Options  Review

Create Database : Review Back| Step 6 of 6 %.,g
General

Database Configuration Type Single Instance Database
Storage Type File Systam
Template ftmpj/Database_orel_Template 1328113377968, dbt
Memory Management Automatic Memory Management
Enable Archiving Yes

Hosts

Hostname |Orade Home |0rade Base |Host Credentials

havipori, sainath. com fud1foracle fdbforoduct/11. 2.0/dbhome_2 fuDiforacle fdb MNC_HAVIPORI_ORACLE
Identification and Placement Initialization Parameters
Global Database Name  saiprod. sainath.com Total Memory for Oracle (MB) 418

Database Name saiprod Block Size (Bytes) 8182
SID saiprod Processes 350
Database Character Set  AL32UTFS - Unicode UTF-8 Universal character set
National Character Set AL 16UTF 16 - Unicode UTF-16 Universal Character Set

Storage Locations Database Features

Location Use Database File Locations From Template
Recovery Files Location  fud1foracle/db/flash_recovery_area Gradle Multimedia
Oracle JvM [ orade Application Express
race XMLDE  []Orace oLAP
OradeText  []Orade Warehouse Builder
Oorade Spatial =] Sample Schema

On the Create Database: Review page, the Provisioning Operator can check all the
information about the database that is going to be created. This includes the template
to be used, the Oracle Home location, Database Name and SID, Initialization
Parameters, Database Features, and so on. Click on the Next button to continue.

[175]



Ease the Chaos with Automated Provisioning

At the very end of the locked down procedure, the Provisioning Operator can
schedule the procedure to run immediately or at a later time. Notifications for certain
types of status can also be set, for example, a notification can be sent if a procedure is
waiting for an Action Required event or if it is Suspended, and so on:

[ v 8——CO
SelectHosts Configure  Custom properties Schedule  Review

[Sainath Customized Procedure For Provisioning of Oracle Database: Sainath Locked Down Customized Procedure for DB Provisioning : Schedule  Back|Step 4of 5 .I!Q%
Deployment Instance Details

= Deployment Instance [Sainath Customized Procedure For _SAINATH_OP_D2_05_2012_04_57

Schedule
Start & Immediatsly © Later [ (UTC-05:00) US Eastern Time
MNotification
Status for Notification [ Scheduled
Running
¥ Action Required
[¥ suspended
¥ Succeeded
[Z Froblems

Prerequisite only mode

™ Pause the procedure to allow me to analyze results after perfarming prerequisite checks

The Operator can also choose to pause the procedure after performing prerequisite
checks. This allows you to fix any checks that may fail, for example, insufficient
swap space. If this pause option is not set and a prerequisite check fails, the entire
procedure will fail and have to be restarted from the beginning.

Now the final Review page appears. After a glance through the page, the Provisioning
Operator decides to submit the procedure:

= | (- L
Select Hosts Configure Custom properties Schedule Review

Sainath Customized Procedure For Provisioning of Oracle Database: Sainath Locked Down Customized Procedure for DB Provisioning : Review Back | Step 5of § %
Feview the information below and submit the procedure.

Hosts
Host Name Operating System |
havipori sainath.com Enterprise Linux Server release 5.5 (Carthage)
4 7]

Destination locations

Product Orade Base Orade Home

Oracle Database fudi/eracle/db JuD1joracle db product/11. 2.0/dbhome _2
“

Normal user “[Privieged user ]
NC_HAVIPORI_ORACLE:SYSMAN _NC_HAVIPORT_ROOT:SYSMAN
(I

Installer Parameters
Waorking Directory /tmp//

Operating System Groups

|Group label |5 Group name
Inventory Group (OINSTALL) oinstall
Database Administrator (OSDBA) orade
Database Operator {(OSOPER) oracle
« ]
Software Images
Product \Slftware library location ‘
Oracle Database Database Provisioning Profiles/11.2.0.1.0/linux_x64/Sainath Database Gold Image 11.2.0.1

<
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The Provisioning Procedure Activity page now appears, and it shows the status:

Provisioning

General Information

Procedure Version 1
Error Handling Mode  Stop On Error
Status  Succeeded
Owner  SAINATH_OPERATOR
Created On  Feb 5, 2012 9:04:12 AM EST

Status Detail

Steps Job Details

Expand Al | Collapse Al

Setup Grid Infrastructure Stage Area
Execute pre-installation root scripts
Install/Clone Oracle Grid Infrastructure

Procedure Activity = Status: Saimath Customized Procedure For _SAINATH_OP_02_05_2012_03_01_AM

Status: Sainath Customized Procedure For _SAINATH_OP_02_05_2012_09_01_AM

Run  Sainath Customized Procedure For _SAINATH_OP_02_05_2012_09_01_AM Scheduled Feb 5, 2012 9:04: 19 AM EST
Procedure  Sainath Customized Procedure For Provisioning of Oracle Database

Name Status Description
= = — This procedure provisions the Oracle Grid Infrastructure for Standalone Server and
W Sainath Customized Procedure For Provisioning of Oracle Database Succeeded a eustomized procedure created for the Sainath Company.
Initialize Deployment Procedure Succeeded Computational Initializes the current Deployment Procedure execution. This step cannot be ignore
Execute Prerequisites and Fixups Succeeded ;;:;edure
= The deployment procedure instance has performed the prerequisite checks and is o
Pause after prerequisite checks Skipped Marual Review the prerequisite results and then proceed with the deployment,
W Transfer Common Perl Module Succeeded Farallel
Transfer Common Perl Module Succeeded Component  Transfer a perl module from Software Library to each destination host. All procedur
W Deploy and Configure Cracle Grid Infrastructure Succeeded Parallel
Update Raw Disks Permissions Directive Updates the permissions on the raw devices specified by the user for ASM configur]
Copy Grid Infrastructure Archive Eila Transfer grﬂﬂﬂ\iie:oﬁ:igsrid Infrastructure archive from the reference host to the destination h

StartDate Feb 5, 2012 9:04:19 AM EST
LastUpdated Feb 5, 2012 11:22:29 AM EST
Completed Date  Feb 5, 2012 11:22:29 AM EST
Elapsed Time 2 hours, 18 minutes, 10 seconds

| Type

Compenent  Sets up the staging area for 3 Grid Infrastructure installation from the shiphome,
Directive Runs the preinstallation root scripts as part of system preparation. This step is run
Directive Lays down Oracle Grid Infrastructure software bits.

Running the procedure

The procedure takes about two hours to complete on our virtual machine. As can
be seen, it progresses through the steps of running the prerequisite checks, pausing
if required, copying the grid infrastructure software (if required), followed by the
database software.

Root scripts are run, the listener is configured, and ASM too again if required.
This is followed by the discovery of a Target. After the software is set up,

the database is created from the template and configured. Finally, the
configuration standards you have chosen are automatically associated

with the newly provisioned database Targets.

At the end of the deployment procedure, a brand new Oracle home /u01/oracle/
db/product/11.2.0/dbhome_2 has been created on the server, and a new listener
SAINATH LISTENER has been created to listen on port 1522.

Most importantly, a new database saiprod.sainath.com is now provisioned on the
server, and an entry in /etc/oratab has also been made. Also, if you issue the
command opatch lsinventory, you will see that the same patches are present
as were in the gold copy used in the provisioning profile.
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Other possibilities

We have seen how easily this was done via the sophisticated deployment procedures
now available in Enterprise Manager Cloud Control 12¢. This was the creation of a
single-instance database with or without ASM, however, there are other deployment
procedures that allow the creation of multinode RAC databases. This is done by
installing all the grid infrastructure homes (for Oracle Clusterware and ASM) and
database homes on all the nodes, followed by the creation of a multi-instance RAC
database. This automates the software and database provisioning steps performed
by the DBA when installing an Oracle RAC cluster.

There are also deployment procedures to scale up or scale down Oracle RAC
clusters, as well as the new procedures to upgrade an Oracle database or create
an Oracle database.

For older versions such as 10g and 11.1, separate deployment procedures are
available for the provisioning of Oracle Clusterware and RAC since these versions
did not have a separate grid infrastructure home for Clusterware and ASM.

In the same manner, Enterprise Manager Cloud Control 12c enables middleware
provisioning. This can be accessed by going to Enterprise | Provisioning and
Patching | Middleware Provisioning. The list of deployment procedures on
this page is shown in the following screenshot:

Deployment Procedures
[& Launch % Create Like... g# Edit [, EditPermission  $% Delete

|F‘ru:u:edure Marne

S04 Artifacts Provisioning

Deploy S04 composites

Provision Middleware

Scale up/Scale out Middleware
Application Server Deployment 10,1.3
Application Server Deployment 10.1,3.x504
Deploy/Undeploy Java EE Applications
BPEL Process Provisioning

Oracle Service Bus Resource Provisioning
Coherence Mode Provisioning
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As can be seen, the middleware deployment procedures can be used for provisioning
middleware (WebLogic Server), application server deployment, Scale up/Scale out
of Middleware clusters, SOA Artifacts Provisioning, BPEL Process Provisioning,
Coherence Node Provisioning, and so on. There is also a new deployment
procedure that automates the deploying, redeploying, or undeploying of Java EE
applications to or from domains.

Thus there are tremendous automation capabilities in the new version of Enterprise
Manager Cloud Control 12c for scaling WLS and SOA domains, and there is also
automation for mass deployment of Java EE applications.

Summary

In large and complex environments, the provisioning process if performed manually
can easily take up to 50 percent of an administrator's time. There are many disparate
pieces of hardware and software that need to be provisioned using different
procedures. During the course of this chapter, we have seen how a great deal of

the provisioning process can be automated by Enterprise Manager Cloud Control
12¢, using the powerful gold images, provisioning profiles, and deployment
procedures. This will greatly reduce the provisioning effort and save the

valuable time of the administrator.

A Provisioning Designer, normally a Senior DBA in the database engineering
department, can create a locked-down procedure that can be published to the
Provisioning Operator, who may be the Junior DBA. The Provisioning Operator
can then seamlessly perform the actual action of provisioning without being able
to change the locked-down inputs, and new databases can thus be provisioned as
almost exact replicas of a gold copy.

Enterprise Manager can also be used to provision bare-metal boxes with Linux
operating systems and Oracle VM servers. This is known as Bare Metal Provisioning,
which can be accessed by going to Enterprise | Provisioning and Patching | Bare
Metal Provisioning. This requires a stage server, boot server, and an RPM repository
to be configured on the infrastructure page.
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Note that the self-update mechanism in Enterprise Manager Cloud Control 12¢
now includes middleware provisioning and database provisioning profiles, gold
images, virtualization templates and assemblies, as well as provisioning bundles.
This makes it easier to get the up-to-date copies of the provisioning tidbits as
described in this chapter.

The Enterprise Manager Command Line Interface (EMCLI) and web service
interfaces are also available for integration of the provisioning facility in Enterprise
Manager with other external tools.

The database provisioning capabilities lay the groundwork for the database cloud,
that is Database as a Service (DBaaS). Likewise, middleware provisioning can take
place via a similar mechanism and this is the base technology for the Platform as a
Service (PaaS).

These types of clouds require the license for the Cloud Management Pack for
Database, or Cloud Management Pack for Fusion Middleware respectively.
The prerequisites are the Database Lifecycle Management Pack for the former,
and the WebLogic Management Pack Enterprise Edition (EE) for the latter.

For further details on the lifecycle management aspects for both the database and
middleware, as well as Bare Metal Provisioning, refer to the Oracle Enterprise Manager
Lifecycle Management Administrator's Guide document at the following URL:

http://docs.oracle.com/cd/E24628 01/em.121/e27046.pdf

In the next chapter, we will look at the patch automation capability of the Enterprise
Manager Database Lifecycle Management Pack, and see how it greatly assists with
the repeated mass patching requirements of a large data center —easing the patching
burden on the administrator and increasing productivity at every step.
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We have seen how the provisioning capabilities of the Oracle Enterprise Manager's
Database Lifecycle Management (DBLM) Pack enable you to deploy fully patched
Oracle Database homes and databases, as replicas of the gold copy in the Software
Library of Enterprise Manager. However, nothing placed in production should be
treated as static. Software changes in development cycles, enhancements take place,
or security/functional issues are found. For almost anything in the IT world, new
patches are bound to be released. These will also need to be applied to production,
testing, reporting, staging, and development environments in the data center on an
ongoing basis.

For the database side of things, Oracle releases quarterly a combination of security
fixes known as the Critical Patch Update (CPU). Other patches are bundled together
and released every quarter in the form of a Patch Set Update (PSU), and this also
includes the CPU for that quarter.

Oracle strongly recommends applying either the PSU or the CPU every calendar
quarter. If you prefer to apply the CPU, continue doing so. If you wish to move to
the PSU, you can do so, but in that case continue only with the PSU.

The quarterly patching requirement, as a direct recommendation from Oracle, is
followed by many companies that prefer to have their databases secured with the
latest security fixes. This underscores the importance of patching.
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However, if there are hundreds of development, testing, staging, and production
databases in the data center to be patched, the situation quickly turns into a major
manual exercise every three months. DBAs and their managers start planning for
the patch exercise in advance, and a lot of resources are allocated to make it
happen —with the administrators working on each database serially, at times
overnight and at times over the weekend.

There are a number of steps involved in patching each database, such as locating
the appropriate patch in My Oracle Support (MOS), downloading the patch,
transferring it to each of the target servers, upgrading the opATCH facility in each
Oracle home, shutting down the databases and listeners running from that home,
applying the patch, starting each of the databases in restricted mode, applying any
supplied SQL scripts, restarting the databases in normal mode, and checking the
patch inventory.

These steps have to be manually repeated on every database home on every server,
and on every database in that home. Dull repetition of these steps in patching the
hundreds of servers in a data center is a very monotonous task, and it can lead to
an increase in human errors.

To avoid these issues inherent in manual patching, some companies decide not to
apply the quarterly patches on their databases. They wait for a year, or a couple of
years before they consider patching, and some even prefer to apply year-old patches
instead of the latest patches. This is counter-productive and leads to their databases
being insecure and vulnerable to attacks, since the latest recommended CPUs from
Oracle have not been applied.

What then is the solution, to convince these companies to apply patches regularly?
If the patching process can be mostly automated (but still under the control of the
DBAs), it would reduce the quarterly patching effort to a great extent. Companies
would then have the confidence that their existing team of DBAs would be able

to manage the patching of hundreds of databases in a controlled and automated
manner, keeping human error to a minimum.

The Database Lifecycle Management Pack of Enterprise Manager Cloud Control 12c
is able to achieve this by using its Patch Automation capability. We will now look
into Patch Automation and the close integration of Enterprise Manager with My
Oracle Support.

[182]




Chapter 6

Recommended patches

By navigating to Enterprise | Summary, a Patch Recommendations section will be
visible in the lower left-hand corner, as shown in the following screenshot:

~| Patch Recommendations

View by #%'} Classification {0 Target Type

Security

Other Recommendations

[By]

All Recummendiﬁuns

The graph displays either the Classification output of the recommended patches, or
the Target Type output. Currently for this system, more than five security patches
are recommended as can be seen in this graph. This recommendation has been
derived via a connection to My Oracle Support (the OMS can be connected either
directly to the Internet, or by using a proxy server). Target configuration information
is collected by the Enterprise Manager Agent and is stored in the Configuration
Management Database (CMDB) within the repository. This configuration
information is collated regularly by the Enterprise Manager's Harvester process

and pushed to My Oracle Support.

Thus, configuration information about your targets is known to My Oracle Support,
and it is able to recommend appropriate patches as and when they are released.
However, the recommended patch engine also runs within Enterprise Manager 12c
at your site, working off the configuration data in the CMDB in Enterprise Manager,
so recommendations can in fact be achieved without the configuration having

been uploaded on MOS by the Harvester (this upload is more useful now for other
purposes, such as attaching configuration details during SR creation).

It is also possible to get metadata about the latest available patches from My Oracle
Support in offline mode, but more manual steps are involved in this case, so Internet
connectivity is recommended to get the full benefits of Enterprise Manager's
integration with My Oracle Support.
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To view the details about the patches, click on the All Recommendations link or
on the graph itself. This connects to My Oracle Support (you may be asked to log
in to your company-specific MOS account) and brings up the list of the patches in
the Patch Recommendations section.

My Oracle Support
Patch Recommendations Wielcome, porus @4 Last refrashed 4 minutes agq
@
Patch Recommendations
[ A1 Cassheatons « | [ Choose Fiter + |
DB| patchiame 14l Clssfcation | Description | 1npian | Target Type | Oracle Home | Hest | Detected]
|| 11736254 Sacurity CPUAPR2011 GRACLE WAREHOUSE BUILDER 11.2.0.1 emrepessainsth.com Catabase Instance  /ullforacle/db/preduct/tl.. haviporisainsthicom € daysage
|| 1a7zE254 Security CPUAPR2011 ORACLE WAREHOUSE BUILDER 11.2.0.1 erel Catabase Instanca  /ult/eracle/db/pi t/1L... haviperisainath Edaysage
| 12738254 Securlty CPUAPR2011 ORACLE WAREHOUSE BUILDER 11.2.0.1 seiprodsainath.com  Database Instance  fudt/cracl/db/product/1L... haviporissinathcom 3 daysago
|| s2415278 Security CPUJUL20LL DATABASE 11,2.0.1 emrepos.sainath.com Catabase Instance  /udt/orace/db/produc/1t.,. haviporisainath 10+ weeks ago
| 12019278 Securlty CPUJUL20L1 DATABASE 12.2.0.1 orcl Database Instancs  Jullferacle/db/preduct/1L... haviporisainath.com 10+ weeks ago
|v] 12415278 Sacurity CPUJUL2011 DATABASE 11,201 saiprod.sainath,com  Catabase Instance  fubl/oracle/db/product/il.,. haviporisainathcom 3 daysago
((tpuchscted [ Rulserean ([ addtorlan | oownkad -~ (X))
Add to Newr.., h
Add to Exsting.,!
Y7 Patch 12419278: CPUIUL2011 DATABASE 11.2.0.1
Plan Platform Linux x36-64
Last Updated Jul 18, 2011 (29+ weeks ago) Size 48MB Release 112010
Why use a Plan?
Product RDBMS Server Support Level Software 1
Release Oracle 11.2.0.1.0 Classification  Security Read Me @ cownlesd + |23 Add to Plan -
Patch Target saiprod.sainath.com Patch Tag All Database Downloads 1o history available PE——
Bugs Resolved by This Patch
10243532 CPUJAN2011 DATABASE 13.2.0.1 ‘Community Discussion Reply to the Discussior]
10323077 DE"11.2.0.1-MOLECULE-003-CPUIAN201L User230045

The database (and other types of) targets managed by the Enterprise Manager
system are displayed on the screen, along with the recommended CPU (or other)
patches. We select the CPU July patch for our saiprod database. This displays the
details about the patch in the section in the lower part of the screen.

We can see the list Bugs Resolved by This Patch, the Last Updated date and Size of
the patch and also Read Me —which has important information about the patch.

The number of total downloads for this patch is visible, as is the Community
Discussion on this patch in the Oracle forums. You can add your own comment for
this patch, if required, by selecting Reply to the Discussion.
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Thus, at a glance, you can find out how popular the patch is (number of downloads)
and any experience of other Oracle DBAs regarding this patch —whether positive
or negative.

Patch plan

You can view the information about the patch by clicking on the Full Screen button.
You can download the patch either to the Software Library in Enterprise Manager or
to your desktop. Finally, you can directly add this patch to a new or existing patch
plan, which we will do next.

Go to Add to Plan | Add to New, and enter Plan Name as Sainath patchplan.
Then click on Create Plan. If you would like to add multiple patches to the plan,
select both the patches first and then add to the plan. (You can also add patches
later to the plan).

After the plan is created, click on View Plan. This brings up the following screen:

My Oracle Support |
Patches & Updates > Welcome, porus @4  Last refreshed 12 minutes ago E@
Create Plan - Sainath_patchplan @rea
Step 2: Patches
Ea Plan is deployable
a Rlaaafonzation Here are any patches that were recommended, manually added to the plan, and additional patches added as a result of an analysis.
a Patches If patches are added or removed, patches automatically added by the analysis, wil ba removed. Re-analysis would be required.
Add Patch..,
Fatch ED|  Patchheme | Reason | Description | Target | Target Type
Database Instance 11,2.0.1.0 (nux x86-64) || 12415278 Recommended CPUIUL2011 DATABASE 11.2.0.1  salprod.sainath.com Database Instance
Patches to be Analyzed
1 -Recommended Patches
@hdd any appropriate patch to a plan via 'Add
Patch...'. A plan can include recommendad
and one-off patches which you may need for
your environment,
Al I T
(E) Deployment Options
(L) validation
© Review & Deploy
[ # Required Field
Exit Wizard l =3 ] l B J [ ) I
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A patch plan is nothing but a collection of patches that can be applied as a group to
one or more targets. On the Create Plan page that appears, there are five steps that
can be seen in the left-hand pane. By default, the second step appears first. In this
step, you can see all the patches that have been added to the plan.

It is possible to include more patches by clicking on the Add Patch... button. Besides
the ability to manually add a patch to this list, the analysis process may also result in
additional patches being added to the plan.

If you click on the first step, Plan Information, you can put in a description for this
plan. You can also change the plan permissions, either Full or View, for various
Enterprise Manager roles. Note that the Full permission allows the role to validate
the plan, however, the View permission does not allow validation.

Move to step 3, Deployment Options. The following screen appears.

Step 3: Deployment Options

[E  Blan is deployable

=

) Plan Inf | options || Credentisls |
e e Where to Stage
© Deployment Options Stage Patchas (=) Yes (to locstion) () No (slready staged)
Stage Location Yoemd_emstagedirto J':'] @
How to Patch

Patch  (s) Out of Place(Recommended) () In place  Explain the choices. .,

What to Patch

Summary: Full Migration: You are patching ALL targets,

Existing Oracle Homes | Mew Oracle Home
® [ud1/oracle/db/product/11.2.0/dbhome_2 1 Item
| /| saipred sainath.com(Databasa Instance) | w@g@
havipori.sainath.com(Hest) Same Host, FULL Migration
SAINATH_LISTENER:1522(Listener) Listener Migrated {SATNATH_LISTENER:1522)

Customization

The selected procedure has the steps needed to run the patch process. Typically you do not need to customize this,

Procedure Clone and Patch Orade Database Create Like and Edit

& The Oracle default procedure cannot be edited directly. Create a copy and the copy can be customized.

Recoverability

o R These databases have not been configured for backup
© ReviewsDeploy || D  ostibase | Hes | Oradie Home "
| # Required Field- saiprod.sainsth.com havipori.ssinath.com  fullforaclk/db/preduct/11.2.0/dbhome_2

Exit Wizard [LBack | [ Net | [ Review
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Out-of-place patching

A new mechanism for patching has been provided in the Enterprise Manager Cloud
Control 12c version, known as out-of-place patching. This is now the recommended
method and creates a new Oracle home which is then patched while the previous
home is still operational. All this is done using an out of the box deployment
procedure in Enterprise Manager.

Using this mechanism means that the only downtime will take place when the
databases from the previous home are switched to run from the new home. If there
is any issue with the database patch, you can switch back to the previous unpatched
home since it is still available. So, patch rollback is a lot faster.

Also, if there are multiple databases running in the previous home, you can decide
which ones to switch to the new patched home. This is obviously an advantage,
otherwise you would be forced to simultaneously patch all the databases in a home.

A disadvantage of this method would be the space requirements for a duplicate home.
Also, if proper housekeeping is not carried out later on, it can lead to a proliferation of
Oracle homes on a server where patches are being applied regularly using

this mechanism.

This kind of selective patching and minimal downtime is not possible if you use the
previously available method of in-place patching, which uses a separate deployment
procedure to shut down all databases running from an Oracle home before applying
the patches on the same home. The databases can only be restarted normally after
the patching process is over, and this obviously takes more downtime and affects

all databases in a home.

Depending on the method you choose, the appropriate deployment procedure
will be automatically selected and used.

We will now use the out-of-place method in this patch plan. On the Step 3:
Deployment Options page, make sure the Out of Place (Recommended)
option is selected. Then click on Create New Location.

Create New Oracle Home Location [E3)

The existing Orace home will be copied into this new folder.

It must be empty (if it exists already) and have write permissions.

[ & Crade home path is valid. J

Oracle Home MName | dbi12Pstched

Oradle Base Location | fubi/orscle/db

Orade Home Location | fu01/eracle/db/product/11.2.0/dbhome_3

Walidate

Cancel Creste
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Type in the name and location of the new Oracle home, and click on the Validate
button. This checks the Oracle home path on the Target server. After this is done,
click on the Create button.

The deployment options of the patch plan are successfully updated, and the new
home appears on the Step 3 page.

Click on the Credentials tab. Here you need to select or enter the normal and
privileged credentials for the Oracle home.

Click on the Next button. This moves us to step 4, the Validation step.

My Oracle Support
Patches & Updates > Welcome, porus {3}  Last refreshed 42 minutes ago Eﬂ
Create Plan - Sainath_patchplan @FAQ

Step 4. Validation

[ @ Plan is deplayable
a Plan Information

a Patches P Validation NEEdEd Analysis has never been run

a Deployment Options Run Analyze to compare installed software and patches
against the candidate patches in your plan,
) validation g P yourp

Patches to be Analyzed
1 - Patches Induded in Analysis

Pre-patching analysis

Click on the Analyze button. A job to perform prepatching analysis is started in the
background. This will compare the installed software and patches on the targets with
the new patches you have selected in your plan, and attempt to validate them. This
validation may take a few minutes to complete, since it also checks the Oracle home
for readiness, computes the space requirements for the home, and conducts other
checks such as cluster node connectivity (if you are patching a RAC database).
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If you drill down to the analysis job itself by clicking on Show Detailed Progress
here, you can see that it does a number of checks to validate if the targets are
supported for patching, verifies the normal and super user credentials of the Oracle
home, verifies the target tools, commands, and permissions, upgrades OPATCH to
the latest version, stages the selected patches to Oracle homes, and then runs the
prerequisite checks including those for cloning an Oracle home. If the prerequisite
checks succeed, the analysis job skips the remaining steps and stops at this point
with a successful status. The patch is seen as Ready for Deployment.

My Oracle Support
Patches & Updates > Welcome, porus E‘?f Last refreshed 52 minutes ago E@
Create Plan - Sainath_patchplan @ra

Step 4: Validation

[ @ Plan is deployable

a Plan Information
O ruie [b Ready for Deployment Re-Analyze | Planlastvalidated Today]
a Deployment Options ¥ Issues to Resolve (None)
f Mo problems exist for the plan. Proceed to Review Screen,
0 Validation
Summary of Analysis

1 -Patches Included in Analysis
0 - Issues to Resolve

If there are any issues, they will show up at this point. For example, if there is a
conflict with any of the patches, a replacement patch or a merge patch may be
suggested. If there is no replacement or merge patch and you want to request
such a patch, it will allow you to make the request directly from the screen.

If you are applying a PSU and the CPU for that same release is already applied to
the Oracle home, for example, July 2011 CPU, then because the PSU is a superset
of the CPU, the MOS analysis will stop and mention that the existing patch fixes
the issues. Such a message can be seen in the Informational Messages section

of the Validation page.
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Deployment

In our case, the patch is Ready for Deployment. At this point, you can move directly
to step 5, Review & Deploy, by clicking on it in the left-hand side pane.

| Step 5: Review & Deploy

@ Plan is deployable

o Plan Information {p Readv for Deplovment Show Detailed Results here Re-Analyze | FPlan last valdated Yesterday
£ paiches

) Deployment optons Name  Sainath_patchplan

o Validation Planned Deployment Date MotSet Edit Date

Description  Patch plan created by the Sainath Company to patch databases with CPU Jul 2011
Created By SYSMAN
What  Out of Place Patching - Deploy (Switch ALL 1instances to the use the new Oracle home, downtime required)

a Review & Deploy

Not Ready to Deploy? Credentials Override Preferred Credentials (Database Instance)

Optionally, move all software into place to Stage Location %eemd_emstagedi%

save time at deployment, Single or multiole Procedure Clone and Patch Cracle Database

selsct files on the right or just Download All

Download to your desktop or download a

WGET script and do your download right to B3| patch hane Description Status Reason Target Type Orack Home Host
your Software ibrary, || 1415278 CPUJUL201E DATABASE 112,04 Conflict Free  Recommended  ssiprodsainath.com  Database Instance  [u01/eracle/db/product/i1.2.0/dbhome 2 haviper

Whatis WGET? [ Dovnkead +
Impacted Targets

These targets wil be shutdown and brought up while patching the targets in the plan

@ Target Target Type In Plan Oracle Home Hest
dsi\pmd sainath.com Database Instance @ Jubiferacle/db/product/11,2,0/dbhome 2 haviperisainath.com
+ Required Field | SAINATH_LISTENER_haviperisainath.com Listengr Jubiferacle/db/product/11,2,0/dbhome_2 haviperisainath.com

Exit Wizard ~ Save as Template Back | . Deploy

Copyright (c) 2007, 2011, Oracle, Al rights reserved, Legal Motices and Terms of Use: | Privacy Statement| 3rd P Clone and apply patches to clone, no downtime|

On the Review & Deploy page, the patch plan is described in detail along with
Impacted Targets. Along with the database that is in the patch plan, a new
impacted target has been found by the analysis process and added to the list

of impacted targets. This is the listener that is running from the home that is

to be cloned and patched.

The patches that are to be applied are also listed on this review page, in our case
the CPUJUL2011 patch is shown with the status Conflict Free.

The deployment procedure that will be used is Clone and Patch Oracle Database,
since out-of-place patching is being used, and all instances and listeners running
in the previous Oracle home are being switched to the new home.
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Click on the Prepare button. The status on the screen changes to Preparation in
Progress. A job for preparation of the out-of-place patching starts, including cloning
of the original Oracle home and applying the patches to the cloned home. No
downtime is required while this job is running; it can happen in the background.

This preparation phase is like a pre-deploy and is only possible in the case of
out-of-place patching, whereas in the case of in-place patching, there is no
Prepare button and you deploy straightaway.

Clicking on Show Detailed Progress here opens a new window showing the
job details.

When the preparation job has successfully completed (after about two hours in our
virtual machine), we can see that it performs the cloning of the Oracle home, applies
the patches on the new home, validates the patches, runs the post patch scripts, and
then skips all the remaining steps. It also collects target properties for the Oracle
home in order to refresh the configurations in Enterprise Manager.

The Review & Deploy page now shows Preparation Successful!. The plan is now
ready to be deployed.

Step 5: Review & Deploy

E Plan is deployable

a Plan Information [P PI' eparation SI.ICCESSflII! Show Detalled Results here Re-Analyze | Plan last valdated Yesterday
) Patches
e = e Name Sainath_patchplan
o Validation Planned Deployment Date NotSet EditDate
a Review & Deploy Description Patch plan created by the Sainath Company to patch databases with CPU Jul 2011

Created By SYSMAN

What Out of Place Patching - Deploy (Switch AL 1 instances to the use the new Oradle home, downtme required)

Mot Ready to Deploy? Credentials Override Preferred Credentials (Database Instance)
Optionally, move all software into place to Stage Location  %emd_emstagedir%

save time at deployment, Single or multiple
select flles on the right or just Download Al
Download to your desktop or download a

Procedure Clone and Patch Oracle Database

WGET seript and do your download right to Q} Patch Name Description Status Reason Target Type Oracle Home Host
your Saftware ibrary. || 1241927 CPUIUL201L DATABASE 11,2010 Conflict Free Recommendsd saiprodissinath.com Catabase Instance /udt/orack/db/product/11.2.0/dbheme 2 haviper
What s WGET? B Downkad
Impacted Targets
These targets will be shutdown and brought up while patching the targets in the plan
B Target Target Type In Plan Orack Home Host
J:aipmd.ﬂinm.mm Database Instance @ [ub1/eracle]db/preduct/11.2.0/dbhome 2 haviparisainath.com
# Required Field || SKINATH_LISTENER haviperisainath.com  Listensr [uiforacle/db/product/11.2,0/dbhome_2 haviperisainath.com
ExitWizard  Save as Template Back Prepare

Copyright (c) 2007, 2011, Oracle, Allrights reserved, Legal Notices and Terms of Use | Privacy Statement | 3rd Party Licenses | Abt Plan is ready to be deployed
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Click on the Deploy button. The status on the screen changes to Deployment in
Progress. A job for deployment of the out-of-place patching starts.

At this time, downtime will be required since the database instances using the
previous Oracle home will be shut down and switched across.

The deploy job successfully completes (after about 21 minutes in our virtual
machine); we can see that it works iteratively over the list of hosts and Oracle homes
in the patch plan. It starts a blackout for the database instances in the Oracle home
(so that no alerts are raised), stops the instances, migrates them to the cloned Oracle
home, starts them in upgrade mode, applies SQL scripts to patch the instance,
applies post-SQL scripts, and then restarts the database in normal mode.

The deploy job applies other SQL scripts and recompiles invalid objects (except in
the case of patch sets). It then migrates the listener from the previous Oracle home
using the Network Configuration Assistant (NetCA), updates the Target properties,
stops the blackout, and detaches the previous Oracle home. Finally, the configuration
information of the cloned Oracle home is refreshed.

The Review & Deploy page of the patch plan now shows the status of Deployment
Successful!, as can be seen in the following screenshot:

Step 5: Review & Deploy

[E Plen s deployable

£} Plan Information lb D epl oyment Successfull Show Detailed Results here Re-Analyze | Plan last validated Vesterday
) Patches

e Daployment Optioas Name Sainath_patchplan

o Validation Planned Deployment Date MotSet Edit Date

Description  Patch plan created by the Sainath Company to patch databases with CPU Jul 2011
Created By SYSMAN
What  Out of Place Patching - Deploy (Switch ALL 1instances to the use the new Oracle home, downtime required)

a Review & Deploy

Not Ready to Deploy? Credentials Override Preferred Credentials (Database Instance)
Optionally, mave all software into place to Stage Location %emd_emstagedir %
save time at deployment, Single or multiple Procedure Clone and Patch Oracle Database

select files on the right or just Download Al
Download to your desktop or download a

WGET script and do your download right to D} Patch Neme Description Status Reason Target Type Oracle Hame Hast
your Software ibrary, || 12418278 CPUJUL2011 DATABASE 11,2.0.1 Conflict Free  Recommended saiprod.sainath.com Database Instance ul1/cracle/db/product/11,2.0/dbhome_2 havipori
Whatis WGET? ] powncad =
Impacted Targets
These targets will be shutdown and brought up while patching the targets in the plan
H} Target Target Type In Plan Oracle Home Host
| saiprod.sainath.com Database Instance @ Jublferacle/db/preduct/11.2,0/dbhome_2 haviperi sainath,com
# Required Field L) SAINATH_LISTENER havipori sainath.com  Listener futforack/db/product/11.2,0/dbhome_2 havipori sainath,com
Exit Wizard  Saveas kmplata Back
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Plan template

On the Deployment Successful page, it is possible to click on Save as Template at
the bottom of the screen in order to save a patch plan as a plan template. The patch
plan should be successfully analyzed and deployable, or successfully deployed,
before it can be saved as a template.

The plan template, when thus created, will not have any targets included, and such
a template can then be used to apply the successful patch plan to multiple other
targets. Inside the plan template, the Create Plan button is used to create a new
plan based on this template, and this can be done repeatedly for multiple targets.

Go to Enterprise | Provisioning and Patching | Patches & Updates; this screen
displays a list of all the patch plans and plan templates that have been created.
The successfully deployed sainath_patchplan and the new patch plan template
also shows up here.

¥ Patch Search 5%
Search Saved Recent
Patch Mame, Number or Sun CRID | | Product or Family (Advanced Search)
[Pakh Name or Number Lz @ [ ® Type in comma separated values
and | Platform [ @« Selectuptos | v @
Clear Save Search |
* Requred The Patch Search region is only for Oracle, Sun, Siebel and Hyperion Products,  Learn Mare.,,
¥ Plans
Plans Patch Requests a All Plan Types ¥ | |Search for Plan
D}. Name La Status Type Planned Deployment Date Crested By | Deployable | Plan Privileged
| Sainath_patchplan Deploved Successfully  Patch Mot Specified SYSMAN Yes Full
| Sainath_patchplan_template New {l'_“} Patch Template  Net Specified SYSMAN Ne Full
Deployed Successfully, Click to view the job details
¥ Patch Related Activity ¢ B X
Downloaded Viewed Discussed Favorites
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To see a list of the saved patches in the Software Library, go to Enterprise |
Provisioning and Patching | Saved Patches. This brings up the following screen:

Patching

Saved Patches in Software Library

Use this page to view a list of patches stored in the Software Library, search patches of vour interest, upload new patches to the Software Library, and remove unwanted patches from the Software Library,

If you want to apply these patches to Oracle products manitored in Enterprise Manager, create a patch plan,

For information about creating a patch plan , refer to Orade Enterprise Manager Administrator's Guide for Software and Server Provisioning and Patching available in the Enterprise Manager Documentation Library

Search ﬂ

Remove | Upload

Select Al | Select None

Select ‘Patch Number |Created On |Type ‘Re\ease |P\atfurm ‘Prudu:l Description Metadata Available |Duwn|uaded ‘SizeU(B) |ReadMe
[T 2617419 Oct1,2009 Patch 10102 g‘::g; Universal Tnstaller OPATCH FOR EM ¥ ¥ 354 ReadMe
[T w7825 lan 31,2012 Patch 11.20.1.0 g@:ﬂfﬂ gﬁ:ﬁ:”se CPUAPR2D11 ORACLE WAREHOUSE BLILDER 11,2.0, ¥ Y bH ReadMe
[0 2419278 18,2011 Patch 112010 Linuxx3664  RDBMSServer  CPUIUL2011DATABASE 11,2.0.1 ¥ ¥ 4951 ReadMe
[ 141937 Jul 18, 2011 Patch 11,2.0.1.0 Linux x86-64  RDEMS Server  DATABASE PSU 11.2.0, 1.6 (INCLUDES CPUJUL2011) ¥ ¥ 20138 ReadMe

This page also allows you to manually upload patches to the Software Library. This
scenario is mostly used when there is no connection to the Internet (either direct or
via a proxy server) from the Enterprise Manager OMS servers, and consequently
you need to download the patches manually.

For more details on setting up the offline mode and downloading the patch
recommendations and latest patch information in the form of XML files from

My Oracle Support, please refer to Oracle Enterprise Manager Lifecycle Management
Administrator's Guide 12¢ Release 2 (12.1.0.2) at the following URL:

http://docs.oracle.com/cd/E24628 01/em.121/e27046/pat_mosem new.
htm#BABBIEAI

Patching roles

The new version of Enterprise Manager Cloud Control 12c supplies out of the
box administrator roles specifically for patching. These roles are EM_PATCH_
ADMINISTRATOR, EM_PATCH DESIGNER, and EM_PATCH_ OPERATOR. You need
to grant these roles to appropriate administrators.
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Move to Setup | Security | Roles. On this page, search for the roles specifically
meant for patching. The three roles appear as follows:

Security

Roles

Roles allow grouping of Enterprise Manager secure resource privileges and can be granted to administrators or to other roles, Oracle provides predefined out of box roles, thess
roles are prefixed with 'ORACLE_' and cannat be edited or deleted, These rales can serve as basis to define custom roles via 'Create Like' to suite specific site level requirements

Search |patch ﬂ

Create Like | Manage Administrator Grants | View ‘Edit‘ Delete | | Create |

Select |Name |Tvne | Description
[ é EM_PATCH_ADMINISTRATOR  Cracle Defined Role  Role for creating, editing, deploying, deleting and granting privileges for any patch plan
€ & EM_PATCH_DESIGNER COrade Defined Role  Role for creating and viewing for any patch plan

€ @ EM_PATCH_OPERATOR COrade Defined Role  Rale for deplaying patch plans

%Orade Defined Role, These roles cannot be edited or deleted

The EM_PATCH_ADMINISTRATOR role can create, edit, deploy, or delete any
patch plan and can also grant privileges to other administrators after creating them.
This role has full privileges on any patch plan or patch template in the Enterprise
Manager system and maintains the patching infrastructure.

The EM_PATCH_DESIGNER role normally identifies patches to be used in the
patching cycle across development, testing, and production. This role would be
the one of the senior DBA in real life. The patch designer creates patch plans and
plan templates, and grants privileges for these plan templates to the EM_PATCH_
OPERATOR role.

As an example, the patch designer will select a set of recommended and other
manually selected patches for an Oracle 11¢ database and create a patch plan. This
role will then test the patching process in a development environment, and save the
successfully analyzed or deployed patch plan as a plan template. The patch designer
will then publish the Oracle 11¢ database patching plan template to the patch
operator — probably the junior DBA or application DBA in real life.

Next, the patch operator creates new patch plans using the template (but cannot
create a template), and adds a different list of targets, such as other Oracle 11g
databases in the test, staging, or production environment. This role then schedules
the deployment of the patches to all these environments — using the same template
again and again.
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Refreshes

There is an out of the box Enterprise Manager job that runs every day and gets the
latest patch information from My Oracle Support (MOS). This job is important for you
to receive timely notification of critical patch advisories and other patches from Oracle.

You can check to see if this job is scheduled and running by going to Enterprise |
Job | Activity and selecting Advanced Search. Then select the job type as Refresh
From My Oracle Support and set Scheduled Start to Last 7 days.

This displays all the out of the box refreshed jobs that have run and are scheduled
for the future.

If there is a requirement to set up your own refresh job (for example if you

would like the MOS patch recommendations for your databases to be refreshed
immediately instead of waiting for the next scheduled running of the job), perform
the following steps:

1. Go to Enterprise | Job | Library. On this page, select Refresh from My
Oracle Support from the drop-down box of Create Library Job, and click
on Go.

2. Give a new name to the job, such as sainath Refresh from MOS.
On the Schedule tab, set it to run as One Time (Immediately). Click
on Save to Library.

3. Search for the job in the job library, and click on Submit. The refresh job
executes and completes in a few minutes. You now have up-to-date My
Oracle Support patch recommendations for your Enterprise Manager targets.

My Oracle Support obviously needs to know about the configuration information of
all your targets, in order to make the right recommendations. For example, it needs
to know if your database is already patched up to a certain CPU and PSU, if not, it
can recommend that CPU/PSU.

There is another recurring cycle of refresh that occurs overnight and performs the
configuration inventory collection for all the targets managed and monitored by
Enterprise Manager. If you wish, this collection can be forced manually in two ways.

Move to the appropriate Oracle home's target home page (after finding it in Targets
| All Targets and sorting by Target Type). Go to Oracle Home | Configuration |
Last Collected. On that page, go to Actions | Refresh. This submits a request to
the Agent to re-collect the configuration inventory for that Oracle home.
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The other method to force the collection is by using the emct1 command in the
Agent home on the actual Target host. First find the Oracle home Target name given
by Enterprise Manager to our Oracle homes, and then use the Target name in the
runCollection command as seen in the following code:

cd /ul0l/oracle/middleware/agent/agent inst/bin

[oracle@havipori binl$ ./emctl config agent listtargets

Oracle Enterprise Manager 12c Cloud Control 12.1.0.1.0

Copyright (c) 1996, 2011 Oracle Corporation. All rights reserved.
[/EMGC_GCDomain/GCDomain/EMGC_OMS1/OCMRepeater, j2ee application]
[/EMGC_GCDomain/GCDomain/EMGC _OMS1l/emgc, j2ee application]
[/EMGC_GCDomain/GCDomain/EMGC OMS1/empbs, j2ee application]
[/EMGC_GCDomain/GCDomain/EMGC_ ADMINSERVER/mds-owsm, metadata repositoryl

[/EMGC_GCDomain/GCDomain/EMGC_ADMINSERVER/mds-sysman mds, metadata_
repositoryl]

[/EMGC_GCDomain/instancel/ohsl, oracle_ apache]

[/EMGC_GCDomain/GCDomain/EMGC _OMS1l/oracle.security.apm(11.1.1.3.0),
oracle apm]

[EM Management Beacon, oracle beacon]
[emrepos.sainath.com, oracle database]

[orcl, oracle database]
[havipori.sainath.com:3872, oracle_ emd]
[Management Services and Repository, oracle emrep]
[OraDbllg homel 1 havipori, oracle home]
[agentl12gl 13 havipori, oracle home]
[commonl2gl 24 havipori, oracle home]
[jdkl_2_havipori, oracle_home]
[oms12gl 3 havipori, oracle_ home]

[sbinl2gl_14_ havipori, oracle_home]
[webtierl2gl 25 havipori, oracle home]
[EMGC_GCDomain, oracle ias farm]

[LISTENER havipori.sainath.com, oracle listener]

[havipori.sainath.com:4889 Management Service, oracle oms]
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[havipori.sainath.com:4889 Management Service CONSOLE, oracle oms_
consolel

[havipori.sainath.com:4889 Management Service PBS, oracle oms_pbs]
[/EMGC_GCDomain/GCDomain, weblogic domainl]
[/EMGC_GCDomain/GCDomain/EMGC_ADMINSERVER, weblogic j2eeserver]
[/EMGC_GCDomain/GCDomain/EMGC_OMS1l, weblogic_ j2eeserver]
[havipori.sainath.com csa, oracle csa collector]
[havipori.sainath.com, host]

[SAINATH LISTENER havipori.sainath.com 1522, oracle listener]
[saiprod.sainath.com, oracle database]

[Orasidbllg homel 2012 02 05 05 15 29 havipori, oracle home]

[oracle@havipori bin]$ ./emctl control agent runCollection OraDbllg
homel 1 havipori:oracle home oracle home config

Oracle Enterprise Manager 12c Cloud Control 12.1.0.1.0
Copyright (c) 1996, 2011 Oracle Corporation. All rights reserved.

EMD runCollection completed successfully

[oracle@havipori bin]$ ./emctl control agent runCollection Orasidbllg
homel 2012 02 05 05 15 29 havipori:oracle home oracle home config

Oracle Enterprise Manager 12c Cloud Control 12.1.0.1.0
Copyright (c) 1996, 2011 Oracle Corporation. All rights reserved.

EMD runCollection completed successfully

Other patching procedures

There are a number of other deployment procedures available for patching.

Go to Enterprise | Provisioning and Patching | Procedure Library and search
for patch in the text fields. This brings up the list of procedures as seen in the
following screenshot:
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Provisioning

Procedure Library

Deployment Procedure Manager

Procedure Activity

Search Text Fields Epatch

| Launch

3]

Recycle Bin

Procedures are best practices provided by Oracle for various Provisioning and Patching tasks, Procedures created by Oracle cannot be edited, but can be extended

Edit Procedure Definition. .. | Create Like | Launch |

60| advanced Search

Select |Procedure Type

@ (ConeendPatch  patch Orade
Oracle Databage  Software

I Patch Qracle Cluster  pateh Oracle
ASM - AllNodes  Software
Patch Oracle
Clusterware - Patch Oracle

0 Loeae il Software
Nodes

I Patch Oracle RAC  patch Oracle
Datsbase - All Nodes Software

" Patch Oracle Restart Ezté“hl::r:cle

Patch Qracle Cluster  pateh Oracle

c ASM - Ralling Software

P Patch Oracle Pateh Oracle
Database Software

 PatchStandslone  patch Oracle
Oracle ASM Software

P Patch QOracle Patch Oracle

Clusterware -Rolling Software

Parent | Version |Description

MNome 12,1
MNome 12,1
Nome 12,2
MNome 12,1
Nome 12,1
MNome 12,1
MNome 12,1
MNome 12,1
Nome 12,1

Procedure for automatically cloning a standalone database (single instance database) and patching
Mote: Major upgrade for example, DB 10,1 to 10,2 s not supported,

Procedure for patching an Cracle Cluster ASM in All Nodes mode(supports application of patchsets
Cluster ASM installations. All selected instances are patched in parallel, Applicable for version 10,1
example, DB 10,1 to 10.2s not supported.

Procedure for patching Oracle Clusterware in all-nodes mode, This procedure can be used for patc
upgrades, such as from Cracle Database 10.1to 10,2, are not supported,

Procedure for patching an Cracle RAC Database (supports application of patchsets too), This proc
installations. All selected instances are patched in parallel, This procedure is not applicable for insta
version 10,1, 10.2 and higher. Note: Major upgrade for example, DB 10,1 to 10,2 is not supported

Procedure for patching Oracle Restart installations with Critical Patch Updates and interim patches
are not supported.

Procedure for patching Oracle Cluster ASM in Rolling mode with Critical Patch Updates, and interim
procedure does not support patching of shared Oracle Home Cluster ASM installations, Applicable
upgrade for example, DB 10,1 to 10,2 s not supported,

Procedure for patching stamdalone Oracle Database installations with Critical Patch Updates, interi
DB 10.1to 10.2is not supported,

Procedure for patching Standalone Oracle ASM installations, Nate: Major upgrade for example, DB

Procedure for patching an Oracle Clusterware in Roling mode, This procedure is used to apply patd
Applicable for version 10,1, 10,2 and higher, Nate: Major upgrade for example, DB 10,1 to 10,21

In the case of out-of-place patching, the Clone and Patch Oracle Database procedure
will be used. There are other procedures available to perform actions, such as Patch
Oracle Database or Patch Oracle Home (in place without cloning the home), Patch
Standalone Oracle ASM, Patch Oracle Clusterware in either a rolling fashion

(one node at a time) or all nodes at once, Patch Oracle Cluster ASM or Oracle RAC
Database in a likewise manner, and Patch Application Server.
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The rolling patching procedures for RAC perform shutdown, patching, and
startup across all the nodes in the cluster in a rolling manner. The pre-requisite
checks include detailed checks for cluster health, so as to avoid unexpected
failures. The SQL scripts such as catbundle.sql (the patching SQL) or utlrp.sql
(the recompile invalid objects in SQL) are executed on one node at the end of the
patching procedure.

This rolling patching procedure is very useful for automating the patching of
multiple RAC nodes, especially when there are more than two nodes. In the case
of Exadata Database Machines, the use of such procedures is highly recommended
to ease the administration burden. CPUs can be applied in a rolling manner, as can
clusterware patches or ASM patches.

WebLogic Server patching is now also possible in Enterprise Manager Cloud

Control 12c. This requires a different license — the WebLogic Server Management
Pack Enterprise Edition. The WebLogic administrator needs to search MOS for
patches to apply to a WebLogic domain, depending on the WLS version and the
platform. The patching wizard in Enterprise Manager checks for conflicts, and allows
you to apply the patches in a parallel or a rolling manner across the domain. This
can greatly automate the patching of WebLogic domains. However, WLS patch
recommendations are not possible at the time of writing. You need to search for

the WLS patches yourself.

Reporting
A rich set of reports is available, such as an Applied Patches Report, and a Target

Patchability Report. These are accessed by going to Enterprise | Reports |
Information Publisher Reports, and searching for patch in the title.

BI Publisher Enterprise Reports can also be used, but BI Publisher needs to be
configured for use with Enterprise Manager. For more information on the setup
required, refer to the Oracle Enterprise Manager Cloud Control Advanced Installation
and Configuration Guide 12c Release 2 (12.1.0.2) at the following URL:

http://docs.oracle.com/cd/E24628 01/install.121/e24089/install em
bip.htm
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Summary

Enterprise Manager Cloud Control 12¢ allows automation of the tedious patching
procedure used in many organizations today, to patch their Oracle databases and
servers. This is achieved via the Database Lifecycle Management Pack, which is
one of the main licensable packs of Enterprise Manager.

Sophisticated Deployment Procedures are provided out of the box to fulfill many
different types of patching tasks, and this helps you to achieve mass patching of
multiple targets with multiple patches in a fully automated manner, thus making
tremendous savings in administrative time and effort. Some companies have
estimated savings of up to 98 percent in patching tasks in their data centers. Different
types of patches can be applied in this manner, including CPUs, PSUs, Patch sets and
other one-off patches. Different versions of databases are supported, such as 9i, 10g
and 11g. For the first time, the upgrade of single-instance databases is also possible
via Enterprise Manager Cloud Control 12c.

There is full integration of the patching capabilities of Enterprise Manager with

My Oracle Support (MOS). The support site retains the configuration of all the
components managed by Enterprise Manager inside the company. Since the current
version and patch information of the components is known, My Oracle Support is
able to provide appropriate patch recommendations for many targets, including
the latest security fixes. This ensures that the company is up to date with regards

to security protection.

A full division of roles is available, such as Patch Administrator, Designer, and
Operator. It is possible to take the My Oracle Support recommendations, select
patches for targets, put them into a patch plan, deploy the patch plan and then create
a plan template from it. The template can then be published to any operator who

can then create their own patch plans for other targets. In this way patching can be
tested, verified, and then pushed to production.

In all, Enterprise Manager Cloud Control 12c offers valuable automation methods
for Mass Patching, allowing Administrators to ensure that their systems have the
latest security patches, and enabling them to control the application of patches

on development, test, and production servers from the centralized location of

the Software Library.

In the next chapter, we will take a look at the Database Change Management
capabilities of Enterprise Manager Cloud Control 12¢ that enable you to create
Baselines of your database Metadata, compare Schemas and databases, and
perform Schema Synchronizations.
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In a typical data center, there may be many hundreds or even thousands of
applications and projects, each with its own database schema and its own
development lifecycle. A project's application is typically developed over a

set period of time on a development database and application servers that may
even be outside the data center, if the development is outsourced. The developers
complete the coding of the application and the associated database schema, and
send over the scripts to create the schema and all the schema objects. This also
includes creating the application's users in the database and the granting of
database roles and privileges to these users, as well as object-level privileges

on every application object in the database.

The data center's DBA receives the database scripts and is responsible for reviewing
the scripts to ensure that they comply with the internal database's standards, for
example not granting excessive database privileges. If the scripts pass the review,
the DBA may then apply the scripts to a development instance to ensure that they
execute as designed. If changes are required, the DBA sends the scripts back

to the development team to make changes.

Now the scripts can be applied on a test database, the results verified by the DBA,
and the application team will then be asked to perform their testing against the test
system. Once application testing has been completed and signed off, the project
team will schedule a change for the DBA to implement these changes in the
production environment.
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So far so good. But now things may not work right. The same application that was
tested successfully a few days ago seems to have serious issues in production. The
application team has no idea what has happened, and falls back on the DBA to

fix the issue. Since the application is now in production, any downtime is a loss

in revenue and the pressure is on the DBA, who first of all needs to compare the
changes across the development lifecycle. What is the difference between production
and test databases? What tables, columns, or other database objects are different?
Which users, roles, and privileges are different?

To find out about these things, the DBA needs to query the data dictionary of the
different databases, get a listing of the schema structure and security setup, and
then make a visual comparison to find the differences. This can quickly become a
nightmare, especially if there are hundreds or thousands of application schemas,
and the development teams keep coming up with new application versions along
with schema changes every few months. The DBA has no choice but to track these
changes manually, and this is normally done by placing the application database
scripts in subdirectories on the DBA's PC, which only the DBA can access.

In such a situation, database changes can no longer be controlled and all changes
deteriorate to an ad hoc manner where changes are applied on the fly, and no history
is maintained. At this point in time, if the company's auditors request the past
history of all database schema changes, the DBA management will find it

impossible to give the company's auditors the information they require.

Change management

The Database Lifecycle Management (DBLM) Pack of Oracle Enterprise Manager
Cloud Control 12¢ gives you a powerful change management capability, in addition
to the Configuration Management, Security Compliance, Provisioning and Patch
Automation capabilities we have seen so far.

Using Enterprise Manager, the DBA can easily compare different databases or
schemas in the same database. Users, roles, and privileges can be compared.
Dictionary definitions can be captured and stored in the Enterprise Manager
repository as baselines, and these can also be used in comparisons. For example,
you can compare a stored baseline of a production database as it existed a week
ago with the actual current database. The baselines can also be versioned to retain
the history of changes. Baselines can also be exported from one Enterprise Manager
environment to another, beginning from Version 11g of Enterprise Manager.
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Differences discovered between two database schemas can then be propagated
between the schemas —such as comparing a test and production database,
finding the latest schema changes that were applied on the test, and propagating
these changes to production. Scripts are generated automatically by the change
management capability and applied by the Enterprise Manager job system.

Besides the Enterprise Manager interface, it is also possible to use Oracle SQL
Developer (a free product from Oracle for developers), to access some of the

change management capabilities such as Database Diff from Version 3.1 onwards.
However, note that Oracle SQL Developer can only compare two schemas at a time,
and that only in real time. It does not have the ability to save prior schema definition
captures in a baseline, or a multi-schema comparison. For the advanced capabilities
of change management, you need to use Enterprise Manager Cloud Control 12¢

and the Database Lifecycle Management Pack license. If you just want the basic

Diff capability, you can use it for free in Oracle SQL Developer 3.1 onwards.

Developers can use change plans to capture the development changes and send them
to the DBA for approval and propagation to test and production, and this is a further
automation of change management seen in the new version of Enterprise Manager
Cloud Control 12c.

Finally, another great new feature is that data comparisons can now be done and this
is specifically meant for smaller-sized reference tables or seed data.

We will now have a look at these useful features.

Schema comparison

Our scenario is that we have a development database that is named saidev.
sainath. com. The development team works on this database and creates new
applications. They have recently created a human resources application and have
placed the required database objects for this application in the HR schema.

In the next phase of the development lifecycle, functional and load testing of the
application needs to be performed by the application team, normally in conjunction
with the test team. For this purpose, a test database has been created, which is
saitest.sainath.com. The development schema and all its objects (only the
structure or metadata) will need to be transferred over to the test database.

We will now see the steps required to achieve this:
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First, move to the saidev database in Enterprise Manager Cloud Control 12c. From
the database menu, select Schema | Change Management | Schema Comparisons.

[ saidev.sainath.com ®

E] havipor sainath
Cracle Database + Performance » Availabiity + Schema « | Administration +

Schema Comparisons
A schema comparison contains the results of comparing the definitions of database objects at a specific time. Comparison sources can be two databases, two baselines, or one database and one baseline,

Search |Source Database || [saidev.sainath.com” E
Create
Versions | Most Recent Version ‘Owner

Select | Name: |L:ft MName ‘ Left Type ‘nght Name

Right Type
Mo items found
Related Links
Schema Baselines Schema Synchronizations Schema Change Plans Data Comparisons

In the Schema Comparisons page that appears, there are no saved Comparisons.
Click on Create in order to create a new Comparison.

Left Source Right Source Objects Options Job Options Review

Create Schema Comparison: Left Source

Step 10f6 Nezt

* Comparison Name 'hr_companson_saidev_sawlesl

Cescription | comparison of HR schema between saidev and

saitest databases.

Specify a source on the left hand side of the comparison.

Overview

Create Schema Comparison compares the definitions of database objects, You
can compare database to database, baseline to baseline, or database to
baseline, You can define what you want ta compare once using the Objects
step, and repeat comparison at later times,

@ Database Instance
Database |saidev. sainath, com Q

Must be version 9i or later.

" Baseline Version

Baseline q

Speciy 2 valid baseline version. Example: EmployesDE[2)
[T capture first before compare

Give a name to the Comparison object. We are going to compare the HR schema in
the saidev and saitest databases.

First specify the source for the left side of the comparison. The source can be of a
Database Instance (9i or higher) type or a Baseline Version type. A baseline is simply
a captured schema definition. If you want, you can capture the baseline first before
the comparison by ticking the box provided. (Note that alternatively, you can create a
schema baseline by selecting Schema | Change Management | Schema Baselines).
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We specify the saidev database. Click on Next to continue.

Left Source Right Source Objects Optians Job Options Review

[t L} 1t 1k 1t =)
Create Schema Comparison: Right Source

Specify a source on the right hand side of the comparison,
& Database Instance
Database [saitest sainath.com Q,

Must bie varsian 9i oF later,

" Baseline Yearsion

Baseline |

Specify a valid baseline version, Example: EmployesDB[2]
[T Capture First before compars

Left Source  saidev,sainath.com real M
Logged In As 5¥5 Bz Step 2o 8 g

In the same way, specify the source for the right side of the comparison. Either

a database instance or a baseline version can be specified as before.

We specify the saitest database to be used for the comparison, and then click

on Next.

Left Source Right Source Objects Options Job Options Review

Create Schema Comparison: Objects

Specify which database objects you want to compare,
Non-Schema Object Types
¥ Tablespace ™ Rollback Segment ¥ User ¥ Rele ™ Profile
¥ Grants for Users and Roles

Schema Objects

¥ User Defined Type

Schemas to Include

Schema |

7 Object Name Prefic

Object Name Starts With |
W Mapped Schemas

Left Schema Right Schema
Mo mapped schemas

Add Another Row

Database Attributes
|_ Initialization Parameters

Left Source saidev.sainath com Right Seurce  saltest salnath, com m Ba £6  Next
Logged In As SYS Logged In As SYS _Ck Step 3of 6 _Nex

Object Selection Method |select object types and the schemas to include j
Object Types
Select All | Select None
[V Table ¥ tndex & View ¥ Trigger ¥ Sequence
V¥ Package ¥ Package Body V' Procedure W' Function W' Cluster
IV Database Link ¥ Materialized View ¥ Materialized View Log ¥ Private Synonym ¥ Public Synomym

Remove Al Add

Remove

" 4

Remove
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On the Objects page that appears, select the Non-Schema Objects option and the
Schema Objects option that you wish to include in the comparison.

In the Schema Objects selection, there is a drop-down box, which has three
options — Select object types and the schemas to include, Select object types to
include and the schemas to exclude, and Select individual objects from any schema.

In our case, we have selected the first option and included all the schema objects, and
selected Tablespace, User, Role, and Grants for Users and Roles as the non-schema
objects to be compared. We want to compare tablespaces so that we can find out if
the HR schema uses a different tablespace, which is not there in the test database.

The HR schema is selected as a schema to include in the comparison.

It is also possible to select an Object Name Prefix string to be used in the
comparison. For example, you can compare all objects beginning with "sales_".

You can also use a mapping of schemas in the comparison if the schemas to be
compared do not have the same name; for example, if you want to compare the HR1
schema with the HrR2 schema in the other database. In this way, multiple mappings
of schemas can be used in the comparison.

Database Attributes such as Initialization Parameters can also be compared by
checking the box at the bottom of the page.

Click on Next to continue.

|} 1 1 1=
e @ @
Left Source Right Seurce Chjects Options Inh Cintinns Review

Create Schema Comparison: Options
Left Source saidev,sainath.com Right Source saitest.sainath,com neel M
Logged In As SYS Logged In As 5YS ﬂ Back | Step 4of 6 | Neut

Storage [V Ignore Physical Attributes
Ignore differences in attributes such as extents and space usage.
W Ignore Tablespace
Ignore differences in the cbject tablespace attribute,
Match Constraints @& By Definition
[ Report Name Differences

" By Name
(& TIP Choose this option only if constraint names are not system generated.

Partitioned Objects [¥ Ignore Partitioning
Ignore all differences in partitioning attributes of tables and indexes,
[V 1gnore High Values
Ignore differences in high-bound values of range-partitioned tables and indexes,

Source Type Objects ¥ Logical 5QL Compare
Ignore differences in case, extra white spaces, and unnecessary quates in the SQL test.

Statistics ™ Compare Statistics
Cempare generated statistics for tables ar indexes,

Other Options [ 1gnare Table Column Positions
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In the Options page that appears, you can select several options to control the
comparison process. The default options that come up are normally valid; for
example, you would normally ignore partitioning in the comparison, and you would
not want case differences or whitespaces in the SQL text of an object to interfere with
the comparison. Also, you would like to ignore physical attribute differences such as
number of extents.

So keep all the defaults on this page and click on the Next button.

Left Source Right Source Objects Options Job Options Review

Create Schema Comparison: Job Options

Left Source saidev.sainath,com Right Seurce saitest.sainath.com ncel N
Logged In As SYS Logged In As SYS Cancelu| \Backy Step 5of 6 liext
Left Database Credentials Right Database Credentials
Credential € Preferred & Named € New Credential € Preferred & Named € New
Credential Name [NC_SAIDEV 5v5 v ¥ Credential Name [NC_SATTEST_svs v | %
Attribute ‘ Value Attribute ‘ Value
Username sy Username sys
Credential Details Li Credential Detalls i
Password ~ wEemxx Password ~  wEemxx
Rale sysdba Role sysdba
More Details Mare Details
Schedule
Time Zone |Each target's timezane 'I
Start
@ Immediately
C Later
Feb 15, 2012 [y

Date
(example: Feb 15, 2012)

Time | 11 -I 15 =] &AM PM

Repeat Repeat Until
(3 One Time Only & Indefinite
€ Interval € Custom
Frequency |1 Days | ¥ Date tFeb 15;; 20 1: ) By
wamphe: Feb 15, 2012)
€ Monthly
a Time 111 2l[25 =] @ AM O PM
Yearly (Ignered sxcept when repeating by minutes or hours,)

On the Job Options page, specify the Credentials details for both the databases that
are being compared. You can then specify the Schedule details for the job, either
immediately or at a future time, or put it on a recurring schedule. This makes it
possible to perform scheduled comparisons and find out what is different between
the two databases or schemas.
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Click on the Next button to continue.

———N

Previous Job Options Review

Create Schema Comparison: Review
Left Source saidev sainath.com
Logged Im As 5YS

Right Source  saitest.sainath,com nesl =

Logged In &s 5YS Cancel | Back |Stepsofe  Submit

Comparison Name
Left Source
Right Seurce
Description

hr_comparison_saidev_saitest
saidev, sainath.com
saltest.sainath.com
Comparisan of HR schema between saidev and saitest databases.
Object T Tablespace, User, Role, Table, Index, View, Trigger, Sequence, Package, Package Body,
IECLTYPES pyblic Synonym, User Defined Type
Schemas to Include HR
Grants for Users and Roles Yes
Initialization Parameters No
Igrore Physical Attributes Yes
Ignore Tablespace Yes
Match Constraints By Definition
Report Mame Differences No
Ignore Table Column Positions No
Ignore Partitioning Yes
Ignore High Values Yes
Logical SQL Compare Yes
Compare Statistics No

The Review page appears. Make sure that the databases to be compared are correctly
specified, and the comparison parameters are correct. Click on the Submit button.

Job Run: COMPARISON_HR_COMPARISON_SAIDEV_SAITEST_2
Delete Run | Edit View Definition

Summary
Log Repart

Status Succeeded
Scheduled Feb 15, 2012 11:
Started Feb 15, 2012 5 AM GMT-05:00
Ended Feb 15, 2012 11:24:57 AM GMT-05:00
Elapsed Tme 3 minutes, 41 seconds

Type Comparison
Owner SYSMAN
Description Comparison version

105 AM GMT-05:00

Comparison: hr_comparison_saidev_saitest

Left Source saidev.sainath.com
LeftType Database
Comparison of HR schema
Description between saidev and
saitest databases.
Scope Specification
Table, Index, View,
Trigger, Private
Synonym, Package,
Packaga Bedy,
Procedure, Function,
Sequence, Database
Link, Materialized View,
Materialized View Log,
Cluster, Tablespace,
User, Role, User Defined
Type, Public Synonym
Schemas to Include HR
Grants for Users and Roles Yes
Initialization Parameters Ne

Type

Targets
Status | All T l
Go

Expand All I Collapse All

Name Targets Status
W Execution: 2 targets Succeedad
Step: Comparison Between Two Databases Succeeded

Right Source saitest.sainath,com
Right Type Database

Version 1

Ignore Physical Attributes Yes
Ignore Tablespace Yes
Match Constraints By Definition
Repert Name Differences No
Ignore Table Column Positions Mo
Ignore Partitioning Yes
Ignore High Values Yes
Logical SQL Compare Yes
Compara Statistics No

Started Ended
Feb 15, 2012 11:21:16 AM GMT-05:00  Feb 15, 2012 11:24:57 AM GMT-05:00
Feb 15, 2012 11:21:21 AM GMT-05:00 | Feb 15, 2012 11:24:57 AM GMT-05:00

View Comparison

Elapsed Time
3.7 minutes
3.6 minutes
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The comparison job starts and completes within a few minutes. You can click
on View Comparison to view the results at this stage.

Alternatively, you can select Schema | Change Management | Schema
Comparisons. The comparison you have just completed appears in the list.
Click on the View button.

{} saidev.sainath.com @ Looged in as SYS (| [3] havipori.saina
Oracle Database » Performance »  Availabiity » Schema »  Administration =
Schema Comparisons > Comparison: hr_comparison_saidev_saitest
Comparison: hr_comparison_saidev_saitest
Refresh
Left Source saidev.sainath.com Right Source  saitest,sainath.com
Left Type Database Right Type Database
Cwner SYSMAN Description Cqmpanson of HR schema between
saidev and saitest databases,
|- Scope Specification
Versions
View | Delete | | Show [Results |
Select Versionv ‘ Identical ‘ Mot Identical ‘ Left Only | Right Only ‘Creation Date ‘Job Status
O 1 g2 9 41 0 Feb 15, 2012 11:21: 16 AM GMT-05:00 Succeeded

A summary of the comparison results is seen. There are 82 Identical objects,
9 Not Identical (different) objects, and 41 objects that are only found in the
saidev database.

There are no objects that are found only in the saitest database. This gives
a summary of how different the databases are with respect to the HR schema
and the other non-schema objects you selected for the comparison.
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The Show drop-down box can be changed to include ignored results. By default,
ignored results will not be seen. Click on the View button.

{+ saidev.sainath.com @
Oracle Database = Performance » Avallability » Schema »  Administration «
Schema Comparisons > Comparison: hr_comparison_saidev_saitest > Comparison: hr_comparison_saidev_saitest[1]
Comparison: hr_comparison_saidev_saitest[1]
Left Source saidev.sainath,com
Left Type Database
Owiner SYSMAN
Objects
Object Type Schema Object Name
tees | Q|
Shaow [ AlDifferences -Left Only, Right Only and Non-Identical objects v | [Results =]
Add Comment ‘ Ignare Result ‘ Unda Ignare Result |
Select All | Select None
Select | Schema | NameJl | Result | Type
| . ADD_JOB_HISTORY - PROCEDURE
i Bl > UsER
| I S COUNTRIES > TABLE
O R COUNTRY_C_ID_PK b3 INDEY,
| S DEPARTMENTS - TABLE
| mEE DEPARTMENTS_SEQ - SEQUENCE
| S DEFT_ID_PK - INDEX
0 R DEPT_LOCATION_IX > INDEX
(| DIP (6] USER
| M EMPLOYEES -3 TAELE
| G EMPLOYEES_SEQ - SEQUENCE
0w EMP_DEPARTMENT_IX > INDEX
| G S EMP_DETAILS_VIEW - VIEW
I HR EMP_EMAIL_UK - INDEX
| A EMP_EMP_ID_PK > INDEX
0 R EMP_JOB_IX > INDEX
| EMP_MANAGER _IX 3 INDEX
O R EMP_NAME_IX » INDEX
r EXAMPLE - TABLESPACE
[m] HR > USER
- X > USER

Right Source saitest.sainath,com
Right Type Database
Creation Date Feb 15, 2012 11:21:16 AM GMT-05:00

sl

Most Recent Comment Detalls
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The detailed comparison page now appears. You can choose from the drop-down
box to show all the objects within the comparison scope, or non-identical objects that
are present in both sources but with attributes that are not identical. You can also
select to view Left Only Objects that are present only in the left source, or Right
Only Objects that are present only in the right source, or identical objects that are
present in both sources and have identical attributes. By default, all different objects
are displayed, including left only and right only objects and non-identical objects.

We can see from this that there are a number of HR schema objects that have been
created in the saidev database but are not present in the saitest database. Even
the USER type called HR and TABLESPACE called EXAMPLE are not present in
the latter.

Schema Change Plan

Now that we know the differences between the two databases, the next step is to
create a schema Change Plan. This is a new feature in Enterprise Manager Cloud
Control 12c.

Using change plans, the developers can group together some or all of their database
object changes, and package them for the DBA. Change plans can be created from
comparisons that have found differences. They can also be created from ad hoc
changes, or from development tools such as Oracle SQL Developer.

In a normal workflow process, the developer creates a Change Plan and submits it
to the DBA, who is then able to review the Change Plan and apply it if the changes
are acceptable. This can be done to multiple targets such as the test database, staging
database, or production.

Internally, a Change Plan consists of change requests for single or multiple

database objects. The change requests are for changes to the metadata, the

dictionary definition of the objects. The change requests can specify the addition

or deletion of columns, or the modification of other attributes. They may also include
the creation of new database objects (for example, tables or indexes), or the deletion
of database objects.

At the time of deployment of a Change Plan, an analysis is performed on the change
with respect to the database it is being deployed to. Based on this analysis, a PL/SQL
script is generated, which will perform the actual change.
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Let us now see how to create a schema Change Plan. Go to Schema | Change
Management | Schema Change Plans. Click on the Create button.

{} saidev.sainath.com @

[ havipori.sainatt
Qracle Database » Performance = Avaiablity  Schema v Administration =

Sehema Change Plans > Create Change Plan

Create Change Plan
Cencel %‘
*Name HR_Change_Plan Overview

Description | Create Change Plan creates a container for change items. A change item is an
E:::g: ilﬁsfgﬁ{‘hﬁsﬁ;é;:mﬁao'nmﬁegsa:';é: al ﬂ abstract instruction to carry out changes to a single database object definition
| databiase and s used to carry the changes to the when the change plan is deplayed to a destination database, You can create a
|Saitest database i ,ﬂ change plan, populate it with change items and then deploy it to any number of
L target databases.

Name the Change Plan on this page. This gathers all change items for this HR schema
from the saidev database and is used to carry the changes to the saitest database.

Click on OK. On the next page, select Create from Comparison.

{} saidev.sainath.com @

(2] havipori sainath
Oracle Database » Performance »  Availability »  Schema »  Administration «

Schema Changa Plans > Change Plan: HR_Change_Plan > Create Change Items from Schema Comparison
Create Change Items from Schema Comparison

Change Plan HR_Change_Plan
Owner SYSMAN

cencd [[ox]

Change Items can be created from differences in Schema Comparisons, Select a Schema Comparison Version and side containing the Change To values,
* Comparison version |hr_comparison_saidev_saitest[1] Q&
Specify 2 valid comparison version, Example: ScottSchemaComparizon[2]
RIS Riht Side = Change From, Left Sida = Change To JE3

Change Item Description [ gbiects relating to HR schema that was nenly
| created in the saidev database,

On the Create Change Items from Schema Comparison page, first select the
Comparison version instance to be used. We selected the comparison that was
recently created between the HR schema of the saidev and saitest databases.

Next, you need to select the correct Conversion Assignment option. If you select the
default option, which is Left Side = Change From, Right Side = Change To, then all

the HR objects in the saidev database will be dropped since there are no such objects
in the saitest database.
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This is not what we want, so select Right Side = Change From, Left Side = Change
To from the drop-down box. This is the right choice if you want to create the HR
objects in the saitest database. Click on the OK button to continue.

It creates the change items from the comparison in a few seconds. When the creation
succeeds, the Change Items list is displayed.

( saidev.sainath.com ® B havipori,sain
Oracle Database + Performance »  Avallabiity + Schema +  Administration »
Schema Change Plans > Change Plan: HR_Change_Plan
Change Plan: HR_Change_Plan
Return
Change Items
Change Items in the change plan are listed below, When the change plan is deployed to a target, the ‘Change To' attribute values will be applied,
Create from Comparison ‘
Delete Previous lm Next
Select | Action | Schema | Object™ Type LastModified By | Deseription
& Add HR COUNTRIES TABLE All objects relating to HR schema that was newly created in the saidev database,
© Add HR DEPARTMENTS TAELE All objects relating to HR schema that was newly created in the saidev database,
 Add HR EMPLOYEES TABLE All abjects relating to HR schema that was newly created in the saidev database,
© Add HR JOBS TABLE All objects relating to HR schema that was newly created in the saidev database.
 add HR JOB_HISTORY TABLE All objects relating to HR schema that was newly created in the saidev database.
€ Add HR LOCATIONS TABLE All objects relating to HR schema that was newly created in the saidev database,
© Add HR REGIONS TABLE Al objects relating to HR schema that was newly created in the saidev database,
© add HR COUNTRY_C_ID_PK INDEX, All objects relating to HR schema that was newly created in the saidev databasa,
© add HR DEPT_ID_PK INDEX All objects relating to HR schema that was newly created in the saidev database,
© Add HR DEPT_LOCATION_IX INDEX All objects relating to HR schema that was newly created in the saidev database,
& add HR EMP_DEPARTMENT _I% INDEX All objects relating to HR schema that was newly created in the saidev database,
€ add HR EMP_EMAIL_UK INDEX All objects relating to HR schema that was newly created in the saidev database,
0 Add HR EMP_EMP_ID_PK INDEX All objects relating to HR schema that was newly created in the saidev database,
0 add HR EMP_JOB_I¥ INDEX All objects relating to HR schema that was newly created in the saidev database,
0 Add HR EMP_MANAGER _IX INDEX Al objects relating to HR schema that was newly created in the saidev database,

The list that comes up initially includes a number of change items, which we decide
not to implement, so they have been deleted by us from the list. This is done one at
a time by using the Delete button.

The deleted change items include additions of the other missing schemas such as OE,
PM, and BI among others (these appear in the list because we initially compared all
the schemas).

The deleted items also include modifications to other tablespaces, which are different
across the two databases. We are only interested in the EXAMPLE tablespace, the
HR user, and all the HR objects. These are the change items we will use for the

script generation.
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Select Return; this brings you back to the Schema Change Plans page as shown in
the following screenshot:

¢} saidev.sainath.com @
Oracle Database = Performance v Avallablity » Schema v Administration +

Schema Change Plans
Schema Change Plans allow you to collect a series of alterations to Oracle database metadata from several sources. The sources include Schema Comparisons, object definitions and external clients, After a Schema Change:

Search |Name w| | ﬂ

View | Delete ‘ Create Synchronization from Change Plan
Select | Name Quner | Items ‘ Description

% HR_Change_Plan SYSMAN 36 Change Plan for the HR schema, This gathers all change items for this schema from the Saidev database and is used to carry the changes to the Saitest database
Related Links
Schema Synchronizations Schema Baselings Schema Comparisons

Schema synchronization

Once the Change Plan has been created, we can use it to perform a schema
synchronization. In this process, Enterprise Manager Cloud Control 12c will
synchronize a source and destination schema so that all the changes in the source
will be reflected in the destination.

On the Schema Change Plans page, select the Change Plan we just created and click
on Create Synchronization from Change Plan.

™ {_} {_} {} { ——} 35

Source Destination Objects Rules Mode Job Mare

Create Schema Synchronization: Source

Step Lof 7 Next

* Synchronization Name |HR_synch

Overview
Synch for the HR schema from the Saidev |4 4 Schema Synchronization operation makes the definitions of a set of objects in
Description database to the Saitest database the destination database the same as those in the source, A schema
| LI synchronization defines the set of objects to be synchronized and contains
Specify a source for synchronization, infarmation on the synchronization operation,

(¥ TIP Use database as source if you want to copy data.
" Database Instance
Database CL
Must be version Si or later,
" Baseline Version
Baseline |
Specify a valid baseline version, Example: EmployeeDE[2]
™ Capture first before synchronize
¥ Change Plan Instance
Change Plan [SYSMAN:HR _Change_Fian Q,
Specify ovner and name of the change plan defimited by a colon, Example: EM_ADMIN1:CP1
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The wizard to perform schema synchronization now starts.

In the first step, give a name to the synchronization and then select the Source

instance, which can be either a database instance, a baseline version, or a Change
Plan instance.

In our case we have selected the HR Change Plan that was just created.

Click on Next to continue.

[ [ [ [ '
) ! 1) 1) 1 1f

= - = 2

Source  Destination  Objects  Rules  Mode  Jab Mare

Create Schema Synchronization: Destination

Source SYSMAN:HR_Change_Plan Back | Step2of 7 | Mext

Specify & destination for synchronization,
Database saitest,sainath.com CL

Must be version 9 or later,

The next step requires you to specify the Destination database for the
synchronization. This needs to be a database.

Select the saitest database and move to the Next step.

—{F——0—00—0—
| Sowce  Destnatn  Objects Rues Mok kb Me
Create Schema Synchronization: Objects
t " Destnaton safest.sanath.com
. Soce YU Cerge Pon S e | 2t [smmiﬂ
| Mapped Schemas
| By dafauit, a schama in the changs plan wil ba deglnyed [or appled] ta the same-ramed schema in the dastination. Using schema mapsing, you can apberaly 2oply changss o a schema in the destnaion from a schema of a dfferent nams in the dhangs plany
| Sorcescem Destratin Schera Renaie
| Mamagped shemas
H Add Another Row
E@m[f.l. Fad dact chenta does ot aidst cepdbe ihased deboran oFib iy

[217]



Ease the Chaos with Change Management

In this step, you can map one or more schemas from one database to the other.
This mapping is used if the schema names are not the same in the two databases.

We do not need to specify anything since we want the schema name to be the same.
Move to the next step.

Synchronization rules and mode

On the Synchronization Rules page, you need to specify various rules about
how the synchronization will be performed. You can choose to ignore storage

characteristics such as extents, or the tablespaces used by the objects, or
partitioning differences.

[ {f L ) { —— } 3

Source Destination  Objects Rules Mode Job More

Create Schema Synchronization: Rules

Storage

Constraints

Partitioned Objects

Table Data

Source Type Objects

Other Rules

Destination saitest.sainath,com
: Cancel | Back qof 7 Nf|xt
Source  SYSMAM:HR_Change_Plan Logged In As SYS K | Step 4o

[V Ignore Physical Attributes

Ignore differences in attributes such as extents and space usage.

[¥ 1grore Tablespace

Ignere differences in the object tablespace attributa,

& Match By Definition

[ Report Name Differences

' Match By Name
& TIP Do not choose this option if constraint names are system generated,
[¥ Ignore Partitioning

Ignore all diferences in partitioning attributes of tables and indexes.

[¥ 1gnore High Values

Igncre differences in high-bound values of range-partticned tables and indexes,
* Preserve Data in Destination

 Copy Data From Source

Delete and insert data in destinstion table using data selected from source, Dat will be copied from source even if table schema is identical betvieen source and destination,

¥ Logical SQL Compare

I 1gnore Table Column Positions
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Note that table data will be preserved in the destination in this case. Click on Next
to continue.

(f— 1 >

Source Destination ~ Objects Rules Mode  Job More

Create Schema Synchronization: Mode
Source SYSMANGHR Change _Plan LD%ZSE“d“m'; st RO Back | step 5o 7 %J
Synchronization processing includes three stages: Camparison of Source with Destination, Generation of Impact Report and Script, and Execution of the Script. Unattended Synchronization Mode executes all three stages without user interaction,
" Use Unattended Synchronization Mode
Destination Host Credentials

Credentisl " Preferred @ Named € New

Credential Name |NC_HAVIPORI_ORACLE hd

Attribute Value
Credential Detalls  UserName oracle
Password bicsoss
More Details

¥ Use Interactive Synchronization Mode
Synchronization processing pauses after each stage, Comparisan results, impact repart and script can b reviewed before proceading to the ned stage.

You can now select the synchronization mode to use. This can either be Unattended
Synchronization Mode, or Interactive Synchronization Mode.

In the latter mode, the processing pauses after each stage and you can review the
comparison results, impact report, and script.

We select this mode, and proceed to the next step.

% = & &

Previous Mode Job Review

Create Schema Synchronization: Job
o a Destination saitest,sainath.com
Source SYSMAN:HR_Change_Plan Logged In A8 &S Cancel | Back |Step6of 7 N%ﬂ
Database Credentials

Credential € Preferred & Named € New

Credential Name |NC_SA1'I'E5I'_SYS VI @

Attribute Value
Credential Details Usctarme Al
Password -
Role sysdba
More Details
Schedule
Start
& Immediately
 Later
[Feb 18, 2012 [

Date |
(example: Feb 16, 2012)

TlmEIB v“30 'I ® AM C PM
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Now, select the credentials for the saitest database, and schedule the job to run
immediately. Click on the Next button to continue.

&—— —1—8

Previous Mode Job Review
Create Schema Synchronization: Review

Source SYSMAN:HR_Change_Plan

Destination saitest.sainath.com

Logged In As SYS

Synchronizaton Name
Description

Cancel | Back | Step 70f 7 Sub?t
HK._5ynch

Synch for the HR schema from the Saidev database to the Saitest database

Logical SQL Compare

Initiglization Parameters No
Ignore Physical Attributes

Yes
Yes
By Definition

Ignare Tablespace
Match Constraints

Report Name Differences No
Ignare Table Column Positions Mo

Yes
Yes
Yes

Ignore Partitioning
Ignore High Values

Table Data

Mode Interactive

Preserve Data in Destination

The Review screen appears for the synchronization.

Verify that all the details are correct, and click on Submit. The job is submitted.

Click on View Job Details and watch the progress of the job until it

completes successfully.

Job Run: SYNCH_COMPARISON_HR_SYNCH_3

Summary

Status Succeeded
Scheduled Feb 16, 2012 8:34:03 AM GMT-05:00
Started Feb 16, 2012 8:34:10 AM GMT-05:00
Ended Feb 15, 2012 8:34:43 AM GMT-05:00

Elzpsed Time 33 seconds

Synchronization: HR_Synch

Source HR_Change_Plan
Source Type Change Plan

Synich for the HR schema
Description from the Saidev database
to the Saitest database
Scope Specification
Initizlization Parameters No
Targets \

Status [All L2
B
Expand All | Collapse All
Name
W Execution: saitest.sainath,com
Step: Comparison Between Synchronization Source and Destination

Type Comparison Between Synchronization Source and Destination

Owner SYSMAN
Description Synchronization version

Destination saitest.sainath.com
Version 1

Ignore Physical Attributes
Ignore Tablespace

Match Constraints

Report Name Differences
Ignore Table Column Positions
Ignore Partitioning

Ignore High Values

Logical SQL Compare

Table Data

Targets Status
saitest sainath.com  Succeeded

Succeeded

Yes

Yes

By Definition

Mo

Mo

Yes

Yes

Yes

Preserve Data in Destination

Started
Feb 16, 2012 8:34:10 AM GMT-05:00
Feb 16, 2012 8:34:11 AM GMT-05:00

Delete Run ‘Edlt View Definition

Log Repart

View Synchronization

Ended
Feb 16, 2012 8:34:43 AM GMT-05:00
Feb 15, 2012 8:34:43 AM GMT-05:00

Click on the View Synchronization button to see the results.
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Synchronization results

The first thing you notice on the View Synchronization page is that there are three
tabs— Objects, Impact Report, and Script. These are the three stages of the process.

Right now, the last two stages are grayed out as can be seen in the following
screenshot:

Schema Synchronizations > Synchronization: HR_Synch > View Synchronization: HR_Synch[1]
View Synchronization: HR_Synch[1]

Source Change Plan HR_Change_Plan CreationDatz Feb 16, 2012 8134110 AM GMT-05:00
Destination Database saitest.sainath.com Job Status  Comparison Succeeded
Owner SYSMAN Pandi : E - -
Description Synch for the HR schema from the Saidev database to the Saitest database ending Action |, @Maﬁium

Objects | ImpactReport | Seript
You can selectively exdude objects from synchronization aperation while specifying the pending action "Generate Seript”,
Confiict Summary No Conflict 36 Object Exists 0 Object Exists with Different Definition 0 Object Does Mot Exist 0 Object Contains Conflicting Attributes 0

Object Type Schema Object Name

Al Types =] | Q| Go
show | All Conflicts | Including Excluded Results | » I

Action | Schema | Name ‘ Type | Conflict | Excluded

Mo items found

The first tab of Objects shows Conflict Summary, and tells you if there are any
objects with conflicts, such as existing objects, objects with a different definition,
or objects with conflicting attributes.

You can exclude any such objects from the synchronization if you wish. In our case,
there are 36 objects with a No Conflict status so we can safely proceed.

The next thing to do is to click on Generate Script.

Synchronize: Continue To Script Generation
Cancel | Continue

Synchronization Name HR_Synch Version 1
Source Change Plan HR _Change _Plan Creation Date Feb 16, 2012 8:34:10 AM GMT-05:00
Destination Database saitest sainath,com Job Status Comparison Succeeded

Quner SYSMAN
Description Synch for the HR schema from the Saidev database to the Saitest database
Use this page to view comparison results and selectively excude objects from the synchronization operation, The exduded objects will be ignored during script generation.
Conflict Summary No Conflict 36 Object Exists 0 Object Exists with Different Definition 0 Object Does Not Exist 0 Object Contains Conflicting Attrbutes 0

Object Type  Schema Object Name
AllTypes v q ﬂ
Show | All Confiicts v Including Excluded Results v

Select ‘ Action | Schema ‘ Name ‘ Type ‘ Confiict ‘ Excluded
No items found

You are given a second look at the conflicting objects to exclude. Click on Continue.

On the next page, enter the credentials for the saitest database, schedule the job to
run immediately, and click on Submit. This will start the job for the script generation.
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After a few minutes, the job fails. When you drill down on the failed steps, it will ask

you to see the Impact Report tab. So move back to the View Synchronization page,
and click on the Impact Report tab.

The Impact Report tab appears as follows:

View Synchronization: HR_Synch[1]
Source Change Plan HR _Change_Plan
Destination Database saitest.sainath,com
Ouingr SYSMAN
Description: Synch for the HR schema fram the Saidev database to the Saitest database

Creation Dzt Feb 16, 20128:41:27 AM GMT-05:00
Job Status Generated With Errars
Mast Severe Message X Error

Pending Action “y Execute Script or Regenerate Seript|

Objects | Impact Rs@)rt Soipt

Review Impact Report messages for the synchronization operation, Teke suagested user actions to correct any errors,

Message Summary fror ¥ 1 Warning 0 Information 0

Object Type  Schema Object Name
AlTypes =] | C& ﬂ
View Object

v | Object Object
Select Severity | Type Schema | Name Messaga Recommended Action
@ N TALESPACE EUMPLE This tablespace must be created, The datafiles for this tablespace wil be placed in a default fle system location, This I the default file system location is acceptable
: Iocation may nat be acceptable due to Imited fle system space or other reasans, continug with script execution,

Any possible errors that can happen during the synchronization will be listed along
with an explanation message and recommended action.

In our case, an error is shown regarding the EXAMPLE tablespace. Impact Report
warns you that a default file location will be used for the tablespace files (normally
this is the DBs directory under the Oracle home). To change the file location, you
will need to create the tablespace manually using the generated SQL or PL/SQL
(in the next tab), or using your own SQL command.

[222]



Chapter 7

We decide to accept the default location (this is the Recommended Action column
shown on the screen) and ignore this error, continuing with script execution. Now,

move to the Script tab.

Search

Script Line Type

Comment
sQL
SQL
SQL
sqL
sQL
sQL

sqL

SQL

View Synchronization: HR_Synch[1]
Source Change Plan HR_Change_Plan
Destination Database saitestsainath.com

Owner SYSMAN

Description Synch for the HR schema from the Saidev database to the Saitest database

Cbjects ~ ImpactReport = Script

| Object Type

TABLESPACE
USER
SEQUENCE
SEQUENCE
SEQUENCE
TABLE
INDEX

THBLE

Script Line Type | All Types "l
Search

| Schema

HR,

HR

HR.

HR.

HR

HR

Review the synchronization script and the impact repert, To schedule a job for executing the script, dick the pending action link "Execute Seript”,

| Object Name

EXAMPLE

HR
LOCATIONS_SEQ
DEPARTMENTS_SEQ
EMPLOYEES_SEQ
REGIONS
REG_ID_PK

REGIONS

Creation Date Feb 16, 2012 8:41:27 AM GMT-05:00
Job Status Generated With Errars
Most Severe Message X Error

Pending Action ] Execute Seript or Regenerate Script
!

Save Full Script

Object Type | Al Types | =
Schema | Q,

Object Name |

Previous |1-250f 56 [z Mext 25

Seript Line | Details

-~ Script Execution Controller 2o
DECLARE tblspcExists MUMBER 1= 0; BEGIM select count(*) into thlspcExists from dba_t... -:h
CREATE USER "HR" IDENTIFIED BY VALUES 'S:FEGE720743FAA 1D 1BA5SD7A27AEDS0DCDD3AA4652514359. 1, °'
CREATE SEQUENCE "HR","LOCATIONS_SEQ" MINVALUE 1 MAXVALUE 9900 INCREMENT BY 100 START WITH .., B2a

CREATE SEQUENCE "HR"."DEPARTMENTS_SEQ" MINVALUE 1 MAXVALUE 9920 INCREMENT BY 10 START WITH. .. e
CREATE SEQUEMCE "HR™."EMPLOYEES_SEQ" MINVALUE 1 MAXVALUE 9999993332939959999333593999 INCR.... o
CREATE TABLE "HR","REGIONS" { "REGIOM_ID" MUMBER COMSTRAINT "REGIOM_ID_MN"MNOT NULLEM... o

CREATE UNIQUE INDEX "HR","REG_ID_PK" ON "HR","REGIONS" ('REGION_ID")

ALTER TABLE "HR".'REGIONS" ADD CONSTRAINT "REG_ID_PK" PRIMARY KEY ("REGION_ID") ENABLE

In the Script tab, you can examine all the scripts that have been generated to
synchronize the objects between the two databases.

You can search for scripts pertaining to certain object types: for example tablespace
scripts or table scripts, or you can select All Types.

Starting with the Script Execution Controller line, we can see that different scripts
have been created for objects such as tablespace, user, sequence, table, index, and

SO Oon.

The scripts are intelligently ordered — the tablespace will be created first, followed
by the HR user, followed by creation of all the HR objects.
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In the case of the HR objects, all the sequences will be created first, followed by the
tables and indexes. Views, procedures, and triggers (if any) will be created at the end.

You can click on Save Full Script if you want to save all the individual scripts as one
synchronization SQL file. In this case you can edit and run the script manually in
SQL Plus.

Now, click on the Details icon against the tablespace object to examine the script
that will be used to generate the EXAMPLE tablespace. This is shown in the
following screenshot:

Schema Synchronizations > Synchronization: HR_Synch > View Synchronization: HR_Synch[1] = Script Line Details
Script Line Details

Script Line Type SQL
Object Type TABLESPACE
Schema
Object Name EXAMPLE

Script Line DECLARE
thlspcExists NUMBER. 1= 0;
EEGIM
select count(*) into thlspcExists
from dba_tablespaces
where tablespace_name = 'EXAMPLE';
if {tblspcExists = 0) then
execute immediate ' CREATE TABLESPACE "EXAMPLE™ DATAFILE
"example0 1.dbf" SIZE 104857600 REUSE
AUTOEXTEND OM MEXT 555300 MAXSIZE 32707M
MOLOGGING OMLIMNE PERMAMENT BLOCKSIZE 3192
EXTEMT MAMAGEMENT LOCAL AUTOALLOCATE DEFAULT NOCOMPRESS SEGMENT SPACE MAMAGEMENT AUTO';
end if;
end;

As we can see, the script intelligently attempts the creation of the EXAMPLE
tablespace only if it does not already exist. This is important, so as to avoid
unnecessary creation errors with existing objects.

The directory's location is not specified, so the database file will be created in the
default location, which is the DBs directory under the Oracle home.

It is not possible to edit the script on the screen in order to make changes. You need
to save it as a synchronization SQL file first, before editing it.

Executing the synchronization

Coming back to the main View Synchronization page, click on Execute Script at the
top corner of the screen.
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Setup + Help» | of svsman | LegOut

Search Target Name

Creation Date Feb 16, 2012 8:41:27 AM GMT-05:00
Job Status  Generated With Errors
Most Severe Message X Errar

Pending Action " Ex§cute Script or Regenerate Script

Save Full Script

A confirmation appears that you should examine all error severity messages in
the impact report and take appropriate action before you attempt to execute the
synchronization script. When it asks you if you want to continue, select Yes.

Synchronize: Continue To Script Execution

version 1 _ﬂ_‘ Su$m|t

Synchronization Mame HR_Synch Creation Date Feb 16, 2012 8:41:27 AM GMT-05:00
Dsugfiichannﬁle;'ﬂ” Hﬁﬁcﬁange_gan Job Status Generated With Errors
estination Database saitest.sainath,com M M rror
S Ll lost Severe Message X Erro
Description Synch for the HR schema from the Saidev database to the Saitest database

Specify job options and destination host credentials for the script execution step. The job can be run immediately or scheduled to run at a later time.
# Job Name [SYNCH_EXECUTION_HR_SYNCH_6

Description \

Destination Host Credentials

Credential (7 Preferred  Named 0 New

Credential Name | NC_HAVIPORI_ORACLE hd

Attribute Value
Credential Details | UserName oracle
Password
More Details

Database Credentials

Credentisl (7 Preferred 8 Named O New

Credential Name [NC_SATTEST svs -]

Attribute Value
Credential Details Lsemang £
Passward kit
Role sysdba
More Details
Start
& Immediately
 Later
Date D 16, 2012

(example: Feb 16, 2012)

Time |8 =] [40 =] &AM CPM
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You are now asked to select the credentials for the destination host as well as the
database. Schedule the job to run immediately, and click on Submit. This will start
the job for the script execution.

The first time the script runs, it will fail. This is because the script creates the HR user
but does not grant any privileges on its default tablespace, or even to connect to the
database. You need to grant the privileges manually and execute the script again.
This time it should complete successfully.

Job Run: SYNCH_EXECUTION_HR_SYNCH_7
DeleteRun | Edit | view Definiton

Summary
Log Report
Status Succeedesd Type Synchronization Script Execution
Scheduled Feb 18, 2012 10:16:33 AM GMT-05:00 Owner SYSMAN
Started Feb 16, 2012 10:16:41 AM GMT-05:00 Description

Ended Feb 18, 2012 10:16:53 AM GMT-05:00
Elapsed Time 17 seconds

Synchronization: HR_Synch
View Synchronization

Source HR_Change_Flan Destination saitest.sainath.com
Source Type Change Plan Version 1
Synch for the HR schema
Description from the Saidev database
to the Saitest database
Scope Specification
Initialization Parameters No Ignore Physical Attributes Yes

Ignore Tablespace Yes

Match Constraints By Definition
Report Name Differences No
Ignore Table Column Positions Mo
Ignore Partitioning Yes
Ignore High Values Yes
Logical SQL Compare Yes

Table Data Preserve Data in Destination

Targets |
sats [l ]
o]
Expand Al | Collapse Al
Name Targets Status Started Ended
W Execution: saitest.sainath.com saitest.sainath.com  Succeeded  Feb 16, 2012 10:16:41 AM GMT-05:00  Feb 16, 2012 10:16:59 AM GMT-05:00
Step: Synchronization Script Execution  saitest,sainath,com  Succeeded Feb 16, 2012 10:16:43 AM GMT-05:00 Feb 16, 2012 10:16:59 AM GMT-05:00
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To verify that the objects have been created in the saitest database, we can perform
a count of the HR objects in each database. The count is 34 objects in each and this is
verified in the following screenshot:

oracle@havipori:~

File Edit View Terminal Tabs Help

S0L> [«]
50L=

S0L> connect hr@saidev

Enter password:

Connected.

SQL=

50L> select count(*) from user_objects;

COUNT(*)

S0L> connect hr@saitest

Enter password:

Connected.

SQL=

50L> select count({*}) from user_ objects;

COUNT(*}

S0L=>

Synchronization without a Change Plan

Regarding the error about the user privileges not being granted, this happened
because a Change Plan was used as the source for the synchronization. Instead, if
you had done a direct schema synchronization between the two databases, the user
privileges would have been included in the generated script. So if you have a case
where the DBA needs to create a missing user in another database as a copy from
the original database, direct synchronization is better suited.

Change plans are meant to deliver schema-specific changes to databases: for
example, add a missing column, along with related changes such as adding a
primary key constraint or foreign key constraint.
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On the other hand, direct schema synchronization without a Change Plan will make
a set of objects in the second database to look like those in the first database —and
this is typically all the objects in one or more schemas. If only the schema is specified,
the associated user, roles, and grants will be included by the synchronization process

as can be seen in the following screenshot:

E " & {} —0
Source Destination Objects Rules Mode Job Mare

Create Schema Synchronization: Objects
Source saidev.sainath.com
Logged In As 5YS
Epedfy which database objects you want to synchronize,
Schema Objects

Destination saitest.sainath.com
Logged In As  SYSTEM

Object Selection Method |5E|E(t object types and the schemas to include
Object Types

Select Al I Select None

Schemas to Include

Sthema

HR

& Object Name Prefix

1> Mapped Schemas

Database Attributes

[ Initialization Parameters

(¥ TIP Choose this option only if destination database has been started with an SP File,
v Non-Schema Object Types

[V Tablespace

[V Table ¥ Index W Cluster

IV view [V Trigger W sequence

[V Procedure [¥ Function [V Database Link
¥ User Defined Type

=

Oracle recommends selecting these object types as a set: Table, Index, Cluster, Materialized View and Materialized View Log, Mot doing so prevents Synchronize from making necessar,

W Materialized view
W Package
W Private Synonym

Cancel | Back |Step3of 7 Mext

[V Materialized View Log
¥ Package Sody
[¥ Public Synonym

Remove Al M

| Remove

[¥ Profile

Here, we have created a schema synchronization without specifying a Change Plan.
The saidev and saitest databases are being synchronized, and we have included
the HR schema and all objects in it. It is recommended to select these Object Types
as a set—Table, Index, Cluster, Materialized View, and Materialized View Log

so that synchronization can make changes to all related objects. For example, if a
Table object type has changed in structure and there is a Materialized View object
type based on that Table object type, but the Materialized View object type is not
selected, then the synchronize process will not be able to change Materialized View.
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Regarding the non-schema object types, only tablespaces and profiles can be selected
as shown in the previous screenshot. You cannot select users, roles, and grants

in this scenario since they will be automatically included in the synchronization

as per the schemas you have selected. It is recommended to provide a complete
scope specification in which all your application schemas are included. Move to

the next screen.

= = o
I 1 1 f =r =

Source Destination Objects Rules Maode Job More

Create Schema Synchronization: Rules

Source saidev.sainath,com Destination saitest.sainath,com Cancel | Back |Step4of7 Next
Logged In As 5YS Logged In As SYSTEM = =

Storage [ 1gnare Physical Attributes
Ignore differences in attributes such as extents and space usage,
[ 1gnore Tablespace
Ignare diff in the ckject tablespace attribute.

Constraints (& Match By Definition
I_ Report Mame Differences

" Match By Name
(¥ TIP Do not choose this option if constraint names are system generated,
Partitioned Objects [ 1gnore Partitioning
Ignore all differences in partitioning attributes of tables and indexes,
[V 1anare High Values
Ignere differences in high-bound values of range-partitioned tables and indexes.

TableData ¢ Preserve Data in Destination

& Copy Data From Source Qb
Delete and insert datz in destination tzble using data selected from source, Date will be copied from source even f tzble schema is identical

Source Type Objects [ | agical SQL Compare

Other Rules 7 1gnore Table Column Positions

[ Drop Destination-Only Schema Objects
Drop schema chbjects that are present in destination but nat in source, This enly affects cbject types that are selected for synchronization,

On the Rules page, you are allowed to choose whether to preserve data in the
destination, or copy data from the source. You can only choose the latter option
when doing the direct schema synchronization without any change plans.

(If a Change Plan had been used, then this option is grayed out and you

are only allowed to preserve data in the destination.)

The direct schema synchronization will then proceed, and generate a script that
creates the user as well as assigns the appropriate roles and grants to it.

As we have seen, the Change Plan as well as direct schema synchronizations
are restartable in the case of failures. If the synchronize job were to fail, it can
be resubmitted (after the issue is manually corrected) and the execution will
start from the point of the last failure.
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Data comparison

Data comparison is a new feature in Enterprise Manager Cloud Control 12¢. You are
now able to compare the data in different schemas or databases using this feature,
which is primarily meant for smaller tables such as reference tables, configuration
data, or seed data.

Note that the reference database must be of Version 11¢ or later; this is because
it uses the DBMS_COMPARISON package, which is available from 11¢ onwards. The
candidate database however can be of Version 10g or later.

The database character sets must be the same for both databases. Tables, single-table
views, and materialized views can be used for data comparison. However, certain
data types cannot be used; for example LONG, LONG RAW, ROWID, CLOB, BLOB
columns, and so on. You need to exclude such columns from the comparison.

To start comparing the data, select Schema.. Change Management.. Data
Comparisons. This brings up the following screen:

Data Comparisons &

A data comparison operation compares data in & set of database objects in a candidate database with those in a reference database, You can create a comparison specifying which
Job Status column to check the status of the data comparison job, On job completion, select the data comparison to view the comparison results, The results will be purged when you

Actions ~ Craate. | 7 Edit Specification... &) Submit Comparison Job... &g ViewResults 3§ Delete... | B}

Mame Reference Database |Candidate Database [tems

Comparison Start |30 ahahie Owrier Description
Time

No data to display,

Click on Create.... This will create a new data comparison.

Internally, this feature uses the DBMS_COMPARISON package in the 11¢g database version.

Create Data Comparison

= MName 'Sainaﬂ'u Data Compare

Description | Comparisan of data in the HR Schema between saidev and saitest databases.

To compare objects residing in two databases, select one database as the reference and the other as candidate, The reference database will also
reference and the candidate,

* Reference Database [gajdev.sainath.com Q
Must be version 11g or later,
* Candidate Database |saitest,sainath, com 2]

Must be version 10g or later,

'C_)K% Cancel
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Name the comparison appropriately, and specify the Reference Database instance
and the Candidate Database instance. In our case, select the saidev database and
the saitest database respectively.

Select OK to continue.

Data Comparison Specification: Sainath Data Compare

Reference Database saldev.sainath.com Candidate Database saitest.sainath.com
Logged in As SYS Logged in As  SYS
Comparison Items
Specify which database objects you want to compare.
m ' A Edit... 38 Remove ' ﬁ

Add Object Pair,., fence Object |Candida1e Schema |Candidate Object |1n|:1uded Columns

Add Multiple Objects. %
Edit. ..

Remove

~| Sehema Mapping

By default, a reference object will be compared with a candidate object in the same-named schema as the reference schema. Using schema-mapping,
once.

| ofs Add... 3 Remove
-_R|.=F=r=nc= Schema [Ca."sidate Schema
Mo data to display.

Comparison Items can now be specified. You can either add Multiple Objects, or
individual Object Pairs. Specify this from the Actions menu.

We choose to add multiple objects. This brings up the following window:

Search and Select Multiple Objects ]

Schema [HR Q
Object Name
*= Object Type ¥ Tables [T views [~ Materialized Views [T Synonyms

Search

Schema |Object MName |ObjectT\fpe J
HR COUNTRIES TABLE
HR DEPARTMENTS TABLE
HR EMPLOYEES TABLE
HR JOBS TABLE
HR JOB_HISTORY TAELE
HR LOCATIONS TABLE
HR REGIONS TABLE
1| | 2

Et Cancel
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Here we have selected the HR schema and searched for all its tables. When the tables
are seen, select all of them and click on the OK button.

Data Comparison Spedification: Sainath Data Compare

Reference Database  saidev.sainath.com Candidate Database  saitest,sainath.com
Loggedin As SYS Logged in As SYSTEM
Comparison Items
Specify which database objects you want to compare,

Actions + | m# 3 remove | @
|Reference Schema eference Object |Candidate Schema |Candidate Object |1ncluded Columns
HR COUNTRIES HR COUNTRIES COUNTRY_ID, COUNTRY_MAME, REGION_ID
HR DEPARTMENTS HR DEPARTMENTS DEPARTMENT _ID, DEPARTMENT _NAME, LOCATION_ID, MANAGER_ID
HR EMPLOYEES HR EMPLOYEES COMMISSION_PCT, DEPARTMENT_ID, EMAIL, EMPLOYEE_ID, FIRST_MAME, HIRE_DATE, J
HR JOBS HR JOBS JOB_ID, JOB_TITLE, MAX_SALARY, MIN_SALARY
HR, JOB_HISTORY HR. JOB_HISTORY DEPARTMENT _ID, EMPLOYEE_ID, END_DATE, JOB_ID, START_DATE
HR LOCATIONS HR LOCATIONS CITY, COUNTRY_ID, LOCATION_ID, POSTAL_CODE, STATE_PROVINCE, STREET_ADDRESS
HR REGIONS HR REGIONS REGION_ID, REGION_MAME

~| Schema Mapping

By default, a reference object will be compared with a candidate object in the same-named schema as the reference schema. Using schema-mapping, you can optionally compare objects in
once,

| o Add.., 3¢ Remove |
Reference Schema |Candidate.5chema
Mo data to display,

You are now back on the Comparison Items page, where you can see the list of
items that will be compared —including the Reference Schema, Candidate Schema,
Reference Object, and Candidate Object. To view an item, select it and click on Edit....

Data Comparison Item: Sainath Data Compare

Reference Database  saidev.sainath.com Candidate Database saitest.sainath.com

% Cancel
= Reference Object |HR . COUNTRIES Q
* Candidate Object HR.COUNTRIES' & Override

By default, the candidate object’s name is same as that of reference, Its schema is derived from schema map if specified, Otherwise, its schema is same a5 that of reference.
Columns to Incude 444, Remove
|Column Name |
'COUNTRY_ID
COUNTRY _NAME
REGION_ID

If you do not specify any columns to incude, all the columns present at the time of comparison job execution will be induded automatically,
Comparison Index |

You may optionally specify a comparison index. Index columns determine how rows get compared and categerized in the results as reference only, candidate enly and non-identical rows.

Where Condition

Example: hire_date < SYSDATE - 7 and phone_number like '603%'
%7 Hide More Options
& bucket is a range of rows in a database ohject being compared, Performance of comparison is often improved by splitting the database object into ranges and comparing the ranges independently,
Bucketlimits  Maximum Number of Buckets to Use |
Minimum Number of Rews in a Bucket \
Flashback Query @& Compare current data
" Compare data as of specified timestamp
Timestamp L“:J
€ Compare data as of specified System Change Number (SCN)
Reference Database SCH
Candidate Database SCN |
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On the Data Comparison Item page, the columns that will be compared are
displayed. You can Remove or Add... columns in the list.

You can also override the name of the Candidate Object instance and specify
a different schema if you wish. In that case, any schema mapping previously
specified will be ignored for this item.

On this page, it is also possible to select a Comparison Index option, but this is
optional. The index must uniquely identify every row you are comparing. Where
Condition can also be specified.

The performance of the comparison can be improved by specifying buckets of rows
with Minimum Number of Rows in a Bucket, and Maximum Number of Buckets
to List. The comparison is done independently for each bucket.

It is also possible to use Flashback Query to compare older data instead of current
data. Older data can be specified using either Timestamp or SCN.

Select OK to save your data comparison.

Data Comparisons ¢/

A data comparisan aperation compares data in a set of database objects n & candidate database with those in a reference database, You can create 2 comparison specifying which bjects are to be compared and submit
Job Status column to check the status of the data comparison job. On job completion, select the data camparisan to view the comparison results, The results wil be purged when you delete the comparison,

Acting » Createm J EdtSpecficaton. . 0| b ViewResults - 34 Delete.. E/

omparison Start
| Ting |
Sanath Data Com.. sadev,sainath.com  saitst.sanath.con 1 STSMAN Comparison of data in the HR Schema bebween saidey and satest databases

Candidate Database Job Status

ame Reference Database

Owner ‘Desmpmn
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The data comparison you have created is now visible in the list of Data
Comparisons. Select it and click on Submit Comparison Job....

Data Comparison Job

Comparison Name Sainath Data Compare

Reference Datsbase saidev.sainath.com
Reference Database Credentials

Credential
" Preferred % Mamed & Mew
Credential Mame

NC_SAIDEV.5Y5 =] @

Credential Details

Candidate Database saitest.sainath,com
Candidate Database Credentials

Credential

' Preferred ¢ Named & MNew

*Username

| system
* Password

* Confirm Password

Grace Period
[~ Do not run if it cannat start within
Duration

1[5

_%? Cancel

15 :—hours ZI of the scheduled start time

% Indefinitely ¢ For - _PhOUrS :I € Untl Eb

[ Normal Database Credentials |~ |

Attribute [value | [s00ees
Username sys Role
Password e ’m
Role sysdba
Mare Details SaveAs | C_SAITEST_NORMAL
[¥! set As Preferred Credentials
Schedule
Start
& Immediately ¢ Later % (UTC-05:00) US Eastern Time
Repeat
| Do not repeat ;l

Specify the Reference Database Credentials details as well as those for Candidate

Database Credentials.

[234]




Chapter 7

Note that you can use the sYsDBA credentials for the reference database, but you
need to use the Normal credentials for the candidate database, since comparisons
cannot be done in the remote database as the sys user. If you do not have any
normal credentials for the candidate database, create a new set of credentials.

Schedule Data Comparison to start immediately. Then click on Submit. When the
job is submitted, click on the link in the job's Status column to view the job status.

Job Activity > Job Run: DATA_COMPARISON_SAINATH_DATA_COMPARE 8 > Page Refreshed Feb 17,2012 8:58:26 AMEST ()

Execution: 2 targets
Delete Run ‘ Edit View Definition

Summary
Log Report
Status Succeeded Type Data Comparison
Scheduled Feb 17, 2012 8:54:24 AM GMT-05:00 Owner SYSMAN
Started Feb 17, 2012 8:54:29 AM GMT-05:00 Description Data Comparison
Ended Feb 17, 2012 8:55:06 AM GMT-05:00
Elapsed Time 37 seconds
Targets '

Status IAH >

|

Expand Al | Collapse Al

Name ‘ Targets Status Started Ended
W Execution: 2 targets 2 Succeeded Feb 17, 2012 8:54:29 AM GMT-05:00 Feb 17, 2012 8:55:06 AM GMT-05:00
Step: Data Comparison Succeeded Feb 17, 2012 8:54:30 AM GMT-05:00 Feb 17, 2012 8:55:06 AM GMT-05:00

The job completes successfully in less than a minute. Return to the Data
Comparisons page using the back button on your browser.

Data Comparisons ¢?

A data comparison operation compares data in a set of database objects in a candidate database with those in a reference database. You can create a comparison specifying which objects are to be compared
Job Status column to check the status of the data comparison job. On job completion, select the data comparison to view the comparison results, The results will be purged when you delete the comparison,

Actions » ‘ BCreat&... / Edit Specification... E Submit Comparisen Jab... m\‘]m Results x Delete, . | QD
|Name |Referen:e Database |Candldate Database | Items Compa_rr::sen Start |y staty |Dwner |Descrlpuon

Sainath Data Com... saidev.sainath.com sajtest.sainath.com 7 Feb 17, 2012 10:5.. Succeeded SYSMAN Comparison of data in the HR Schema between saidev and saitesy
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You can now select the data comparison that was just completed and click on
View Results.

Data Comparison Results: Sainath Data Compare

Reference Database saldev.sainath.com Candidate Database saitest.sainath.com

View = View Row Differences
Reference Schema |R=ferenc= Object |Candidate Schema  [Candidate Object Result Refe‘e“‘eﬁc\'}s’ Candidate Y| Non-dentical Rows
R COUNTRIES HR COUNTRIES B 2 0 0
HR. DEPARTMENTS HR DEPARTMENTS ﬁ 27 0 0
R EMPLOYEES HR EMPLOYEES F 107 0 0
R 1085 HR 1085 F 19 0 0
R 108 HISTORY  HR J0B_HISTORY @ 0 0 0
R LOCATIONS HR LOCATIONS = 2 0 0
R REGIONS HR REGIONS = 4 0 0

Columns Hidden 1

Messages Executed Statements
_E_xecuﬁﬂn_DarahaseJS:!a?ergent
create database link MGMT$CM_4 connect to system identified by **=*** using '(DESCRIPTION=(ADDRESS _LIST = (ADDRESS=(PROTOCOL =tcp)(HOST =havipori,sainath., com)

e {SERVER =DEDICATED)))

Reference DECLARE |_count NUMBER,; |_comparison_name VARCHAR2(30); BEGIN |_comparison_name ;= "MGMTSCM_L'; select count(1) into |_count from dba_comparison where comparis
dbms_comparison, drop_comparison{]_comparison_name); END IF; END;

Reference BEGIN dbms_comparison.create_comparison{comparison_name =3 'MGMTSCM_1', schema_name => 'HR', object_name => 'COUNTRIES', dblink_name => 'MGMTSCM_4', inde:
remote_schema_name =2 'HR', remote_object_name => 'COUNTRIES', column_Jist =2 'COUMTRY_ID,COUNTRY_NAME,REGION_ID', max_num_buckets => 1000, min_rows_in|

Reference DECLARE |_scan_info dbms_comparison,comparison_type; |_is_identical BOOLEAN; |_is_identical_num NUMBER; BEGIN |_is_identical := dbms_comparison, compare ( comparison,

perform_row_dif => true); IF |_is_identical THEN |_is_identical_num := 1; ELSE |_is_identical_num := 0; END IF; <OUTPARAM> := |_is_identical_num; <OLUTPARAM :=|_scan

On the main Results page for Data Comparison, a list of all the objects that have
been compared is displayed. We can see that the data is not identical for all the
tables. There are zero rows in all the candidate tables.

The executed statements can be examined in one of the tabs in the lower section
of the page. You can see that a database link has been created, and the DBMS _
COMPARISON package has been used to create the comparison and execute it.

Select one of the tables from the list, for example COUNTRIES. Click on the View
Row Differences tab to see the actual rows that are different.
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Row Data Differences: Sainath Data Compare

Reference Database saidev.sainath.com Candidate Database saitest.sainath.com
Logged in As  5YS Logged in As  SYSTEM
Reference Object HR.COUNTRIES Candidate Object HR.COUNTRIES
Index Columns COUNTRY_ID

Rows are categorized based on thelr index column values, Reference only and candidate anly rows are those with index column values
differences in the other (non-index) column values.

show ¥ Reference Only Rows W Candidate Only Rows [¥ Non-identical Rows

View = iﬂ%ﬂ’ow E

Row Source COUNTRY_ID |counTRY_naME  |REGION_ID
Reference AR Argentina B
Reference Al Australia 3
Reference EE Belgium 1
Reference ER Brazil 2
Reference CA Canada 2
Reference CH Switzerland 1
Reference CN China 3
Reference CE Germany 1
Reference DK Denmark 1
Reference EG Egypt 4
Reference FR France 1
Reference L Israel 4
Reference N India 3

This page displays the actual data that is different in the COUNTRIES table after
comparing the two databases. You can choose to display only the rows from the
reference table or only those from the candidate table, or the rows that are present
in both the tables and are non-identical.

This data can then be exported to a Microsoft Excel spreadsheet.

At the time of writing, it is not possible to synchronize the data using Enterprise
Manager Cloud Control 12c, but this can be done using the DBMS_COMPARISON
package, if you wish.
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Note that, since the actual comparison is performed in the reference database using
this package, there is an extra performance load placed on the reference database.
Extra storage is also required to store the row IDs of the non-identical rows,
however, the rows themselves are not stored. It may therefore be a better choice to
use a test database as the reference system when comparing production and test, so
as to avoid placing an extra overload on the production system.

Continuous comparison

The change management features can be used on an ongoing basis. Suppose a new
OE schema was created by the developers in the saidev database. This schema was
put into a Change Plan and synchronized to the saitest database by the DBA.
Testing is now performed and, after completion, the OE schema is synchronized
with the saiprod database.

But this is not the end of the story. The developers publish new versions of the
application, and with them the schema also changes with new columns, modified
columns, new tables, and so on. A continuous comparison needs to be done between
development and test, or test and production, to capture these new changes and make
sure they are synchronized. This easy when using the Enterprise Manager interface.

Once a comparison has been created, it can be rerun by simply selecting Repeat Now
from the Schema Comparisons page as shown in the following screenshot:

Schema Comparisons
A schema comparison contains the results of comparing the definitions of database objects at a specific time. Comparison sources can be two databases, two baselines, or one database and one baseline.

Search |Source Database | |“saitest.sainath.com” Go

VIE';\“ Repeat Now N‘ Edit Job Options ‘ Synchronize ‘ Create Like ‘ Delete |

&)
Select ‘ MName |Left hame |Leﬁ‘ryne |RiahtName Right Type Versians | Most Recent Version
(¢ QE_comparison_saitest_saiprod saltest.sainath.com Database saiprod.sainath.com  Database 1 Feb 19, 2012 3:46:23 AM GMT-05:00

€ hr_comparison_saidev_saitest saidev.sainath.com Database saitest.sainath.com Database 1 Feb 15, 2012 11:21:16 AM GMT-05:00)

Related Links
Schema Baselines Schema Synchronizations Schema Change Plans Data Comparisons

Here we are comparing the OE schema in the saitest and saiprod databases.

The comparison runs as before and it reveals that the PROMOTIONS table has been
changed. A new column PROMO_LOCATION has been added to the test table, but is
missing in production.
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View Differences: PROMOTIONS

Left Source  saitestsainath.com
Object Type Table
Object Name PROMOTIONS

Differences
Expand Al | Collapse Al
Attributes
W Table
W Relational Table
W Columns
V' PROMO_LOCATION
Name
Column Position
Data Type
Length

v View Comments

New Comment |

Schema Comparisons > Comparison: OE_comparison_saitest_saiprad > Comparison: OE_comparison_saitest_saiprod[1] > View Differences: FROMOTIONS

(¥ TIP To view the DDL for the left or right cbject, dick on Left DOL' or Right DDL' below,

Timestamp Admiristrator Message
Na items found
1 Left DDL 1 Right DDL

Return

Right Source  saiprod.sainath,com
Schema OE

saitest.sainath. com saiprod.sainath, com

Mot Present
PROMO_LOCATION
3
VARCHAR2
15

After we progress to the synchronization phase, we can see that the generated script
contains an Alter Table command to add the missing column.

Objects ~ ImpactReport = Script
Save Full Script
Search
Seript Line Type [&ll Types = Chiect Type [AlTypes =]
Schema | Q
Search Object Name |
Script Line Type | Object Type | Schema Object Name Script Line Details
Comment =+ Script Execution Controller pecd
SQL TABLE CE PROMOTIONS ALTER TABLE "OE"."PROMOTIONS" ADD ('PROMO_LOCATION" VARCHAR2(15)) fecd

In this way, any changes to any objects in the schema would pass through the
various stages of the development lifecycle — from development to test to production.
The new concept of the schema Change Plan helps in making sure that the correct
changes are passed through to the DBA for their application in controlled databases.
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Use cases

You can use change management for various ends. One example is creating a gold
baseline of a database as soon as it goes into production. Every week after that, you
set up a scheduled schema comparison job, which compares the current state of the
database with the Gold baseline.

Any changes to the production database, for example a developer adding an
index, will appear in the weekly comparison report generated. If the changes
are unauthorized, you will be able to synchronize production back to the Gold
baseline — the unauthorized index will be dropped.

In schema comparisons, the scope can include schemas, schema objects (such as tables,
indexes, and so on), or non-schema objects (such as users, profiles, or privileges). The
latter can be quite useful when comparing the privileges of users between test and
production —at times an application may not work in production simply because the
schema had higher privileges in test, but lower privileges in production.

Another use of the change management facilities can be to identify any unauthorized
changes in the database application code. Since PL/SQL objects, such as packages,
procedures, and functions can also be compared, it is possible to detect any changes
to the application code in production by comparing with the Gold baseline.

The prime use, of course, is the capturing of changes in development as a Change
Plan, and synchronizing this with test and then staging, followed by production.
There may be other environments such as a reporting database or a training database
that need to be kept in sync with any schema changes in production, or there may be
several development databases around the world in a large multinational company
with multiple development teams.

All of these scenarios can benefit from using Enterprise Manager Cloud Control 12¢,
rather than performing schema changes manually across multiple databases.
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Summary

The change management features of the Enterprise Manager DBLM Pack are
uniquely useful. From the Enterprise Manager GUI interface, these features allow
you to capture metadata (dictionary) definitions from multiple databases, track
schema changes in a single database, capture and version dictionary baselines,
compare databases and schemas or baselines, and also compare data from various
schemas or databases.

You can also compare storage parameters such as tablespaces or the sizes of extents,
and so on. Database initialization parameters can also be compared.

Without the change management facility or any other tool, the only way the DBA
can compare two databases is by writing scripts to mine the metadata from the
dictionary, print out all the schema definitions, and then visually compare the
results. This would be the same technique as used by the DBAs of twenty years
ago. The DBA of today simply has to use Enterprise Manager Cloud Control 12¢ to
capture baselines and perform comparisons, and the results are presented to him.

This increases the DBA productivity considerably. The DBA can now easily identify
any schema change that may be impacting performance. Database changes can

be managed in an efficient manner and easily promoted across the development
lifecycle. Changes can be put in a plan by the developer and approved by the DBA
in a seamless workflow, using Enterprise Manager job scheduling and automation
across various databases, thus reducing the chances for errors.

In addition to that, because the baselines you capture can be versioned and the full
database change history retained, this helps greatly with audit and compliance
requirements, since management reports can be easily extracted.

All in one, the change management facility of the Database Lifecycle Management
Pack is extremely useful in the day-to-day life of the DBA.

In the next chapter, we will take a look at the new Test Data Management Pack in
Oracle Enterprise Manager Cloud Control 12¢, which allows the data subsetting
of large production databases into smaller development or test databases.
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There are many instances in production where databases have increased drastically
in size, due to application growth and increased usage. These databases must
nevertheless be used for testing purposes, and at such times the DBA would be
called upon to make an appropriate copy of production for the test team.

The easiest way to make a test copy is to clone a database, and this is fine for
small- to medium-sized databases where there is sufficient space allocated in

the test system. However, for large databases it is usually not possible to use a
similarly sized database for testing because of space issues in the test environment.
In this case, the DBA is forced to use a reduced set of data in the test database, in
order to meet the space requirements and reduce the storage costs.

But even this is not easy, because it requires an understanding of the data model
before the reduced data can be extracted, and manual scripts need to be written
for this purpose — painfully extracting data from master tables, child tables, and
reference tables. Relational correctness needs to be observed. The scripts need to
be tested before they can be used, as they may not be optimized for performance,
and this may adversely impact the production system. Errors can happen, as with
any manual process or manually written scripts.
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Even after all this work on the part of the DBA, any changes to the schema structure
of the production database will automatically invalidate the extraction scripts,
forcing a rewrite and re-test of the concerned scripts.

Compound this with the large number of huge databases in a data center, and
repeated requests for creating test databases from these, and this process would
take up an increasing amount of valuable DBA time.

Test Data Management

Enterprise Manager Cloud Control 12c provides a new licensed pack, known as the
Test Data Management Pack. This is mainly used for the purpose of data subsetting,
that is, to create a relationally intact subset of data from production.

For this purpose, an Application Data Model (ADM) needs to be created and stored
in Enterprise Manager. This is a new concept in Cloud Control 12¢. This model defines
the database schema with all its relations. You can then define the subset of the data
that is required from the model. At the same time, you can define the data-sensitive
columns in the tables, such as a credit card number. This information will then be used
to create the subset of data for testing, and also to mask sensitive data using the Data
Masking Pack (as we will see in the next chapter).

Creating packages

A prerequisite to using the new facility of Test Data Management is to create special
packages in each database that will be used for this scenario. These packages are
needed to perform Test Data Management operations. In our case, we will be using
the saitest and the saiprod databases for this purpose. First, select Enterprise | Job |
Activity. This brings up the following screen:
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ORACLE Enterprise Manager Cloud Control 12¢

#p Enterprise ~ () Targets - i Favorites » (@) History

Job Activity

Status I.ﬁ.cﬁ\;e =] Mame Advanced Search
(¥ TIP By default, results for the last 24 hours are displayed. Use "Advanced Search’ for more options,

View IRuns 'l Create Job |05 Command ;I G[D

Block Agent a
Select | Mame Clone Home
Mo Jobs Found Database Configuration

Delete Assembly [nstance

Deploy Database Management PL/S0L Packages
Deploying Agent Plugin

: est Data Management Padkages
Discover Promote Orade Home Target
Fusion Middleware Process Control
Import Application Dependendes from ADP

IWMD Agent Deployment

Log Rotation

OPatch Update

Oracle Fusion Middleware

05 Command

Real-time Manitoring Kernel Module Installation
Refresh From My Oracle Support

Refresh Updates

Restart OPMM Component

RMAM Script

Security Rule Configuration

Shutdown Database

0L Script

Start OPMN Component

Startup Database

Statspack Purge

Stop OPMM Component

Upgrade Patch Plan from 11GC

WeblLogic Control 7.x and 8.x =
Multi-Tazk W
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Next, from the Create Job drop-down box, select Deploy Test Data Management
Packages and click on the Go button. This brings up the Create 'Deploy Test Data

Management Packages' Job screen, as follows:

Create 'Deploy Test Data Management Packages' Job

General F‘arameters:\“rj Credentials Schedule Access

*Name [SAINATH_DEPLOY_TDM_JOB

Description IJDb to deploy TDM packages for Sainath databases.
Target Type Database Instance

Target
Add individual targets or one compasite target, such as a Group.

Remaove || Add‘

Select all | Select Mone

Select ‘ NameA | Type Host
[l saiprod.sainath.com Database Instance havipori.sainath.com
[T saitest.sainath.com Database Instance havipori.sainath.com

Cancel Submit

Time Zone

Eastern Standard Time

Eastern Standard Time

Name the job appropriately, and then select the database instances on which you
want Test Data Management Packages to be created. In this case, select the saitest

and saiprod databases.
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After this is done, click on the Parameters tab.

Create 'Deploy Test Data Management Packages' Job

General ~ Parameters = Credentials  Schedule  Access

Target Properties
Application Type | Oracle EBusiness Applications ~ | Target properties can be used in parameters

Oradle Fusion Applications Property names are case-sensitive, To escape ‘%', use %%,

|Qracle EBusiness Applications | Mame | Description

(Custom Application | hemd_rooth SR
Seperibin®t location of Perl binary used by Agent
%eTargethame target name
YeTargetType target type
%eord_gtp_line_of_bus% Lime of Business
%eord_gtp_csi%e Customer Support Identifier
%eord_gtp_location¥e Location
%kord_atp_lifecycle_statuse Lifecycle Status
%kord_atp_contact% Contact
Yeorcl_gtp_department®c Department
%korcl_gtp_cost_centerse Cost Center
Seorcl_gtp_target_version®t Target Version

Seorcl_gtp_deployment_type%:  Deployment Type

Seorcl_gtp_comment®e Comment

%QracleHome % Qracle Home Path
%eMachineMame ¥ Listener Machine Name
YePorte Part

%SID% Database SID
%ePreferredConnectString%e Preferred Connect String
YDBVersion¥e Version

%orcl_DatabaseVaultAdmin_URL%: Database Vault Administrator URL
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On this page, select Application Type as Custom Application from the drop-down
box. Then click on the Credentials tab.

ORACLE Enterprise Manager Cloud Control 12c

g Enterprise v (@) Targets ~ i Eavorites » @ History «

Create 'Deploy Test Data Management Packages' Job

General  Parameters  Credentials = Schedule  Access
(¥ TIP Select global named credentials, Target insti':ge aszociated credentials are not supported.

Database Credentials

Credential € Preferred € Mamed & New
* |Username  |system
* Pageword (eesesess

* Confirm Password (#sessesss

Role INORMAL 'I

¥ E5vc A<INC_GLOBAL_ORACLE_NORMAL

You need to use global named credentials for the databases you have selected.
Named credentials that are associated with an individual target are not supported.

Next, click on the Schedule tab.

ORACLE Enterprise Manager Cloud Control 12¢ Setup + Help v | 3 SYSMAN | LogOut

@ Enterprise ~ (@) Targets ~ i Favorites ~ (@) History

Search Target Name

Create 'Deploy Test Data Management Packages' Job

Cancel Submit
General = Parameters  Credentisls =~ Schedule | Access

Type & One Time (Immediately) ¢ One Time (Later) ¢ Repeating

Grace Period & Tndefinite
" End After Hours Minutes
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Schedule the job to be run immediately and click on the Submit button. The job
starts, and is completed in less than a minute.

Job Run: SAINATH_DEPLOY_TDM_JOB Deleterun | Edt || VewDefriton

Scheduled Feb 21, 2012 8:20:10 AM GMT-05:00 Type Deploy Test Data Management Packages
Targets 2 targets Owner SYSMAN
Description Job to deploy TDM packages for Sainath databases.
Executions
Targets

Status ISucceeded A I
]
Log Report

Expand All | Collapse Al
Select | Name Targets Status Started Ended Elapsed Time
¥ AlExecutions

o [» Exacution: saiprod sainath.com  saiprod.sainath.com  Succeeded  Feb 21, 20128:20:18 AM  Feb 21, 20128:20:43 AM 25 seconds

[l [> Execution: saitest.sainath,com saitest.sainath.com  Succeeded  Feb 21, 20128:20:18 AM  Feb 21, 20128:20:44 AM 26 seconds

The packages have now been deployed. We can proceed with the next step, which is
the creation of the Application Data Model.

Creating the Application Data Model

The Application Data Model is the basis of the data subsetting as well as the data
masking capabilities in Enterprise Manager Cloud Control 12c.

Essentially, it is a reverse engineering of the schema definitions from the database
dictionary into Enterprise Manager. The schema definition is captured along with
the relational constraints (foreign keys). Once the Application Data Model is
present in Enterprise Manager Cloud Control 12¢, you can proceed with either
data subsetting or data masking.
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Select Enterprise | Quality Management | Data Discovery and Modeling.
This brings up the following screen:

Data Discovery and Modeling §

V Hide Secure Test Data Management Overview

Secure Test Data Management uses Enterprise Manager's Data Discovery and Modeling (DDM) capability to enable operations such as Sensitive Data Discovery, Data Masking and Data Subsetting,
are encapsulated within an Application Data Model. The Application Data Madel stores the list of applications, tables and relationships between table columns that are either deciared in the data dic
maintains sensitive data types and their assodated columns and is used by Secure Test Data Management features such s Data Masking and Data Subsetting, to produce test data securely,

Create Application
Data Model
Collct @
Metadata

4
u
Application Create Data Maskin . Application
2 Definition % o
Production ) Test
Environment = ﬁ Environment
Source | Create Dats Subset Run Data Masking Test
Database Definition Job Database
N @ H Update Data -
:) E
Fetch Data To Include Insert/Delete Data
Run Data
Subset Job
Application Data Models
Actions v View v | | §Createn / Edt.. §Delte.. |
. R _— . |Source Database  MostRecent Job s
MName Source Database ‘Apphcahon Suite ‘ Applications |Source |Owner Varfiaton Shtis |0t Most Recent JobEnded | Description
No application data madels

An overview of the Test Data Management Pack is displayed in the form of a
workflow diagram. You are at the first step of the process, which is the creation of
the Application Data Model. The other steps can be seen on the workflow, such as
Create Data Subset Definition and Create Data Masking Definition. The Create
Data Subset Definition step will be covered later in this chapter, and the Create
Data Masking Definition step is explained in detail in the next chapter.

In the lower section of the screen, a list of Application Data Models is displayed.
Currently there are no models. So as in the first step, we create a model by clicking
on the Create... button.
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Create Application Data Model )

Application Data Model Properties: General

*Name |Sainath_OE_ADM

Description |Application Data Model for OE schema

* Source Database | saiprod. sainath.com

Application Suite
Type % Custom Application Suite

[V Create One Application For Each Schema
™ Orade Application Suite

& Oracle E-Business Suite

" Orade Fusion Applications

Name the data model and select the saiprod database as Source Database for
the model.

You can keep the default selection for Create One Application For Each Schema.
Click on Continue.

Create Application Data Model >}

Application Data Model Properties: Schemas

Select schemas to indude as applications in the application data model.
Available Selected

ANONYMOUS QE

APPQOSSYS

CTXSYS

DESMMP

DIP

EXFSYS

MDSYS

ORACLE_QCM

CORDDATA

ORDPLUGINS

CRDSYS

QUTLM

SI_INFORMTM_SCHEMA

SYS

SYSTEM

WMSYS

XDB

XSEMULL

g &

& &

Back %m Cancel
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A list of all the schemas in the saiprod database appears. You can select any or all of
the application schemas from this list.

We will select the OE schema only. Click on Continue.

Create Application Data Model
Application Data Model Properties: Schedule

General
* Job Name | Sainath_OF_Metadata_Collection

Job Description |—Meta_data_CoIIe_cﬁo_n| for O schema

Schedule
Start % Immediately € Later [y (UTC-05:00) US Eastern Time
Grace Period [~ Do not run if it cannot start within 15 :—hours ] of the scheduled start time

M.&_ﬁ%l Cancel

At this point, you can name the job and schedule it to be run Immediately. This job
will collect the metadata for the OE schema.

Click on the Submit button.

Application Data Models
Actons v View v | [§ Create,, | AEdb R Dekete.. |
: . o |SourceDatabase Mot Recent Job :
lame ‘Suurce Database ‘Apphcaﬁun Suite ‘ Applications | Source Owner Verfication Status |Status Most Recent Job Ended  |Description
ESEW&_OE.ADM saiprod.sanath.com_ Custom 1 Oradle Driver  SYSMAN oalid Succeeded  Feb 21, 2012 10:11:32AM Application Data Mode! for OF schema

The Overview page reappears, and our recently created model can be seen. The
status of the job changes to Succeeded. Select the model and click on the Edit button

to see the results.
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Data Discovery and Modeling
Edit Application Data Model: Sainath_OE_ADM

Applications and Tables Referantial Relatianshr{:?s
Actions » View v | s Add Application... s Add Ta...

Import Content Save and Return |

Sensitive Columns

xgemove... T FER

IName |Short Name |Sd1ema |‘I‘able Type |Sc-urce Comment
{i# | oE OE OE Dictionary

7] CUSTOMERS QE Transaction Data  Dictionary

5] INVENTORIES QE Transaction Data  Dictionary

[ ORDERS QE Transaction Data  Dictionary

[F] ORDER _ITEMS OE Transaction Data  Dictionary

[ PRODUCT _DESCRIPTIONS OE Transaction Data  Dictionary

5] PRODUCT _INFORMATION OE Transaction Data  Dictionary

5] PROMOTIONS CE Transaction Data  Dictionary

5] WAREHOUSES QE Transaction Data  Dictionary

The reverse engineered Application Data Model for the OE schema can be seen. On
the Applications and Tables tab, a list of all the tables belonging to the schema is

displayed. It is possible to add tables manually at this point, and also remove tables
if required. Click on the Referential Relationships tab.

Data Discovery and Modeling
Edit Application Data Model: Sainath_OE_ADM Import Content | | guﬁkm
Applications and Tables Referential Relationships Sensitive Columns
Actions  View v | o Add... Remove.. | F TE 12
-Applicaﬁon |Tah|e |COIumns Key Type Source |C0mment
WV [ OE Dictionary
WV E=OE CUSTOMERS CUSTOMER,_ID Parent Dictionary
%OE ORDERS CUSTOMER,_ID Dependent Dictionary
WV B=OE CRDERS CRDER_ID Parent Dictionary
%OE CRDER_ITEMS CRDER_ID Dependent Dictionary
[ = 0E PRODUCT_INFORMATION PRODUCT_ID Parent Dictionary
WV E=CE WAREHOUSES WAREHOUSE_ID Parent Dictionary
&3 0F INVENTORIES WAREHOUSE _ID Dependent Dictionary
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You can see the relationships between the tables in the OE schema on this page.
The Parent and Dependent key columns are displaying the type of the foreign
keys. As an example, ORDERS is a parent table and ORDER_ITEMS is a
dependent or child table.

In the Application Data Model, it is possible to add a new Table Type instance
and set Table Type for an existing table. This is done via the Actions menu,
as seen in the following screenshot:

Data Discovery and Modeling
Edit Application Data Model: Sainath_OE_ADM
Applications and Tables Referential Relationships Sensitive Columns
iew icati = = Th
_W View » | o Add Application... o Add Table... $§ Remove... = = 2
I Add Application... |Sh0rt MName |5chema |Tab|e Type Source Comment
Add Table To Application. .. OE CE Dictionary
QE Transaction Data Dictionary
Remave...
OE Transaction Data Dictionary
TR % OE Transaction Data Dictionary
Set Table Type... OE Transaction Data Dictionary
Manage Table Types... 5 OE Transaction Data  Dictionary
[EE] PRODUCT _INFORMATION QE Transaction Data Dictionary
[ PROMOTIONS CE Transaction Data Dictionary
[ WAREHOUSES CE Reference Data Dictionary

By adding a Table Type instance of Reference Data, we are able to set the
WAREHOUSES table in this list to the new Table Type. This is useful for
documentation purposes.

At this stage our OE Application Data Model is ready.

Back on the Data Discovery and Modeling page, the newly created Application
Data Model appears in the list. Select the model, click on the Actions menu, and
select Associated Databases..., as shown in the following screenshot:
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Data Discovery and Modeling &
W Hide Secure Test Data Management Overview
Secure Test Data Management uses Enterprise Manager's Data Discovery and Modeling (DOM) capabilty to enable operations such as Sensitive Data Discovery, Data Masking and Data Subsetting
are encapsulated within an Application Data Model, The Application Data Model stores the list of applications, tables and relationships between table columns that are either declared in the data di
maintains sensitive data types and their associated columns and is used by Secure Test Data Management features such as Data Masking and Data Subsetting, to produce test data securely,
Create Application
) Data Model
Collect -
Metadata
1)
Greate. Crezte Data Masking =
et reate Data Maskin i
Edt. ., Applcztion E Defiiton Application
: Test
Properties. ., a Environment
Associated g‘ab““‘ M source Create Data Subsst Run Cata Masking Test
Verify Database Definition Job Database
Upgrade and Verify.., ﬁ H
Update Data
Delete. ., A .
" [
etch Data To Incude Insert/Delete Data
ot RunDatz
Expart.., Subset Job
Sensitive Column Types
M Vign v | [(fereate., et ¥ Delete., | 5
. i & - ; Source Database
Name ‘Source Database Application Suite ‘ Applications | Source Oviner Verifcatonstatus | ostRecent Job Status
[E]sainath _0E_ADM  saiprod sainath,com Custom 1 Orade Driver ~ SYSMAN Pald Succesded

This is an important step and is performed to associate different non-production
databases (such as test or development databases) with this model, which was
initially created from a production database.
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The databases you select need to have the same data model as was in production,
since you are manually associating these databases with the Production Data Model.
For example, since the data model we have created is based on the saiprod database,
we need to associate the saitest (or saidev) database with this model and not any
other database —since we know that saitest or saidev have been created from
saiprod and are assumed to have the same data structure. The association

is displayed in the following figure:

Associated Databases
Application Data Model Sainath_OE_ADM
Databases Schema Mappings
View v r{b dd... §¢ Remove.., View QASElF.'I:t Schema, ..
'Name | Source Database -Applicatil:nn |Scherna
[ saiprod sainat... v OE OE
] saitest.sainath...

The saiprod database appears to be Source Database, and we have used the Add...
button to associate it with the saitest database. We can now proceed with the next
stage of the workflow, which is data subsetting.

Data subsetting

The Test Data Management Pack allows the capability of data subsetting. This

lets you subset your production databases to create smaller sets of data for test or
development databases, based on the Application Data Model. The continual task

of refreshing test or development databases is made easier, and storage space is also
saved in the process. Let us have a look at how to achieve this. First, select Enterprise
| Quality Management | Data Subset Definitions to create your Subset Definition
instance. This brings up the following screen:
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Data Subset Definitions

 Hide Test Data Management Overview

Collect @
Metadata

o

Create Application Data
Model
5]

o king

Application reate Data Maskin E e
c Definition i
Production

Test
Environment a Environment

Source Create Data Subset Run Data Masking Test
Database Definition Job Database
il H Update Data _T
N @3 :

Fetch Data To Include Insert/Delete Data
Run Data
Subset Job
Actions v View + | A Edt.. 3¢ Delete.., | B
Name |Applicaﬁon Data Model |Source MName |Descriph'on Most Recent Job Status | Most Recent Job Ended

No data to display.

The workflow shown in the preceding screenshot is now at the Data Subset
Definitions stage, which is the next step in the process. Click on Create.

Data Subset Definition Properties: General B8

*Name |Sainaﬁw_OE_Subset_Deﬁnition

Description |5ubset Definition for OE Schema in Sainath Company
* ppplication Data Model [Sainath_OE_ADM Q,

* Source Datshase |saiprod.sainath. com Q,

Name the definition appropriately, then select the Application Data Model instance
to be used.
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The Source Database instance also needs to be selected, however there is only one
choice —the saiprod database —since the data model was created from that database.
Click on Continue.

Data Subset Definition Properties: Schedule Application Detail Collection 3}
General
* Job Name | APP_DETAIL_COLLECTION_2
Job Description

Credentials
Credential {7 Preferred i
Credential Name MC_GLOBAL_ORACLE_MORMAL ;I
Credential Detals | atiribute |value
Username system
Password =
Raole normal
More Details
Schedule
Start (F Immediately ¢ Later (% (UTC-05:00) US Eastern Time
Grace Period [~ Do not run if it cannot start within 12| [hours = of the scheduled start time

Mia%tj Cancel

On this page, the job can be named and the named credential defined to log in to
the database. We use the global credential for this purpose. Set Schedule to start
Immediately and click on the Submit button.

You are told that the Application Detail Collection job was submitted successfully.
Click on the link in the Most Recent Job Status column to view the job details.
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Execution: saiprod.sainath.com
DekteRun | Edit|  vew Defriton

Summary
Log Report
Status Succeeded Type SubsetGraph
Scheduled Feb 22, 2012 8:12:12 AM GMT-05:00 Owner SYSMAN
Started Feb 22, 2012 8:12:19 AM GMT-05:00 Description
Ended Feb 22, 2012 8:12:24 AM GMT-05:00
Elapsed Time 5 seconds
Targets |— |

Status I Al 4 l
)

Expand Al | Collapse Al

Name | Targets | Status | Started Ended Elapsed Time
¥ Execution: saiprod.sainath.com saiprod.sainath, com Succeeded  Feb 22, 20128:12:19 AM1 Feb 22, 20128:12:24 AM 5 seconds
Step: InitSubsetGraph saiprad.sainath,com Succeeded  Feb 22, 20128:12:20 AM1 Feb 22, 2012 8:12:24 AM 4seconds

After a few seconds, the job is completed successfully. Return to the Data Subset
Definitions page by clicking on the backspace button in the browser.

Data Subset Definitions &

V Hide Test Data Management Overview
Col\ect( ?
Metadata
4)
i
e Create Data Masking =
Application Defniton Application

Production Test
Environment = ﬂ Environment
Source Create Data Subset Run Data Masking Test
Database Definition Job Database
3 H Update Data
)

Fetch Data To Indude. Insert/Delete Data
Run Data

[ Create Application Data
Model

Subset Job
Actions v Vien v | [3 Create... | ZEdit.n] 3¢ Delte... | B
JName |Appl\cannn Data Model |Snurce Mame |Desmpnnn |Mnst Recent Job Status | Most Recent Job
[ sainath_OF _Subset Definition ~ Sainath_OF_ADM saiprod.sainath.com  Subset Definition for OF Schema in Sain... Succeeded 2/22/12 1:12:24PM
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On this page, select the subset definition you have created and click on the
Edit... button.

When editing the subset definition, you need to go through five separate tabs,
namely Applications, Table Rules, Rule Parameters, Space Estimates, and
Pre/Post Subset Script.

Applications

In the first tab, which is the Applications tab, you can select the applications and
related schemas. In our case, we select the OE(OE) schema. Move to the next tab.

Edit: Sainath_OE_Subset_Definition

Applications Table Rules Rule Parameters Space Estimates Pre/Post Subset Script

Rules can be applied only on selected applications. Related rows from descendant tables in unselected applications will not be processed during subsetting.

Selected

38Move selected ftams to other ist}
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Table rules

This is the Table Rules tab, where we select the tables we want to include in the
subset, and the rows we want to include in the tables.

ORACLE Enterprise Manager Cloud Control 12c

Edit: Sainath_OE_Subset_Definition

Rule Parameters Space Estimates

G Edit... 3% Delete...

Applications

Actions = View =

Pre/Post Subset Script

Applications _|Tab|es |R0ws to Indude

Indude Related Rows From

Mo data to display.

Ancestor and Descendant Tables

Applications |Tab|es R.elationship

Mo data to display.
Default Table Rows

For tables not affected by tables with rules % Indude No Rows
" Indude All Rows

In the next step, click on the Create... button to start defining the table rule.

Table Rule

Application 10E(OF) : Tables

" Al Rows
' Some Rows | 100 %
& Rows Where

Rows to Include

" Al Tables
(¥ Specified | ORDERS 2
 of Type ':

Bind Variables(Rule Parameters) used here should be of the
form ': <variable_name>' and should be available before
generating subset

=

[ to_char(order_date, 'YYYY")="tsubsetyear]

¥ Indude Related Raws

¥ Ancestor and Descendant Tables
" Ancestor Tables Only

on related tables to maintain referential integrity.

@ TIP If 'Incude Related Rows' option is not selected, referential integrity may not be maintained during subsetting, However, additional rules can be added

_%J Cancel |
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In the pop-up window, you can specify if you want to include All Tables from the
schema or a Specified table that you can select from a list. You can also choose to
add tables depending on their type (Transactional or Reference, or any other type
you have defined).

For Rows to Include, we can specify All Rows, or Some Rows (giving a percentage),
or we can also give a Where condition. The condition can also include a bind variable
in the form of <variable names. The only caveat is that the value of the bind
variable needs to be defined before generating the subset. In our case, we supply the
condition of to_char (order date, 'YYYY')=':subsetyear'.

You can also indicate if you want to Include Related Rows. In this case, either the
Ancestor and Descendant Tables or Ancestor Tables Only option may be specified.

It is recommended to include related rows so that referential integrity is maintained
during subsetting and all the related rows are picked up.

Click on OK to continue.

ORACLE Enterprise Manager Cloud Control 12¢

Edit: Sainath_OE_Subset_Definition

Applications Table Rules Rule Paramehersk Space Estimates Pre/Post Subset Script

Actions v View v Create... SPEdit.. 3§ Delete..,
Applications |Tab|es |R0ws to Incdude Include Related Rows From
(OE (CE) ORDERS Rows where to_char{order_date,"YYYY')="1subsetyear' Ancestors and Descendents

Ancestor and Descendant Tables

Applications |Tab|es |Relaﬁ0nship

OE{OE) CUSTOMERS Ancestor Table

QE{OE) CRDER_ITEMS Descendent Table

OE(CE) PRODUCT _INFORMATION Both Ancestor and Descendent Table

Default Table Rows

For tables not affected by tables with rules % Incdude Mo Rows
€ Indude All Rows

You are back on the Table Rules tab, where you can see the newly added table rule,
including the where condition. The ancestor and descendent tables are automatically
discovered and displayed at the bottom of the screen. In our case these are the
CUSTOMERS, ORDER_ITEMS, and PRODUCT_INFORMATION tables, in
addition to the original ORDERS table we selected. Click on the Rule Parameters
tab to continue.
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Rule parameters

In this tab, you can use the Create... button and add a new rule parameter, which is
nothing but a bind variable that will be used in the table rule.

Edit: Sainath_OE_Subset_Definition

Applications Table Rules Rule Parameters Space Estimattzq]:?1 Pre/Post Subset Script

Rule parameters used in where dause should be available before generating subseth\diting a rule parameter would update space estimates accordingly.

Ations » View v | [(Foreate.,  Edt.. 3 Delete..,

JName . |1.|’a|ue |Comments
I subsetyear 2008 Qrder data for only this year wil be included in subset

In our case, we create subsetyear with the value of 2008. This variable will be used
in the where condition, and only the data for this year will be included. In this way,
you can create multiple rule parameters for your table rules.

Now move to the next tab, which is for Space Estimates.

Space estimates

This is an important tab since it tells you the number of rows as well as the size, in
MB, of the table that is being added to the subset. Table statistics are analyzed for
this purpose.

Edit: Sainath_OE_Subset_Definition
Applications Table Rules Rule Parameters 5) : Pre/Post Subset Script
Impact of subset rules on tables are displayed below, The values shown here are based on estimates and may not be accurate,
view v | {fiRefresh., | E TE 1D
— Table Rule Source Size Estimated Subset Size
MB| Rows|  MB| Rows| %|
' Applications and Tables 2,4698 11140 0.0018 16 0.07
W CE(CE) 2,9698 11140 0.0018 16 0,07
PRODUCT _DESCRIPTIONS 23318 8640 0 0 0
PRODUCT _INFORMATION 0.0602 288 0.0015 7 2.43
CUSTOMERS 0.0514 319 0.0002 1 0.31
ORDER._ITEMS 0.0114 665 0.0001 7 1.05
INVENTORIES 0.0106 1112 0 0 0
ORDERS to_char(order_date,'VYYY)='2008'  0.0037 105 0 1 0.95
WAREHOUSES 0.0008 ] 0 0 0
PROMOTIONS 0 2 0 0 0
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In the preceding example, out of the 288 rows of the PRODUCT_INFORMATION
table, only 7 rows are being added to the subset. In the same way, only 1 out of 105
rows in the ORDERS table and 7 out of 665 rows in ORDER_ITEMS will be created
in the subset. This is because of the where clause.

So, on this page, you will understand if your where condition is valid, and if enough
rows are being carried across to the subset.

Pre/Post subset script

In the next tab, it is possible to specify an appropriate Pre/Post subset script.
This is if you want to do any extra processing on the database before and after
extracting the subset. Note that both the pre and post scripts will be executed
only on the source database.

There is no requirement to run any such scripts in our case, so we can skip this
tab. Click on Return.

Data Subset Definitions &

W Hide Test Data Management Overview

Create Application Data
Model
Callct @
Metadata
4]

U
Application =" . ;%anfzfata Maskin Annli:ation
Production Test

Test
Database

Environment = @ Environment
Source Create Data Subset Run Data Masking
Database Definition

@ H Update Data
3¢}
un Data

Subset Job

RRERED v+ | oeste.. Pedt. Roekte. B

Feteh Data To Incude InsertDelete Data

Create,. | |Name |App\ication Data Model |Source Name |Descripﬁon |Most Recent Job Status

i Edit Sainath_OE_Subset_Definition Sainath_OE_ADM sajprod.sainath.com  Subset Definition for OF Schema in Sainath Company  Succeeded

Impart...
Expart...
Generate Subset.,.
Dekte... \

The subset now appears on the Data Subset Definitions page.
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Generate subset

From the Actions menu, the next step is to select Generate Subset....

Generate Subset: Subset Mode

(I

Generate: Sainath_OE_Subset_Definition

Create SubsetBy (¥ Writing Subset Data to Export Files
" Deleting Data From a Target Database

*Target Database | saiprod.sainath.com Q

Database Credentials

Credential

¢ Preferred {® Named & New

Credential Name
NC_GLOBAL_ORACLE_NORMAL [=|

Credential Details

Attribute |'-a'a|ue
Username system
Password
Role riormal
More Details

Rule Parameters
View »

Name Value Comments

2003 Order data for only this year will be induded in subset
al | wl 32
Con Cancel

In the Generate Subset wizard, you can specify how the subset is to be created. You
can either write the subset data to export files (this will use the Oracle Data Pump
expdp facility), or you can delete the data directly from the target database.

If you select the latter, you will be asked to verify that you are deleting the data from
a non-production database. You need to be very careful at this point and make sure
you use the glass icon to select the target database. Since we have associated the
saitest database with this data model, the saitest database also appears in the
selection list, and you can select it for the data subsetting operation at this point.

However, we decide instead to create the subset by writing the data to export
files. Use this option —it is faster and requires the least space. Select the saiprod
database as the target database, and use Global Named Credential as the logon
to that database.
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The Rule Parameters objects, which were defined previously, will be used for
creating the subset. These are displayed at the bottom of the page, as shown in the
previous screenshot. Click on Continue.

Generate Subset: Parameters B

*Export File Directory | DATA_PUMP_DIR ;I
* Export File Mame | OE_SUBSET %U.DMP
* Maximum File Size (MB) 100

* Maximum Mumber of Threads 1

[¥! Generate Log File
Log File Mame | OE_SUBSET_EXP.LOG

[¥*: Generate Import Script

Back CE‘% e | Cancel

In the next window that appears, select the database directory object that is to be
used as the location for the export file to be generated.

You can also name the export file. In our case, we call it OE_SUBSET%U.DMP. Note that
%U means a unique name will be generated.

You can also specify the Maximum File Size value in MB (100 MB by default), and
the Maximum Number of Threads value when generating the export. This will
speed up the data pump export if required.

The export log that will be generated can also be named, and most importantly, you
can specify for an Import script to be generated. You can then use this import script
to bring the subset data into the different databases as per your needs.

[266]




Chapter 8
Click on Continue.

Generate Subset: Schedule E
General

* Job Mame |SAINATH_GENERATE_SUBSET_5
Job Description |

Host Credentials

Credential

" Preferred ¥ Mamed (& Mew
Credential Name

[Nc_HaviPORI_orACLE =1

Credential Details
Attribute
UserName orade
Password = EEeEs
Mare Details

Schedule

Start (& Immediately ¢ Later [h (UTC-05:00) US Eastern Time

Grace Period [~ Do not run if it cannot start within 1% [hours =] of the scheduled start time

M _S_i%tj Cancel

Now you can name the job that will be used to generate the subset. Also, specify

Host Named Credential for the job to log in at the host level, and specify Schedule
for the execution (Immediately by default).

[267]




Ease the Chaos with Test Data Management

Click on the Submit button. The job is submitted. You can click on the link in the
Most Recent Job Status column to view the job details.

Job Run: SAINATH_GENERATE_SUBSET_5
Delete Run |ﬂ View Definition
Summary
Log Report
Status Succeeded Type SubsetExec
Scheduled Feb 22, 2012 9:42:03 AM GMT-05:00 Owner SYSMAN
Started Feb 22, 2012 9:42:10 AM GMT-05:00 Description
Ended Feb 22, 2012 9:45:04 AM GMT-05:00
Elapsed Time 3 minutes, 54 seconds
Targets
ses [0 &

B

Expand All | Collapse Al

Mame Targets | Status | Started Ended Elapsed Time

W Execution: saiprod.sainath.com saiprod.sainath,com Succeeded  Feb 22, 20129:42:10 AM  Feb 22, 2012 9:46:04 AM 3.9 minutes
Step: CreateBundle saiprod.sainath,com Succeeded  Feb 22, 20129:42:11AM  Feb 22, 20129:42:13 AM 2 seconds
Step: TransportPackages saiprod.sainath, com Succeeded  Feb 22, 20129:42:16 AM  Feb 22, 20129:42:18 AM 2seconds
Step: TransportDriverScript saiprod.sainath, com Succeeded  Feb 22, 20129:42:21AM  Feb 22, 20129:42:22 AM 0 seconds
Step: TransportSubsetGraphData saiprod. sainath. com Succeeded  Feb 22, 2012 9:42:25 AM Feb 22, 2012 9:42:27 AM 0 seconds
Step: TransportSubsetGraph saiprod. sainath. com Succeeded  Feb 22, 2012 9:42:31 AM  Feb 22, 2012 9:42:33 AM 2 seconds
Step: TransportSubsetDataCtl saiprod. sainath, com Succeeded  Feb 22, 20129:42:37 AM Feb 22, 20129:42:43 AM & seconds
Step: TransportSubsetExecutionParameters  saiprod.sainath, com Succeeded  Feb 22, 20129:42:47 AM  Feb 22, 2012 9:42:49 AM 2 seconds
Step: TransportPreSeript saiprod. sainath, com Succeeded  Feb 22, 2012 9:42:53 AM  Feb 22, 20129:42:54 AM 0 seconds
Step: TransportPostSeript saiprod. sainath, com Succeeded  Feb 22, 20129:42:58 AM  Feb 22, 2012 9:42:59 AM 0 seconds
Step: ExecuteSubsetDriverScript saiprod.sainath, com Succeeded  Feb 22, 2012 9:43:03 AM  Feb 22, 2012 9:46:04 AM 3 minutes

After a few minutes, the job is completed successfully.

Select DIRECTORY PATH from DBA DIRECTORIES in the database to find out the actual
directory from where the export files have been generated. In this case, since the
directory DATA PUMP_DIR was specified, the location where we can see the export
files is /u01/oracle/db/admin/saiprod/dpdump/.

[oracle@havipori ~]1$ cd /u0l/oracle/db/admin/saiprod/dpdump/
[oracle@havipori dpdumpl]s$ ls -altr

total 1480

drwxr-x--- 4 oracle oracle 4096 Feb 5 07:34

-YW-r----- 1 oracle oracle 116 Feb 5 10:25 dp.log
-YW-r----- 1 oracle oracle 134480 Feb 22 09:42 dsg exec pkg.sql
-rw-r----- 1 oracle oracle 5356 Feb 22 09:42 subset exec.sql
-YW-r----- 1 oracle oracle 4533 Feb 22 09:42 subset graph.dmp
-YW-r----- 1 oracle oracle 16030 Feb 22 09:42 graph tables.sqgl
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-YwW-r----- 1 oracle oracle 1787 Feb 22 09:42 subset graph.ctl
~IrW-r----- 1 oracle oracle 820 Feb 22 09:42 subset exec params.lst
~IrW-r----- 1 oracle oracle 0 Feb 22 09:42 subset pre script.sql
~IrW-r----- 1 oracle oracle 0 Feb 22 09:42 subset post script.sql
-YwW-r----- 1 oracle oracle 11202 Feb 22 09:43 subset graph.log
-rw-rw-r-- 1 oracle oracle 2968 Feb 22 09:45 OE_SUBSET EXP.LOG
-rw-rw---- 1 oracle oracle 1290240 Feb 22 09:45 OE SUBSETO01.DMP
drwxr-x--- 2 oracle oracle 4096 Feb 22 09:46

-YwW-r----- 1 oracle oracle 8712 Feb 22 09:46 subset import.sqgl

[oracle@havipori dpdump] $

If we examine the generated subset_import.sql file, we'll find that it contains
instructions to import the data subset (from the 0E_SUBSET01.DMP file) in three
different situations on a target database. Either none of the schemas exist, a part or
all of the schemas exist, or the schemas exist with complete metadata but no data.
The user is asked to choose between the three situations.

In the second situation, the existing schemas are dropped before the import. In the
case of the third situation (existing schema but no data), the constraints are disabled
tirst, and then the triggers. After this, the full import is done, and the constraints and
triggers are enabled again.

At the end of the process, the data subset will have been carried over to the
development or test database, and the entire process can be repeated again and again.

Benefits and capabilities

When you create a data subset, you can define subset criteria (such as a where
condition), which will limit the amount of data that will be extracted for the subset.
As a result, the storage requirements in the target database are reduced. This is one
of the most important benefits of data subsetting, since it helps to reduce expensive
storage costs.

You can select multiple applications, that is, schemas (in the case of multi-tenanted
databases) for the subset. The definition of tables associated with these applications
and the relationships between them will be extracted from the Application Data
Model into the subset definition, along with additional metadata of the constraints
and indexes. You can totally avoid the manual labor normally associated with
collecting this information and writing appropriate scripts.

[269]



Ease the Chaos with Test Data Management

Table rules can be defined with where clauses and bind variables that limit the data
that is extracted. Table statistics are then analyzed to get an estimate of the size of
the resulting reduced tables. The estimate is very useful to understand the storage
benefits of the data subsetting process before the actual process takes place.

In the two methods used for data subsetting, the recommended method would
be to generate the data pump export files as we have seen in this chapter. The
subset data is directly written to the export file, and it can then be imported into
the test database.

This is the faster method and requires the least space. An import script is also
generated by the process, and can be used to perform an import of the subset into
any test or development database.

The other method is to make a clone of the production database and then run the
deletion of the data directly on that, leaving the subset behind. This method will
necessarily take more time (because of the cloning and in-place deletion) and also
require more space to accommodate the initial clone database.

In the case of certain Oracle-packaged applications, such as Oracle E-Business
Suite and Oracle Fusion Applications, the Test Data Management Pack ships

with predefined drivers that enable the Application Data Model capability of

the pack to be used for the discovery of referential relationships that are defined
at the application level. The drivers create the ADM from the metadata of these
applications. In the case of Oracle E-Business, the apps user can be used to deploy
as well as create the Application Data Model.

To generate subsets of these applications, the next step is to create the subset
definition that has the actual rules to extract data from the application data tables.
At the time of writing, you will need to create this subset definition yourself based
on your application-specific expertise, or you can ask Oracle Consulting to assist in
creating the subset definition. This suggestion also applies to other Oracle-packaged
applications, such as PeopleSoft and Siebel, where there is no out of the box
discovery of application-level relationships, neither are there predefined subsetting
rules. Only database-level relationships will be discovered in these databases, as
with any other Oracle database used for in-house or non-Oracle applications.

An interesting capability is that third-party databases, such as Microsoft SQL Server,
Sybase, and IBM DB2, can also be subsetted with the Test Data Management Pack, if
Oracle Database Gateway is used for moving data between the non-Oracle database
and Oracle, and back again after subsetting. The optimized version of the Oracle
Gateway to use for this purpose is 11.2.0.3 onwards.
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One other point to note is that it is not recommended or supported to use the

Test Data Management Pack for making subsets on production itself, such as for
archiving data or separating data in the same database. The Test Data Management
Pack should primarily be used to make smaller subsets from production onto

other databases. At the time of writing, the Oracle documentation for Test Data
Management has been placed as part IIIinOracle Database Real Application
Testing User's Guide 11g Release 2 (11.2), at the following URL:

http://docs.oracle.com/cd/E11882 0l1/server.112/el16540/part3.htm

Summary

When we set up test systems, it is often the case that full production copies cannot
be used due to the cost of storage, especially for large databases. In such cases, you
would need to extract a relationally valid subset of data. Doing this manually is not
an easy task, but it has to be done. Consequently, setting up test systems is often a
slow, error-prone, manually-scripted process.

A lot of investigation is required to find the relationships in the database across
various schemas; the rules for extraction need to be defined (keeping intact all the
relationships), and even then you are not sure of the space requirements for the
extracted subset.

The Test Data Management Pack allows you to reverse engineer an Application Data
Model from your database, which is stored in the Enterprise Manager Cloud Control
12c repository. The metadata definition of tables and relationships from a single or
multiple schemas can exist in a model, which can then be used to enable test data
operations, including data subsetting and data masking. Subsetting requires the

Test Data Management Pack license, whereas masking requires the Data Masking
Pack license.

The modeling and automation provided by the data subsetting features of the Test
Data Management Pack is certainly effective in streamlining the process of creating
smaller test or development databases out of much larger production databases. It is
bound to be helpful in the day-to-day operations of the data center, especially when
a lot of test databases need to be refreshed every now and then.

Once discovered, enhanced, and stored in the Enterprise Manager repository,
the Application Data Model can also be used by the data masking capabilities
of Enterprise Manager Cloud Control 12c. We will examine this in detail in the
next chapter.
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In the day-to-day life of the data center, data is frequently copied from production
to non-production databases such as test and development databases, and this is
required for volume or functional testing, or for the developers to test out their new
programs with realistic data.

However, the copied data may contain confidential information, such as credit card
numbers, identification numbers (Social Security Number or passport number),
which must be protected as per several regulatory requirements — Sarbanes Oxley
(5OX), Payment Card Industry Data Security Standards (PCI DSS), Health
Insurance Portability and Accountability Act (HIPPA), and other regulations

and laws restricting customer data usage. If the copied data is left as it is in the

test or development database, it is possible that external or internal hackers may
misuse this data. Therefore, it is incumbent on the database department to
somehow de-identify or mask this data before it is copied to development or test.

For this purpose, home grown SQL and PL/SQL scripts written by the DBA

are normally used, but these have several disadvantages. The scripts have to be
continuously updated when the regulatory policies change, and they soon become
difficult to maintain. The scripts have to take into consideration the relationships
between the masked table and other tables and have to be rewritten for every
database where there is a similar masked column but different relationships. They
are not centralized, nor are they scalable enough to handle hundreds of databases.
Also, it is difficult for auditors to understand the scripts and make an assessment of
the masking processes in use in the company and whether they satisfy the regulatory
requirements in full.

What is needed is a centralized, scalable solution for data de-identification, and this
is provided by Oracle Enterprise Manager Cloud Control 12¢’s Data Masking Pack.
We will examine this pack in detail in this chapter.
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Finding sensitive data

The first step is to discover the sensitive data in your production database. This is

done by scanning the database, using out of the box patterns for the discovery.

Select Enterprise | Quality Management | Data Discovery and Modeling. The

Secure Test Data Management Overview page (which we have seen in the previous

chapter when the Application Data Model instance was created) appears.

Data Discovery and Modeling &
'V Hide Secure Test Data Management Qverview
Secure Test Data Management uses Enterprise Manager's Data Discovery and Modeling (DDM) capability to enable operations such as Sensitive Data Discovery, Data Masking and Data 5y
are encapsulated within an Application Data Model. The Application Data Model stores the list of applications, tables and relationships between table columns that are either declared in the
maintains sensitive data types and their associated columns and is used by Secure Test Data Management features such as Data Masking and Data Subsetting, to produce test data secur
Create Application
Data Model
Collect @
Metadata
Py
Create.. | Create Data Maskin
Application kreate Data Masking Application
Edit... Pl Definition e
yropartes Test
Aot a = Environment
Associated Databases. .. i
Source Create Data Subset Run Data Masking Test
Verify Database Definition Job Database
Upgrade and Verify... 3
Update Data
Delete... @
> C
Import... etch Data To Include Insert/Delete Data
P Run Data
Export... Subset Job
Sensitive Column Types
m View v | Create... g Edit.. §§ Delete. . ‘ |54
[ N - p— ' Source Database
Name Source Database |Appllcahon Suite | Applications |Source Owner |Veriﬁ:arion Status Most Recent Job
[E]sainath_0E_aom saiprod.sainath. com Custom 1 Oradle Driver SYSMAN wvald Succeeded

Click on the Actions menu and select Sensitive Column Types. This displays the

following screen:

Data Discovery and Modeling

Sensitive Column Types

Data Discovery and Modeling > Sensitive Column Types

[*]UNIVERSAL_PRODUCT_CCDE

Identifies Universal Product Code columns, Samples: 1-23456-78301-2, 1 23456 78901 2, 12345¢€

view - Create... |[%jCreatelike... | / Edit.. §{ Delete... | &
'Name |Description ] |Author
[#] CREDIT_CARD_MUMBER. Identifies credit card number columns, Samples: 5199-1234-1234-1234, 37-1234567890123, 123 Oracle
[Flemar_io Identifies email address columns. Samples: jsmith @comamt.com, JackieSmith-42 @alumni.mit.edu  Oracle
[*]1P_ADDRESS Identifies IP address columns. Samples: 7.7.7.1, 78.78.73,12, 789,789,739, 123 Oracle
[]1sBN_10 Identifies 10 digit International Standard Book Number columns, Samples: ISBN-10: 6-62-529250- Oracle
[3]1sBN_13 Identifies 13 digit International Standard Book Mumber columns, Samples: ISBN-13: 978-1-751511 Oracle
[ZINATIONAL _INSURANCE_NUMBER Identifies MNational Insurance number (UK) columns, Samples: ZR 50 16 33 A, ZR5016334 Oracle
[=]PHONE_NUMBER Identifies phone number columns. Samples: 555-1212, (123)555-1212, 1235551212, +12345678' Oracle

[]5OCIAL _INSURANCE_NUMBER Identifies Social Insurance Number (Canada) columns, Samples: 834-099-029, 2273 123 456, 227 Oracle
[*]50CIAL_SECURITY_NUMEER Identifies Social Security number columns, Samples: 123-45-6789, 123456739 Oracle
BUNDEFINED Sensitive column type not defined. Oracle

Oracle
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We can see a number of out of the box instances of sensitive column types.

These are patterns that help to identify data that would normally be considered
confidential, such as credit card number, phone number, email ID, Social Security
Number, and others.

Let us create a new sensitive column type. For example, select PHONE_NUMBER
and click on Create Like....

Create Sensitive Column Type £

*MName |Sainath_Phone_Mumber

Description | Sensitive phone number column in Sainath company databases,

Search Patterns
Column Mame |PHOME. *;PH. * TEL. % TELEFHCME. *;HANDPHOME. *
Column Comment [PHOME. *,PH. * TEL. =} TELEFHOME. *;HANDPHOME. *
Column Data | ~002([0-91{30007[- 12([0-91430[-. 12([0-9]{4})S; ~\+H{[0-9] ?){6,14:[0-9]%
Search Type (% Or {~ And

Name the new sensitive column type appropriately. In the Search Patterns section,
whatever is specified in Column Name or Column Comment will be used during
the search to identify the existence of the sensitive column.

In our case, we have added a few extra values to Column Name and Column
Comment, such as HANDPHONE . *. This means that a column or comment containing
this word will be treated as a sensitive type.

The pattern of the Column Data string can also be changed. This pattern will be used
to examine the actual data in the columns in an attempt to identify it as sensitive.

You can force all the conditions to be met during the search by selecting And as the
Search Type option. The default is Or, that is, meeting any of the conditions will
mark it as a sensitive column.
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Click on OK to save the new sensitive column type instance. You are back on the
Sensitive Column Types page. Click on Create to create another sensitive column
type, this time for any SALARY column.

Create Sensitive Column Type 2]

*Mame |Sainath_Salary

Description | Salary column type for Sainath company

Search Patterns
Column Name | SALARY. *;SAL.*
Column Comment |SALARY,™;5AL. ™

Column Data

Search Type = Or {© And

e

Type in the details for this new column type, calling it Sainath_salary. The Search
Patterns parameters entered are for Column Name and Column Comment only. If
either of them contains the word SAL or SALARY, the column will be identified as a
potential sensitive column. Click on OK to save this column type.

The Sensitive Column Types page reappears. Click on the Data Discovery and
Modeling breadcrumb.

Now, create a new application data model called sainath HR_ADM from the source
database saiprod. Select the HR schema for this model. After the job is submitted,
the Application Data Model will be created successfully.

The new model can be seen in the Application Data Models list on the Data
Discovery and Modeling page.

Application Data Models

Actions v View + Create... % Rocete., B
: : . ; . .
Name ‘Source Dattbase ‘App\icaﬁon Suite ‘Apphcaﬁons‘ﬁource Onngr  [20urce Databse ‘Moﬂ Recent Job ‘Descnpﬁon

Verification Status

Sa\naﬂ'l_HR_ﬂDM saiprod.sainath.com  Custom 1 Oracle Driver SYSMAN  ¢?Valid Suceeeded Application data model for Sainath HR|
[Esainath_0E DM saiprod.sainath.com  Custom 1 Orack Driver SYSMAN o#Valid Succeeded Application Data Madel for OF schem
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Select the newly created Sainath_ HR_ADM model and click on Edit.

ORACLE' Enterprise Manager Cloud Contral 12¢
Data Discovery and Modeling
Edit Application Data Model: Sainath_HR_ADM
Applications and Tables Referential Relationships Sensitive Colq:pjns
Actions v View v | o Add Application... o Add Table... 3§ Remove... = EE D
Name |Sh0rt MName |5chema |Tab|e Type Source Comment
V [&HR HR HR Dictionary
[ COUNTRIES HR Transaction Data Dictionary
[EH COUNTRIES1 HR. Transaction Data Dictionary
[EEJ DEPARTMENTS HR Transaction Data Dictionary
B EMPLOYEES HR Transaction Data Dictionary
[ EMPLOYEES L HR Transaction Data Dictionary
B JoBs HR Transaction Data Dictionary
[EH JOB_HISTORY HR Transaction Data Dictionary
[EEH LOCATIONS HR Transaction Data Dictionary
[EH REGIONS HR Transaction Data Dictionary

On the Edit Application Data Model page, you can see the applications and tables
that have been picked up into the model as well as the referential relationships in
two separate tabs.

Move to the Sensitive Columns tab.

ORACLE Enterprise Manager Cloud Control 12¢

Data Discovery and Modeling
Edit Application Data Model: Sainath_ HR_ADM

Applications and Tables Referential Relationships Sensitive Columns
5 view = | o Add... 3 Remove... Create Discovery Job... Discovery Results. .. B
4 Add Sensitive Column... in |TYDE |5°L"'CE Comment

I

Create Sensitive Column Discovery Job., %

Sensitive Column Discovery Results,..

Mot Sensitive Column List...
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On the Sensitive Columns tab, click on the Actions menu and select Create

Sensitive Column Discovery Job....

Create Sensitive Column Discovery Job

Parameters

Select allf Select None
|A|:||:Iication

Select allf Select None

|Sensitive Column Type

¥ &R

Search Patterns For  Sainath_Phone_Mumber

Search Type Or

10 =]

Data Sample Size (rows)

S A = I R I R

[*]CREDIT_CARD_MUMBER
[Z]Emal_1p

[*]1P_ADDRESS

[+]1sBM_10

[=]1sBM_13
[F]MATIOMAL_INSURANCE_NUMBER
[*]PHONE_NUMBER:
[*]5OCIAL_INSURANCE_MUMBER
[*]50CIAL_SECURITY_NUMBER
[#]sainath_Phone_Number
[*]UNIVERSAL_PRODUCT _CODE

Column Mame PHOMNE. *;PH. *;TEL. *; TELEPHOME. *;HANDPHONE. *
Column Comment PHOME. *;PH. *;TEL. *; TELEFHOME. *;HANDPHOMNE. *
Column Data ~(\02{[0-91{31 (W2~ 12{[0-81{3D [~ 12([0-9]{4})&; ~\+{[0-9] {8, 14}[0-51%
Description  Sensitive phone number column in Sainath company databases.

The applications in the data model are displayed as well as the sensitive column
types. By default, all are unselected. You must now select the application you want
to check and the sensitive column types to use in the checking.
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For each sensitive column type that you select, you can change the Data Sample
Size (rows) to 10, 50, or 100 rows. This allows you to avoid scanning the whole table.
Click on Continue.

Create Sensitive Column Discovery Job <]

Schedule
General
* Job Name | SENSITIVE_COLUMN_DISCOVERY_3
Job Description ||
Schedule
Start ® Immediately  Later b (UTC-05:00) US Eastern T

Grace Period I”| Do not run if it cannot start within 1 hours = | of the scheduled start time

You can change the Job Name string if you wish. Schedule the job to run
immediately, and click on Submit.

The Sensitive Column Discovery Job request is submitted successfully. Move back
to the Application Data Models home page. You can click on the link in the Most
Recent Job Status column to view the job details. The job is completed successfully.

Select the Sainath. HR_ ADM model and click on Edit.

Data Discovery and Modeling
Edit Application Data Model: Sainath_ HR_ADM

Applications and Tables Referential Relationships Sensitive Columns
_ View » | o Add... 3€ Remove... Create Discovery Job... Discovery Results... | By
4 Add Sensitive Column. .. in |TYDE |5°U"CE Comment

I

Create Sensitive Column Discovery Job...

Sensitive Column Discovery Results, ..

Mot Sensitive Column List...
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Move to the Sensitive Columns tab. Click on the Actions menu, and select Sensitive
Column Discovery Results....

Sensitive Column Discovery Results

Some sensitive columns are difficult to identify, These may be found through sensitive column discovery, First, a discovery job is created and submitted to generate a set of potential sensitive columng

After the job completes, the discovery results are examined and the sensitive calumns are selected, These columns are included in the application data madel for use in Data Masking.

Veww | WDekte., Ep

Name [columns [status [pescription

[ZSENSITIVE_COLUMN_DISCOVERY 3 7 Succeeded

Qmas_ﬂ&d" EER

y Data Samples Column/Search Criteria Match

Type Sensitive Status [Application |Table Column IMatching ot atchng I Name | Comment [Data (%)

V EMAIL_ID
Undefined HR EMPLOYEES ~ EMAIL DOCONNEL Wi 0
Undefined HR EMPLOYEES1 EMALL AERRAZUR @ @ 0

V IP_ADDRESS
Undefined HR DEPARTMENT! DEPARTMENT _MAME Public Relations @ [1}

7 MATIONAL_IMSURANCE_NUMBER
Undefined HR EMPLOYEES]1 MANAGER_ID 124 W 0
Undefined HR LOCATIONS ~ STREET_ADDRESS 93091 Calle della @ 0

7 Sainath_Phone_Number

. Undefined HR EMPLOYEES  PHONE_NUMEER 515.123.8181 v 100
Undefined HR EMPLOYEES1 PHONE_NUMBER 515,123.8181 W 7 1

The Sensitive Column Discovery Results screen appears. This shows that seven
potential sensitive columns have been tentatively identified. The sensitive column
types are displayed on the left. The Sensitive Status is currently Undefined for all
the columns.

Whether the name of the column or the comment or the data has matched, is seen on
this page. Some columns have had a 100 percent data match. Some have had a wrong
comment match (for example, the scan for IP_ADDRESS as a sensitive column type
has wrongly suggested the DEPARTMENT NAME column as being sensitive because the
comment was matched).
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You can now judge for yourself and select the columns that really are sensitive, such

as the EMAIL columns and the PHONE_NUMBER columns. Select these 4 columns
and click on Set Sensitive Status.

Sensitive Column Discovery Results

Some sensitive columns are difficult to identify, These may be found through sensitive column discovery, First, a discovery job is created and submitted to generate a set of potential sensitive columng
After the job completes, the discovery results are examined and the sensitive columns are selected, These columns are included in the application data model for use in Data Masking.

View v ‘ 9 Delete... ‘ B

Name ‘Columns |5!atus |Descripﬁon
_SENSI'IT\‘E_CCLWN_DISCO\E!Y_S 7 Succeeded

0 Set Sensitive Status »  View = ‘ fE = m

Type Sensitive Status |Application  |Table Column ‘ : = Samples. | ColumnSearch Criera Mafch
‘Matd’ung Mot Matching | Name ‘ Comment ‘Data (%)

 EMALL_ID

Sensitive HR EMPLOYEES EMAILL DOCONMEL @ 1]

Sensitive HR EMPLOYEES1 EMAILL AERRAZUR @ @ 0
"/ IP_ADDRESS

Undefined HR DEPARTMENTS ~ DEPARTMENT_MAME . Public Relations @ 0
W NATIONAL_INSURANCE_NUMEER

Undefined HR EMPLOYEES1 MANAGER _ID 124 @ 0

Undefined HR LOCATIONS STREET_ADDRESS 93091 Calle della’ @ ]
7 Sainath_Phone_Number

Sensitive HR EMPLOYEES PHOME_NUMBER 515.123.8181 @ 100

Sensitive HR EMPLOYEES1 PHONE_NUMBER 515,123.5181 4 @ 100

% Cancel

The Sensitive Status for these four columns changes to Sensitive. Click on OK.

Data Discovery and Modeling
Edit Application Data Model: Sainath_HR_ADM Import Content| |  Save and Return
Applications and Tables Referential Relationships Sensitive Columns
Actions ~ View = | 3¢ Remove. ., Create Discovery Job..,  [@] Discovery Results. . | 5
'ﬁpplicatiun |'I'abl= |Column ‘TYDE |Suur:= |Comm=nl
HHr EMPLOYEES EMAIL EMAIL_ID Sensitive Column D...
EHr EMPLOYEES PHOME_MUMBER ~ Sainath_Phone_Mumber  Sensitive Column D...
EHR EMPLOYEES1 EMAIL EMAILL_ID Sensitive Column D... Emall id of the employee
BHR EMPLOYEES1 PHOME _MUMBER Sainath_Phone_Mumber  Sensitive Column D... Phone number of the employee; includes country code and area code
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You are placed back on the Edit Application Data Model screen. The Sensitive
Columns tab now shows the four columns that have been marked as sensitive.

In addition to the sensitive column discovery, you can manually add more columns
to the Sensitive Column list by clicking on the Add button.

Add Sensitive Column <]
Use the LOVs to select the sensitive column application and table. Then choose the column. Use the sensitive column type LOV
to select a type or leave that field blank to default to undefined.

* Application HR Q@
=Table EMPLOYEES Q,
* Column |SALARY =
Sensitive Column Type |Sainath_Salary Ck

Comment |Sensitive column Sainath Salary

e

In the Add Sensitive Column window, you can select the Application, Table, and
Column instances you want to manually add to your Sensitive Column list.

Also select the sensitive column type instance corresponding to the column you have
chosen. In this case, we select Sainath_Salary. This was another sensitive column
type we created earlier. Click on Ok to continue.

Data Discovery and Modeling

Edit Application Data Model: Sainath_HR_ADM Import Content | |

Applications and Tables Referential Relationships Sensitive Columns

ve and Return

Actions v View v ‘ op Add... 3§ Remove.., [ Create Discovery Job.,, [G] Discovery Results... ‘ B
.Application |'I;able ‘Column ‘T\fpe

|Source |C0mment
ﬁ HR EMPLOYEES EMAIL EMAIL_ID Sensitive Column D..
EL EMPLOYEES PHONE_MUMBER Sainath_Phome_MNumber  Sensitive Column D..
EHR EMPLOYEES SALARY Sainath_Salary User Defined Salary Sensitive Column
E HR EMPLOYEES 1 EMAIL EMAIL_ID Sensitive Column D... Email id of the employee
EHR EMPLOYEES 1 PHONE_NUMBER Sainath_Phone_Mumber  Sensitive Column D... Phone number of the employee; includes country code and area code
BHr EMPLOYEES1 SALARY Sainath_Salary User Defined Sensitive column Sainath Salary
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The new column we have added now appears in the Sensitive Columns list on the
Edit Application Data Model page. Click on Save and Return.

When you are back on the Data Discovery and Modeling page, select the Sainath_
HR_ADM model from the Application Data Models list.

Open the Actions menu and select Associated Databases. Use this to associate

the saitest database with the Application Data Model. Two databases are now
associated with the model, the first being the saiprod database (which is the source
database), and the second, the saitest database. This is the database on which the
actual masking job will be performed.

Creating data masking definitions

The next step is to create appropriate data masking definitions. These definitions
will be used during the actual masking of your sensitive data.

Select Enterprise | Quality Management | Data Masking Definitions. This displays
the Data Masking Definitions screen, as shown in the following screenshot:

Data Masking Definitions
Data masking is the process of making sensitive information in test or non-production databases safe, It disguises sensitive information by overwriting it with realistic looking but false data of a similar type
data. You can create a new masking definition or use an existing definition for & masking operation, The Format Library contains @ collection of ready-to-use masking formats,
Search  |Masking Definition hd ﬂ Import | G ﬁt&
Select | Masking Definition Application Data Model | Description Columns | Status Most Recent Job Ended | SQL Performance Analyzer Task
No definitions
Format Library
A masking format defines the format of masked data, You can create & new masking format and reuse it later when creating a masking definition,
Format Library
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Currently, we can see that there are no masking definitions. A masking definition
defines what columns are to be masked and the masking format to be used for those
columns. To create the masking definition, click on Create.

{+ saiprod.sainath.com @

Logged in as 5vS5 (3 | [F havipori sainatl
Oracle Database v Performance » Availabiity » Schema » Administration »

Create Masking Definition
G
#Name |FAINATH_HR_MASKING_DEF ]
* Application Data Model [Sainath_HR_ADM Q
* Reference Database Imz
Description | Masking Definition for HR Schema for Sainath Company Databases
Workloads

Capture files and SQL Tuning Sets may be masked along with the sensitive columns in the database. Use of the SQL Expression format and conditional masking is not allowed while Workload Masking is enabled.
[ Ensure Workload Masking Compatibilty

Columns
Add columns yau want to mask and define masking farmat for each column, Foreian key columns are automatically added to maintain referential intearity, Denendent columns are columns that do not have i
foreign key constraints defined, but reference a masked column due to application level constraints. You can manually add dependent columns to a masked column, A
Select | Owner | Table ‘ Column ‘ Sensitive Column Type | Column Group ‘ Data Type ‘ Format ‘ Foreign Key Columns Dependent Culumns
No columns added

Foreign Key Columns

Owner | Table | Column | Parent Owner | Parent Table

| Parent Column
No foreign key columns

Dependent Columns
Quner Table | Column | Parent Qwner | Parent Table

Mo dependent columns
added

| Parent Column

1 Show Advanced Options

This masking definition will be used for the HR schema, so we have named it
SAINATH HR_MASKING_DEF. Select the corresponding Application Data Model

instance for this schema, which is the Sainath_ HR_ADM model. The saiprod
database is selected as Reference Database.
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New capabilities

In Enterprise Manager Cloud Control 12c, data masking has a new and powerful
capability. Along with the sensitive columns in the database, it can also mask
sensitive data in the Workload Capture files that are generated and used by the
Database Replay feature of the Real Application Testing (RAT) database option.
In addition, it can mask the bind data in the SQL Tuning Sets (STS) that are used
by the SQL Performance Analyzer (SPA) feature of RAT.

This plugs a loophole that existed in earlier versions. In those versions (Enterprise
Manager 10g/11g), while sensitive data could be masked in the tables themselves,
the Workload Capture files and SQL Tuning Sets that were transferred across
databases could potentially still contain sensitive data. In Enterprise Manager Cloud
Control 12, the sensitive data is also masked in the Capture files and SQL Tuning
Sets, and AWR Sensitive Bind Data is purged.

However, workload masking may not be supported by the target database chosen.
In this case, an error telling you to apply a patch will be displayed. At the time of
writing, the patch is available for the 11.2. 0.2 database on Linux x86 and Linux
64-bit. This is patch 12573945: RAT+ DM TRACKING BUG FOR 11.2.0.2.0. Apply
this patch to the staging database where masking will be performed (not on the
database where replay is done). Note that this patch may be proven obsolete by
future bundle fixes, so please check with My Oracle Support (MOS).

If workload masking is required, in the Workloads section, select Ensure Workload
Masking Compatibility. Note that, when workload masking is enabled, masking
cannot use the SQL expression format, nor can it use conditional masking. The
reason for the latter restriction is that, if conditional masking is used, the Database
Replay Capture files and SQL Tuning Sets may not contain the entire data set, and
also, the conditions may be based on values outside the workload.

Another point to note is that masking of literals is not supported in Workload
Capture files and SQL Tuning Sets. Sensitive data should not be stored as literals
in the first place.

In our case, we have not selected this checkbox since we do not have any Capture
files or SQL Tuning Sets.
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Adding columns to mask

Now you need to add the columns that are to be masked, and a masking format
needs to be defined for each column. Click on Add.

1> saiprod.sainath.com @ Logged inas SYS (3 | [ havipari.sainath
Oracle Database ~ Performance = Availability = Schema +  Administration +
Data Masking Definitions > Create Masking Definition > Add Columns

Add Columns

Application Data Model Sainath_HR_ADM Database saiprod.sainath.com cancel || Add

Define Format And Add
Logged In As 55

Add one or more columns for masking, Foreign key columns wil be added automatically, You can define masking format at once for all selected columns if they have the same data type.
Search
Schema |HR q
Table Name

Column Name:

Column Comment
Sensitive Column Type Q Enter a string in column comments,

Search

T Mask selected columns as a group
Select Al I Select None

Select ‘ Owner Table Name Column Name Sensitive Column Type | Data Type Comment
¥ HR EMPLOYEES EMAIL EMAIL_ID VARCHAR2(25)
MR EMPLOYEES PHONE_NUMBER  Sainath_Phone_Mumber  VARCHAR2(20)
F  HR EMPLOYEES SALARY Sainath_Salary NUMBER(8,2)
M HR EMPLOYEES1 EMAIL EMALL_ID VARCHAR2(25) Email id of the employee
| EMPLOYEES1 PHONE_NUMBER  Sainath_Phone_MNumber  VARCHAR2(20) Phone number of the employee; includes country code and area code

=

HR EMPLOYEES L SALARY Sainath_Salary NUMBER(S, 2) mgml:l :ralarmy" :}f the emplayee, Must be greater than zera (enforced by constraint

Note that if you are not logged in as sYsDBa, you will get an error message at this
stage: Masking requires execute permissions on package SYS.DBMS_CRYPTO.
Make sure you use SYSDBA credentials to avoid this error.

First search for the columns in the HR schema, using the search fields. This will
display either all the sensitive columns, or those of a specific sensitive column type.

Select the columns that appear, such as PHONE_NUMBER, SALARY, and EMAIL.

Note that if you select Mask selected columns as a group, the selected columns are
associated together for the masking process. This is known as compound masking
and is best used for columns that are logically related together, such as LAST_
NAME and FIRST_NAME, or CITY and COUNTRY. In our case, we are not using
this feature since the columns we have selected are not related in that sense.

[286]



Chapter 9

Click on Add.

G saiprod.sainath.com @ Logged in as SYS \ [ havipori.sainat
Oracle Database » Performance v Avalability v Schema v Administration v

Create Masking Definition

]

*Name [SAINATH_HR_MASKING_DEF
* Application Data Model |Sainath_HR_ADM Q,
* Reference Database lm
Description  Masking Definition for KR Schema for Sainath Company Databases
Workloads
Capture files and SQL Tuning Sets may be masked along with the sensitive columns in the database. Use of the SQL Expression format and conditional masking is not allowed while Workload Masking is enabled.
[™ Ensure Workload Masking Compatibility

Columns

Add columns you want to mask and define masking farmat for each column, Foreian kev columns are automatically added to maintain referential intearity, Dependent columns are columns that do not have add
foreign key constraints defined, but reference a masked column due to application level constraints, You can manually add dependent columns to a masked column,

Remove

Select Al | Select None

Select | Owiner Table Column Sensitive Column Type Column Group Data Type ‘ Format ‘ Foreign Key Columns Dependent Columns
| ) EMPLOYEES EMAIL EMAIL_ID VARCHAR2(25) &g] Q 0
I R EMPLOYEES PHOME_NUMBER Sainath_Phone_Number VARCHAR2(20) j 0 0
C H EMPLOYEES SALARY Sainath_Salary NUMBER(8,2) ] 0 0
T R EMPLOYEES1 EMAIL EMAIL_ID VARCHAR2(25) _ﬂ 0 0
O H EMPLOYEESL PHONE_NUMEER  Sainath_Phone_Number VARCHAR2(20) ﬁ:} 0 0
F W EMPLOYEES1 SALARY Sainath_Salary NUMBER(8,2) )"‘h 0 0

4
& Columns that have this icon do not have a masking format defined.

You are placed back on the Create Masking Definition screen. The columns you
have added appear in the list.

If there are any foreign key columns referring to the sensitive columns, they are
automatically added for referential integrity purposes. If there are dependant
columns that do not have database foreign keys defined, but reference the sensitive
columns by using application-level constraints, they can be added manually by
first adding a referential relationship in the Application Data Model itself. Since the
foreign key columns or dependant columns are specified and will also be masked,

the integrity of the database or application level will be maintained even after the
masking takes place.
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Defining the masking format

The next step is to define a masking format for each column. Do this by clicking on
the wrench icon. First, we do this for the SALARY column.

G sa'lprod.sainath.cnm @ Loggedin as SYS \ a havipari.sainat]
Oracle Database » Performance + Avaiabiity »+ Schema + Administration «

Data Masking Definitions > Create Masking Definition > Define Column Mask

D 1nformation
The following columns have check constraints other than NOT NULL, Make sure that the defined masking formats satisfy check conditions.

HR.EMPLOYEES 1 SALARY - salary >0

Define Column Mask

Owner HR Table EMPLOYEES1 ﬂ

Column SALARY Data Type NUMBER(3,2)

By default all records in the table wil be masked using the specified format, You can optionally identify more than one subset of records using conditions, Each subset can be masked using a corresponding
masking format. The subsets wil be masked in the order they are specified. & subset will not be masked again even when it matches a subsequent condition.
Add Condition

Import Farmat 50014 =30 4 R andom Numbers ¥| Add

Expand All | Collapse All

Format Entry Properties
Select Condition Property ‘ Value Property Value Sample | Remove
W Conditions
® W Default Condition
(Add a format entry)

On the Define Column Mask screen, an informational message appears making you
aware of an existing check constraint on the column. You must make sure that the
check constraint is satisfied by the masking format you defined. This means that the
value generated for the SALARY column should be greater than zero.

The actual process of defining the format is done by adding one or more format
entries. In our case, we have selected Random Numbers from the drop-down box.
Click on Add.

Import Format Format Entry | Random Numbers vI Add

Expand Al | Colapse Al
Format Entry Properties

Select ! Condition

| Property | Value Property Value Sample Remove
¥ Conditions
@ ¥ Default Condition )
Random Mumbers  Start Value 2000 End Value 25000 ?

Cancel | OK
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Specify the Start Value and End Value amounts for the random number generated
for this column. Enter reasonable values, after checking the actual data to find the
minimum and maximum salary amounts. Uniqueness is guaranteed for the random
formats, provided that a large enough range (more than the total number of distinct
data values) is used.

Note that it is possible to achieve conditional masking by clicking on Add Condition
and entering a separate condition for which you can then add a different format
entry. As an example, the condition can be as follows:

last name like upper ('%GOLD%’)

In this way, the same column can be masked differently depending on the condition
you specify.

Click on the refresh icon in the Sample column, this generates a sample value for
you to examine. When satisfied, click on OK.

You are placed back on the Create Masking Definition screen. Next, define the
format for the PHONE_NUMBER column by clicking on the wrench icon.

G saiprod.sainath.cum [0] Logged in as SYS fﬁl E[ havipari.sainath|
Oracle Database ~ Performance v Avalabiity = Schema ~ Administration

Data Masking Definitions > Create Masking Definition > Define Column Mask

Define Column Mask
Owner HR Table EMPLOYEES1 Cancel | OK
Column PHONE_NUMBER Data Type VARCHAR2(20) _Concel | o]

By default all records in the table wil be masked using the specified farmat, You can optionally identify mare than one subset of records using conditions, Each subset can be masked
using a corresponding masking format, The subsets will be masked in the order they are specified, A subset will not be masked again even when it matches a subsequent condition,

Add Condition
Import Farmat Format Entry IEncrypt vl Add

Expand Al I Collapse All
Format Entry Properties

Select Condition Property | Value Praperty | Value Sample Remove

W Conditions

o W Default Condition 954.199.8462 ¢

Encrypt Regular Expression [0-9)43;[1[0-8]{3} [ [0~

=y

For the PHONE_NUMBER column, we choose Encrypt as the Format Entry option
from the drop-down box. Add this entry to the column mask.

In the Regular Expression text field, enter the value [0-9]1{3}[.1[0-9]1{3}[.]
[0-9]1{4}. This defines the format for PHONE_NUMBER. It means three numeric
digits from 0 to 9, followed by a decimal point, another three digits, a decimal point,
and finally, four digits.
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The Encrypt type will use this format and change PHONE_NUMBER to reversible
masked values, based on an encryption seed that will be entered at the time

of masking. The data format is preserved with the ability to mask numeric,
alphanumeric, or mixed fields of any pattern and any length.

One of the new capabilities in Enterprise Manager Cloud Control 12c is key-based
reversible masking, which is achieved by using the encrypt format. This is useful
when sensitive data is to be sent to an outside party for a business purpose, such as
market analysis or reporting. When the encrypt format is used, the data is masked
using a reversible masking function based on a secure key. It can then be sent outside
the company and used for the required business purpose. When the same data is in
turn received by the company, the masking can be reversed using the same key, and
the original data is recovered.

Click on the refresh icon in the Sample column to generate a sample masked entry in
this format. After verifying, click on OK.

This brings you back to the Create Masking Definition screen. Now define the
format for the EMAIL column by clicking on the wrench icon.

{} saiprod.sainath.com @ Logged in as 5vS (@) | [F] havipori sainath
Oracle Database = Performance v Availabiity v Schema v Administration

Data Masking Definitions > Create Masking Definition > Define Column Mask

Define Column Mask
Owrer HR Table EMPLOYEES |
Column EMALL Data Type VARCHAR2(25) anc ] \OK

By default all records in the table will be masked using the specified format, You can optionally identify more than ene subset of records using conditions, Each subset can be masked
using & corresponding masking format, The subsets will be masked in the order they are specified, A subset will not be masked again even when it matches a subsequent condition,

Add Condition
Import Format Format Entry |Tab\e Column -| Add
Expand All | Collapse Al
Format Entry Properties
Select Condition Property ‘ Value | Property Value Sample Remove
% Conditions
@ 7 Default Condition GCAMERAL (%,

Table Column TableName  [FRSAVPE_EMAL Q@ Columnhame [EMAL Q, z’

Cancel | OK

Select Table Column from the Format Entry drop-down box, and add that to the
column mask. This kind of format entry lets you select a table with sample data in
the database as the source for the masked value.
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In this case, we have created a table, HR.SAMPLE_EMALIL, that contains email
addresses selected from the production EMPLOYEES table, but you can use dummy
email addresses. Remember to create this sample table in the saitest database as
well, since this is where the actual masking will run.

Select the Table Name instance and the Column Name instance, examine a sample,
and then click on OK.

In this way, define the formats for the remaining sensitive columns, on the Create
Masking Definition screen.

Advanced options

Click on Show Advanced Options to view the options as shown in the
following screenshot:

77 Hide Advanced Options

Data Masking Options

2 Disable redo log generation during masking
2 Refresh statistics after masking

2 Drop temporary tables created during masking
r Decrypt encrypted columns

2 Use paralel execution when possible
Paralel Degree (' Default & Value

Random Number Generation
Data Masking can use strong security technigues for random number generation, but masking wil run slower. Do you want masking to favor speed or security?

¥ Favor Speed
" Favor Security

Pre Mask Script
Specify a SQL script to run before masking starts.

Post Mask Script
Specdify a SQL script to run after masking completes,

In the Advanced Options section, you have options such as Disable redo log
generation during masking, Refresh statistics after masking, Use parallel
execution when possible, and others. The main purpose of these options is
to allow you to optimize the data masking process.
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You are also able to specify a Pre/Post Mask Script. This is to perform operations on
the database before or after the masking process, as required.

@ saiprod.sainath.com @ Loggedin as SYS (| [ havipori sainat
Oracle Database » Performance » Availabiity » Schema »  Administration

Edit Masking Definition: SAINATH_HR_MASKING_DEF

*Name [FAINATH_HR _MASKING_DEF
* application Data Model [Sainath_HR_ADM Q

* Reference Database Isa\prud‘sa\namcum;l

Description |Masking Defirition for HR Schema for Sainath Company Databases

Workloads

Capture files and SQL Tuning Sets may be masked along with the sensitive columns in the database, Use of the SQL Expression format and conditional masking is not allowed while Workload Masking is enabled,
[7 Ensure Workload Masking Compatibility

Columns
Add columns you want to mask and define masking format for each column. Foreign key columns are automatically added to maintain referential integrity. Dependent columns are columns that do not have

foreign key constraints defined, but reference a masked column due to application level constraints, You can manually add dependent columns to a masked column, Add
Remove
Select All | Select None
Select ‘ Orwner | Table Column Sensitive Calumn Type Column Group | Data Type | Format ‘ Foreign Key Columns Dependent Columns
| EMPLOYEES EMAIL EMAIL_ID VARCHAR2(25) E‘yf 0 0
o EMPLOYEES PHONE_NUMEER, Sainath_Phone_Number VARCHAR2(20) E‘Tf 0 0
W EMPLOYEES SALARY Sainath_Salary NUMBER(3,2) Tf 0 0
| AT EMPLOYEES1 EMAIL EMAIL_ID VARCHAR2(25) EL/ 0 0
C m®w EMPLOYEES1 PHONE_NUMEBER. Sainath_Phone_Number VARCHAR2(20) E‘f 0 0
C oW EMPLOYEES1 SALARY Sainath_Salary NUMBER(3,2) E‘f 0 0

@ Columns that have this icon do not have a masking format defined.

Foreign Key Columns
Owner ‘ Table | Column ‘ Parent Qwner | Parent Table | Parent Column
Mo foreign key columns

Dependent Columns

Owner ‘ Table | Column ‘ Parent Owner | Parent Table | Parent Column

Io dependent calumns
added

When all the formats are defined and you have specified advanced options, click
on OK.

Data Masking Definitions

Data masking is the process of making sensitive information in test or non-production databases safe, It disguises sensitive information by overwriting it with realistic looking but false data of a similar type,
data, You can create a new masking definition or use an existing definition for a masking eperation, The Format Library contains a collection of ready-to-use masking formats,

Search  |Masking Definition - ‘ Go
View | Edit ‘ Generate Script | Schedule Job | Delete | Actions Iclane Database »| Go
Select ‘ Masking Definition ™ ‘ Application Data Model |Descr|phnn ‘ Columns ‘ Status Most Recent Job Ended
& SAINATH_HR_MASKING_DEF  Sainath_HR_ADM Masking Definition for HR Schama for Sainath Company Databases & Script Not Generated

Format Library
A masking format defines the format of masked data, You can create a new masking format and reuse it later when creating a masking definition,
Format Library
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The data masking definition instance that we have created now appears on the Data
Masking Definitions page. The status is seen as Script Not Generated.

Click on the Generate Script button.

Generated Script

The data masking script is generated successfully after a few seconds and is
displayed on the page. You can either see the script summary or the full PL/SQL
script version.

& saiprod.sainath.com @ Logged in as SYS (3} | [5] havipori.sainath
Oracle Database = Performance  Availability + Schema »  Administration »

ﬁ)lnformation
Data masking script generation completed successfully.

Script Generation Results: SAINATH_HR_MASKING_DEF

Database saiprod.sainath.com Number of Tables 2 Return
Logged In As 5YS Columns 6
Script Options
Use script to done and mask the database, Clone And Mask

Schedule the data masking job. The script will be executed by the job to perform the masking operation.  Schedule Job

v Script

The script summary is a list of the database commands that will be used to mask the selected columns, The full scriptis a PL/SQL script that includes functions, Save Full Script
procedures, and other commands needed during the masking operation. The full script will be executed by the job to perform the masking operation.

View @ Script Summary  Full Script

-- Target database: sajprod.sainath.com il
- Seriptgenerated att 25-MAR-2012 09:37
COMMIT

ALTER SESSION ENABLE PARALLEL DML
DROP TABLE "™MGMT_DM_TT_8" PURGE
declare
adj number: =0;
num number: =0;
cntd NUMEER,;
hentd MUMBER,;
beain
select lenath{count(®)) into adj from (select distinct "EMAILL" from "HR”™, "EMPLOYEES™);
num ¢= adj;
adj := greatest(adj - 3, 0);
select count(*) into cntd from (select distinct "EMAIL" from "HR", "SAMPLE_EMAIL"); ﬂ

7 Impact Report

Script Generation Summary
Most Serious Message Severity INFORMATION
Generation Started Mar 26, 2012 9:37:03 AM
Generation Completed Mar 26, 2012 9:38:14 AM
Script Generation Information
The following table provides information about the objects and resources examined during script generation and lists details of any warnings or errors detected.

Object Name Object Type | Message Severity | Message Type Message

EXAMPLE TABLESPACE INFORMATION Plan Sufficient free space in Tablespace EXAMPLE, Starting Freespace with automatic extension: 33548MB.
USERS TABLESPACE INFORMATION Plan Sufficient free space in Tablespace USERS, Starting Freespace with automatic extension: 33549MB, EN
HR USER TMFORMATION Plan Sufficient tablespace quota for User HR.
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The PL/SQL code that is generated is highly optimized —bulk operations are used
to replace the sensitive column data with a copy of the table containing the masked
data. At the same time, original constraints and indexes, and partitions and grants
are all retained perfectly. Advanced database features, such as parallel execution
along with disabling of redo log generation, speed up the masking process. Finally,
the original table with the sensitive data is dropped, with the new masked table
taking the place of the original.

Note that there will still be a performance impact after masking of large tables. For
a large table, more space will be required to create a copy of the table for masking
purposes, also more TEMP space is used for the Create-Table-As-Select (CTAS)
process. To attain maximum performance, it is recommended to have free space
equal to the sum of the sizes of all sensitive data tables as well as additional free
tablespace storage equal to the largest such table.

In the case of large tables, more time will be required to perform the actual masking.
However, due to the optimizations in the generated masking script, the Enterprise
Manager process of masking large tables will normally outperform home-grown
scripts used for the same purpose. On a recent benchmark performed for Exadata X2-2
Full Rack Database Machine, the Enterprise Manager Cloud Control 12c Data Masking
Pack was able to mask a 72-TB table in 8.2 hrs,. approximately 8.78 TB per hour.

You can schedule the data masking job right from this page by using the Schedule
Job button, or optionally clicking on the Clone And Mask button, which will use a
script to first clone and then mask the database.

The Script Generation Information section at the lower part of the screen displays
findings about all the objects and resources examined during script generation. Any
warnings about space or quota will be seen here.

Click on Return.

4} saiprod.sainath.com @ Loggedin as S¥S () | [ havipori.sainath
Orade Database + Performance = Availabilty + Schema +  Administration «

Data Masking Definitions
Data masking is the process of making sensitive information in test or non-production databases safe, It disguises sensitive information by overwriting it with realistic looking but false data of a similar type
data, You can create a new masking definition or use an existing definition for a masking operation, The Format Library contains a collection of ready-to-use masking formats,

Search | Masking Definition hd Go Import | Create
Wiew | Edit ‘ Generate Script | Schedule Job R| Delete | Actions ICIUnE Database 'I Go
Select ‘ Masking Definition ™ | Application Data Model |Descriphﬂn | Columns ‘ Status | Most Recent Job Ended
@ SAINATH_HR_MASKING_DEF Saimath_HR_ADM Masking Definition for HR Schema for Sainath Company Databases 6 Script Generated

Format Library
A masking format defines the format of masked data, You can create a new masking format and reuse it [ater when creating a masking definition,

Format Library
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The Data Masking Definition page shows the masking definition with the status

Script Generated. At this point, click on Schedule Job.

Scheduling the job

We can now schedule the data masking job. We have selected the saitest database
as the Reference Database instance for the job. Note that this can only be selected if
it has been associated with the data model, which we have done before. The saitest
database will be the actual database on which the data masking job is executed.

1} saitest.sainath.com @
Oracle Database ~ Performance + Availability + Schema = Administration «

Schedule Data Masking Job: SAINATH_HR_MASKING_DEF
Application Data Model Sainath_HR_ADM
Logged In As SYS
* Job Name :SAINATH_MASKING_JOB_I‘?
Job Description |Sainath Masking Job

* Reference Database |saitest.sainaﬂ1.com K3

* Script Fle Name .masklng 17.5al

Encryption Seed
A seed is required for masking definitions that use the Substitute format, The seed can be any text string.

Host Credentials
Enter credentials to login to the database host.
Credential " Preferred & Named € New
Credential Name [NC_HAVIPORI_ORACLE =l

Attribute Value

Credential Details  UserName oracle

Password ]

More Details

Database Credentials

Enter credentials to login to the reference database.
Credential ' Preferred & Named ' New

Credential Name |NC_SAITEST_SYS =%
Attribute Value
Credential Details Hefrname i
Password EEEEEn
Role sysdba
More Details

Start
& Immediately
" Later

[Mar 26, 2012
(example: Mar 26, 2012)

Tumelg -”-15 -I @ AM € PM

Date

Number of Tables 2
Columns 6

* Seript File Location |/u01/oracle/db/product/11.2.0/dbhome _2/db: Q

* Cead :oooooo

* Confirm Seed :"""

Logged in as SYS (8 | [5] havipari.sainat]

Cancel | Submit

[295]



Ease the Chaos with Data Masking

The Script File Location value, by default, is the SORACLE_HOME/dbs directory. Enter
the Encryption Seed string if you have used the encrypt or the substitute format in
your masking definitions.

If you had selected Ensure Workload Masking Compatibility earlier on, the
Workloads section (where you can choose to mask SQL Tuning Sets and/or Capture
files) would have appeared on this page. You can also select the directory of the
Capture files. You can choose to run SQL Performance Analyzer (SPA) to compare
SQL Execution Plans before and after masking, so that any SQL Plan changes can

be detected. This of course requires the license for Oracle Real Application Testing
(RAT). In our case, these options do not appear.

Then, select the Host Credentials options for the database host, and the Database
Credentials options for the database. Note that it is important to select SYSDBA
credentials for data masking to work. Otherwise, when you submit the job, you
will get an error as follows:

Insufficient Privileges - The database user (system) does not have enough
privileges to execute the masking script. Masking requires object and
system privileges in order to perform data dictionary modifications.
Ensure that the database user performing the mask has object/system
privileges to create, drop, alter, select, insert, and compile the
objects being masked. These object/system privileges are also required on
dependents of masked objects, such as indexes. The masking user also must
have execute privileges on DBMS CRYPTO and DBMS RANDOM, as well as alter
system privilege.

Schedule the job to run immediately and click on Submit. A message appears
that the job is submitted successfully. Click on View Job Details and wait until
the job completes.

Job Run: SAINATH_MASKING_JOB_17
DeleteRun | Edit || view Definton |
Summary
Log Repert
Status Succeeded Type Data Masking
Scheduled Mar 25, 2012 11:27:45 AM GMT-04:00 Owner SYSMAN
Started Mar 26, 2012 11:27:56 AM GMT-04:00 Description  Sainath Masking Job
Ended Mar 26, 2012 11:28:50 AM GMT-04:00 Seript fu0 1foracle/db/product/11.2.0/db...
Elapsed Time 54 seconds
Targets [
Status |AII hd
Gl
Expand All | Collapse Al
Name | Targets Status Started Ended Elapsed Time
W Execution: saitest.sainath.com  saitest.sainath.com Succeeded Mar 25, 2012 11:27:56 AM | Mar 26, 2012 11:28:50 AM 54 seconds
Step: PutSqlFile saitest,sainath,com Succeeded Mar 26, 2012 11:23:01 AM  Mar 25, 2012 11:28:03 AM 2seconds
Step: Command saitest, sainath,com Succeeded Mar 26, 2012 11:23:06 AM  Mar 25, 2012 11:28:50 AM 43 seconds
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Within a minute, the data masking job is completed.

Testing the results

You can examine the results of the masking by opening two SQL*Plus sessions, as

shown in the following figure:

S0L> connect / as sysdba
Connected.
SOL»> select name from vSdatabase;

SAIPROD

SQL= select employee_id, first_name, last_name, salary, phone_number, email
2 from hr.employeesl where rownum <-7 order by last_name;

7 rows selected.

S0L> connect / as sysdoa

Connected.

S0L> select name from vSdatabase;

MAME

SAITEST

SOL> select employes_id, first_name, last_name, salary, phone_number, email
2 from hr.employeesl where rownum <-7 order by last_name;

EMPLOYEE_ID FIRST NAME LAST NAME SALARY FHONE_NUMBER EMATL EMPLOYEE_ID FIRST NAME LAST NAME SALARY PHONE_NUMBER EMATL
174 Ellen Abel 11090 911.44.1644,420267  EABEL 174 Ellen Abel 4332 987,254.1683 MATKINSD
166 Sundar Ande 6480 011.44.1346.629268  SAMDE 166 Sundar Ande 6216 987,254, 1683 SRATOA
138 Mozhe Atkinson 2800 650.124.6234 HATKINSD 138 Mozhe Atkinson 7121 599,442, 3144 CIOHNSON
185 David Austin 4380 590.423.4569 DAUSTIN 185 David Austin 14945 541,212.6392 EBATES
204 Hermann  Baer 10800 515.123.8884 HEAER 204 Hermann  Baer 24205 218.444.5866 CDAVIES
116 Shelll Baida 2980 515.127.4563 SBAIDA 116 Shelld Balda 18600 178.187.2368 KCHUNG
167 Anit Banda 6200 B11.44.1346.729268  ABANDA 167 Anit Banda 3516 987.254.1683 RMATOS

7 rows selected.

We have connected to the saiprod and saitest database in the two sessions.

We then issue a select statement that displays confidential data such as salary,
phone_number, and email from the production system. The same select statement

is also executed in the saitest database.

We see that salary, phone_number, and email have been appropriately masked
in the test database as per the masking formats that were specified. The masking
process has obviously achieved the expected results.

Format library

We have seen how masking definitions can be created pertaining to an Application
Data Model and referring to a particular database, such as the saiprod database.

In the masking definition, masking formats can be defined for the sensitive columns
in the data model. However, masking formats defined in this way cannot be reused
for other Application Data Models or other databases, or even for different columns
in the same masking definition. They have to be manually recreated in the same
manner each time.
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Instead, if masking formats were to be defined in a centralized format library, they
would be accessible by all database targets in Enterprise Manager Cloud Control 12,
and this is a great advantage.

Data Masking Definitions

Data masking is the process of making sensitive information in test or non-production databases safe, It disguises sensitive information by overwriting it with realistic looking but false data of a similar type]
data. You can create a new masking definition or use an existing definition for a masking operation, The Format Library contains a collection of ready-to-use masking formats.

Search [MaskingDefinion =] | EJ Import | Create
View | Edit‘ Generate Script | Schedule Job ‘Delet: ‘Actions Clone Database |+ ﬂ

Select | Masking Definition ™ | Application Data Model | Description | Columns | Status | Most Recent Job Ended|
{%  SAINATH_HR_MASKING_DEF  Sainath_HR_ADM Masking Definition for HR Schema for Sainath Company Databases 6 Masking Job Succeeded Mar 26, 2012 11:28:50
Format Library

A masking format defines the format of masked data. You can create a new masking format and reuse it later when creating a masking definition,

Format Li%arz

On the Data Masking Definitions page, click on Format Library. The following
screen appears. This is also accessible via Enterprise | Quality Management | Data
Masking Formats.

Format Library

The Format Library contains a collection of ready-to-use masking formats which can be used when creating a masking definition.

Search lm [ . Export | Import | Create
view | createtke | Edt | pelete |

Select | Format | Data Type | Sensitive Column Type Sample Description | Owner

€ American Express Credit Card Mumber Character CREDIT_CARD _MUMBER 37210651207429581 ~10 billion unique American Express credit card numbers  SYSMAN
' Discover Card Credit Card Number Character CREDIT_CARD_MUMBER 5011321449316465 ~10 billion unique Discover Card credit card numbers SYSMAN
" MasterCard Credit Card Number Character CREDIT_CARD _MUMBER 5580029227123748 ~10 billion unique MasterCard credit card numbers SYSMAN
© Visa Credit Card Number Character CREDIT_CARD _MUMBER 4916543637416136 ~10 billien unigue Visa credit card numbers SYSMAN
€ Generic Credit Card Mumber Character CREDIT_CARD_MUMBER 6011368092115040 ~10 billion unique generic credit card numbers SYSMAN
' Generic Credit Card Mumber Formatted  Character CREDIT_CARD _MUMBER 2014-1366-8036-7341  ~10 billon unique generic credit card numbers SYSMAN
' Mational Insurance Number Formatted Character MATIONAL_INSURANCE_NUMBER CAS75130A Generates unique UK Mational Insurance Mumbers SYSMAN
€ Social Insurance Number Character SOCIAL_INSURANCE_MNUMBER 521292110 #1 bilion unique Canadian Social Insurance Numbers SYSMAN
€ Social Insurance Number Formatted Character SOCIAL_INSURAMCE _NUMBER 918-308-708 ~1 billion unique Canadian Social Insurance Numbers SYSMAN
0 Social Security Mumber Character SOCIAL_SECURITY_NUMBER 394693790 ~718 million unigue US Sodial Security Numbers SYSMAN
0 Social Security Mumber Formatted Character SOCIAL_SECURITY_NUMEER 493-50-4664 ~718 million unigue US Sodial Security Numbers SYSMAN
" ISEN (Ten Digit) Character ISEN_10 2527621120 ~1 billion unique ISEN numbers SYSMAN
0 ISBN (Ten Digit) Formatted Character ISBN_10 1-48-917030-8 1 billion unique ISBN numbers SYSMAN
€ ISBN (Thirteen Digit) Character ISBM_13 9794301823703 ~2 billion unique ISEN numbers SYSMAN
% ISBN (Thirteen Digit) Formatted Character 1SBN_13 979-0-523740-53-8 ~2 billion unigue ISBN numbers SYSMAN
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Out of the box, the Format Library list contains a number of masking formats that
can be used when creating a masking definition. There are masking formats for
credit card numbers, Social Security Numbers, ISBN numbers, and so on.

To examine any one of these masking formats, select it and click on Edit. We have
selected ISBN (Thirteen Digit) Formatted.

Format Library

Edit Format: ISBN (Thirteen Digit) Formatted
Cancel
*Name [[SEN (Thirteen Digit) Formatted '(
* Sensitive Column Type |ISBN_13 Q

Description |~2 billion unique ISBN numbers

Format Entries
Define masking format by adding one or more format entries of different types,

Add Inrray List - I ﬂ
Type Description | Edit | Remove
Array List List of Values: 978,279 Ey ?
Random Digits Digits Length Range: 9 -9 F‘j’ z

Post Processing Function  |DBSNMP.DM_FMTLIB.MGMT_DM_GEN_ISEN13_FH

The function can either be 2 standalone function (Example: scott.masking_func) or a function specified inside of a package (Example: scott masking_pkg.checksum),
Sample Masked Data
Samples are generated using defined format. Use Refresh to re-generate samples, Refresh

973-9-880555-24-4
978-9-168895-70-3
978-7-612733-526
979-1-475525-61-7
979-5-860703-93-2

We can see that there are two format entries in this previously supplied masking
format. The first is an Array List with only two possible values— 978 and 979.

The second format entry is a range of random digits. There is also a Post Processing
Function parameter specified, which works on the resulting masked value and
modifies it appropriately so that it appears as close as possible to a real value—an
ISBN number in this case. Post Processing Function can be used to check the validity
of the masked value and perform some additional formatting functions, such as
inserting spaces between the values that have been generated or adding commas

or dollar signs.
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Click on OK. You are back at the Format Library screen.

We will now create a customized masking format for Sainath Company. Click on
Create. The following screen appears:

Format Library

Create Format

Cancel
*Mame |Sainath NRIC Number k
* Sensitive Column Type [UNDEFINED Q
Description |Singapore NRIC Mumber Masking Format for Sainath Company
Format Entries
Define masking format by adding one or more format entries of different types.
Add IRandnm Strings v I Go

Type Description | Edit | Remove

Array List List of Values: F,G,5,T E‘j’ z'

i3

Random Digits Digits Length Range: 7-7 E‘f :Z’
Random Strings String Length Range: 1 - 1 (both inclusive, lower case) 'y =

Post Processing Function
The functicn can ether be a standalone function (Example: scott.masking_func) or a function specified inside of a package (Example: scott.masking_pkg.checksum)|

Sample Masked Data
Samples are generated using defined format, Use Refresh to re-generate samples, Refresh

59933365¢
50657005F
56124341b
F3637281d
T2855927

On the Create Format screen, name the masking format appropriately. In our
case, we are creating a masking format for Singapore NRIC Number, which
is a Government Identification Number.

For Sensitive Column Type we have selected UNDEFINED from the list because
we currently do not have the NRIC number defined as a sensitive column type in
the database.

Now, we can add the format entries to create the masking format for the NRIC
number. We need to add appropriate format entries, as per the published format
of the NRIC number from official documentation.

First add an Array List instance. Allow a list of values, F, G, S, and T, for the array.
Then, add a format entry of Random Digits. Digits Length Range is specified
with a start and end length of 7— this means seven random digits will be generated
each time. Finally, add Random Strings as a format entry. String Length Range is
specified with a start and end length of 1.

[300]




Chapter 9

There is no Post Processing Function used for this masking format, however you
could specify a function to convert the masked value to uppercase, if required.

In the Sample Masked Data section, click on Refresh. This displays a few generated
masked values. Verify that they look similar to an authentic NRIC number.

Click on OK to save this masking format. It will now appear in the Format Library
list, and can be used to mask any NRIC column in any database that is managed by
Enterprise Manager Cloud Control 12c.

In the process of creating a masking definition, the Define Column Mask screen

is used to define a format for each column included in the definition. Instead of
adding format entries manually, one by one, you can click on the Import Format
button on this screen. This allows you to select a previously defined masking format
from the format library. In this way, the format can be used repeatedly. Consistent
enforcement of masking policies can therefore be ensured throughout the enterprise.

Benefits and capabilities

We have seen different types of format entries that can be used when creating

the masking format. The examples we used were Random Numbers, Encrypt
(key-based reversible masking), Table Column, Array List, Random Digits, and
Random Strings. Another format entry is Shuffle, which is used to randomly shuffle
the values in a column across different rows. You can use this when the format of the
column is unknown, making it impossible to generate realistic values. A user-defined
function can also be used as the format entry to generate the masked value, for
example, if an algorithm is required to derive a value such as an account number.

Alternatively, use Substitute as the format entry for deterministic masking. A table
and column need to be specified, and the values in the specified column will be
selected using a hash value to deterministically mask the original column. This can
be used to mask a similar original column in the same way, in multiple tables and
even in multiple databases. An example would be an employee number.

There are other format entries such as Delete, which deletes specified rows as per
specified conditions, Null Value, which masks a nullable column using a value of
NULL, Preserve Original Data, which retains original values for certain rows that
match a specified condition, SQL Expression (for example, using built-in functions
such as UPPER, SUBSTR, and TO_CHAR) to generate a masked value, Truncate, which
will truncate all the rows in a table, and a user-defined function, which is a PL/SQL
function that accepts the original value and returns a masked value.
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In the case of compound masking, when two or more columns are masked as a
group, you are asked to define a group mask. In this case, the format entries you can
choose are limited to Shuffle, Substitute, Table Column, or User-Defined Function.

Note that the data masking and Test Data Management (data subsetting)
capabilities of Enterprise Manager Cloud Control 12c can be used with any
database application, including packaged Oracle applications (E-Business,
Siebel, PeopleSoft, and JD Edwards), Fusion applications, or any non-Oracle
application using the Oracle database.

As a plus point, there are predefined Application Data Models, data masking
templates, and data subsetting templates available for some of the packaged Oracle
applications, such as Fusion applications. As an example, using the Import button

on the Data Masking Definitions screen, it is possible to import a masking definition
from the previously built data masking templates.

The E-Business Suite Release 12.1.3 template for data masking was made available
at the end of May 2012. Models and templates will also be available for PeopleSoft
in the future, but not for Siebel. In the case of the latter, in-house DBAs can use their
Siebel knowledge to create the Application Data Model and perform data masking
and data subsetting, or Oracle Consulting can be used for this purpose.

Note that the E-Business-native Scrambling capability has been removed from the
Enterprise Manager 12c¢ release. Starting from Enterprise Manager Cloud Control
12c and going forward, the Data Masking Pack and the E-Business suite template for
data masking needs to be used with Oracle E-Business for data masking purposes.

Data masking in Enterprise Manager is also integrated with the Database
Cloning process (a capability of the Database Lifecycle Management Pack). When
a database is cloned using Enterprise Manager, at the very end of the cloning, the
masking of the sensitive columns can take place before the database is opened
for read-write access. The cloning process can be accessed directly from the Data
Masking Definitions screen, where you can choose Clone Database from the
Actions menu and click on Go.

So, if you have already purchased the Database Lifecycle Management Pack license,
you can clone directly to your test server since the last step of the clone process

will involve the masking. Otherwise, if you are performing the masking process
separately, it is recommended that you use a staging server in the production
network for the purpose of masking. As a rule of thumb, the staging server should be
at least 50 percent of the CPU capacity of the production server. Copy the production
database to this staging server, and perform the masking process. Then copy the
masked database to the actual test server. The staging database can then be removed.
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Non-Oracle databases such as Microsoft SQL Server, IBM DB2, Informix, and Sybase
can also be masked via the Oracle Database gateway. In this case, a staging Oracle
database needs to be used where the data is copied for the masking process. An ETL
(Extract-Transform-Load) method is used with the help of the appropriate gateway.
The optimized version of the Oracle gateway to use for this purpose is 11.2.0.3
onwards, which makes the copy process a high performer in both directions.

In this case, sensitive column discovery is not supported on the non-Oracle database,
because the Enterprise Manager Cloud Control 12¢ Discovery method internally uses
PL/SQL as well as regular expression pattern matching. Also, when masking non-
Oracle databases, the Pre and Post Mask scripts will be used to perform the pull of the
data from the non-Oracle database and the push back to it after masking is completed.

Summary

The Data Masking Pack is a highly scalable way to provide fast and optimized data
de-identification for Oracle databases, using SQL parallelism where possible. The
masking performed is as in-place on the Oracle database and as such is more secure
since the sensitive data is masked without being copied to a staging location.

Referential data integrity is automatically maintained. An out of the box format
library is supplied; it has the ability to mask many common types of sensitive data,
such as credit card numbers, Social Security Numbers, and ISBN numbers, among
others. This library can be expanded with your own custom masking formats, and all
of this can be used on any appropriate column, on any schema, and on any database.

Thus, in Enterprise Manager Cloud Control 12¢, we have seen the close integration
of the Application Data Model, data subsetting, and data masking processes.
Combined together, these capabilities offer a powerful workflow for Secure Test
Data Management, making sure your test data is properly defined, subsetted, and
suitably masked.

The end result is considerable reduction in storage costs, more robust security,
and greater ease in the creation of secure and subsetted test data.

In the next chapter, we will take a look at the discovery, monitoring, and
management of the powerful Exadata Database Machine, using Enterprise
Manager Cloud Control 12c.
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Ease the Chaos with
Exadata Management

Many people know about Exadata, the extreme performance machine from Oracle
for OLTP as well as data warehousing applications. The Exadata Database Machine
combines Sun Hardware with Oracle database and storage software, and is installed
as a highly optimized and fully engineered system of servers, storage, and software.

One of the open secrets of Exadata is its massively parallel grid architecture, that
uses multiple Exadata compute nodes with Oracle Real Application Cluster (RAC)
active-active databases, and multiple Exadata storage cells. This results in fast,
predictable performance.

The Oracle technologies used in Exadata are complex and manifold, and these
technologies must be managed efficiently. One example is controlling the I/O across
all the storage cells in an Exadata Database Machine rack. How do you know what
database consumes the most I/O across all the cells? Can you control it efficiently?

How do you apply database patches to all the multiple RAC nodes? How do you
know if one Exadata Storage Cell has a different configuration from another? How
would you know if a Power Distribution Unit (PDU) fan has failed, and what
service and service level it has affected? How do you find out which Infiniband
Switch ports are connected to which compute nodes and storage cells, and if

any port has errors or is degraded?

Can you do all this manually, and how much time and effort would it take?
All these complex requirements can be satisfied by the use of Oracle Enterprise
Manager Cloud Control 12c.
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Managing such a complex machine without the use of advanced monitoring and
management tools, such as Enterprise Manager, would be akin to driving a Ferrari
car minus the onboard computer. The result would be an increase in the maintenance
costs, while reducing the real benefits and return of investment (ROI) for Exadata.
So what is needed is the full use of Oracle Enterprise Manager Cloud Control 12¢ to
monitor and manage the total Exadata system, which we will explore in this chapter.

Meeting the challenges

There are many challenges in the Exadata world. When deploying such a
complicated machine, it is very important to reduce deployment costs and minimize
errors. First, you need to identify the databases that will be moved to Exadata, that
is, plan your consolidation. You need to make sure the applications that are migrated
will continue to work as efficiently as before, or even better, on Exadata. Once you
have completed the migration, there needs to be a continuous monitoring of all the
hardware and software components of this machine, and you also need to ensure
that there is no configuration drift.

Oracle Enterprise Manager Cloud Control 12c¢ is very advanced in its management
of the Exadata machine. There is an integrated view of the hardware and software,
with the ability to monitor storage cells, compute nodes (database servers), as well as
the all-important Infiniband network. The ILOM (Integrated Lights Out Manager),
Cisco switches, KVM (Keyboard, Video, Mouse) switches, and the PDU (Power
Distribution Unit) can also be monitored.

The entire lifecycle of the Oracle database on Exadata can be managed, from the
deployment phase to the maintenance of the production databases. The provisioning
and patching of new single instance or RAC databases can be automated. This leads
to a vast increase in administrator productivity, and invariably reduces maintenance
costs. Out-of-place database patching is possible for both single instance and RAC
databases on Exadata, thus reducing the downtime considerably.

Even before you go live on Exadata, you can perform full database testing via the
database replay functionality of Real Application Testing (RAT), which lets you
capture production database workloads from existing production databases (that
could be as old as the 9i version), and replay these captured workloads on the Test
11.2 RAC databases on Exadata. When you are satisfied that there is no regression
of SQL statements in the workload, your new Exadata Database Machine can be
used in production.

[306]




Chapter 10

Note that there is an Exadata simulation capability in the SQL Performance
Analyzer (SPA) functionality of RAT. This simulation can be used to test out the
benefits of moving single SQL statements to Exadata even before you actually have
a physical Exadata Database Machine. The simulation takes into account the cell
offload capability of Exadata.

Once the Exadata system is live, it can continuously be monitored by Enterprise
Manager Cloud Control 12¢, including all of its hardware and software components.
Failures can be reported immediately. Exadata services can be monitored on a
dashboard, and Root Cause Analysis can be performed on any disruptions to the
service levels. Database performance can also be maximized by diagnosis and tuning.

And finally, Enterprise Manager Cloud Control 12¢ can turn the Exadata Database
Machine into a powerful database cloud machine, using the Database as a Service
(DbaaS) functionality of the Cloud Management.

Please note that the Enterprise Manager Cloud Control 12c system should ideally be
installed on a separate server or servers (as per the architecture we discussed in an
earlier chapter), and not on the Exadata Database Machine itself. This is because it is
not considered to be the best practice to combine the monitoring software with the
monitored environment itself, since first of all there is an overhead of the Enterprise
Manager OMS and repository database that can impact your production databases
on Exadata. Secondly, if there is any issue with the Exadata machine, the Enterprise
Manager system will also be affected and will not be able to warn you that your
Exadata Database Machine is down. Therefore, it is always considered the best
practice to install Enterprise Manager on a separate server and not on the Exadata
Database Machine itself.

Discovering Exadata

The discovery of Exadata Database Machines in Enterprise Manager Cloud

Control 12c is wizard-driven, and is considerably faster than the previous version.
Components, such as storage cells and Infiniband switches, are now discovered in
an out of the box fashion and do not require a separate plugin to be installed for each
of these components. Other Exadata components, such as the Cisco switches, KVM
switches, and the PDU are also discovered during the guided discovery process,
which automatically deploys the Oracle Exadata plugin—a collection of JAR files
used to monitor all the Exadata components.

The actual Enterprise Manager agents are installed on the compute nodes, and can
be set up during the discovery process to also monitor and manage the storage cells
(without physically installing the agent on these cells).
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There is a new option in Enterprise Manager Cloud Control 12c to discover a new
Exadata Database Machine, or to rediscover it. The latter can be useful in scenarios
where you upgrade from a half-rack database machine to a full-rack database machine.

The Enterprise Manager Cloud Control 12¢ installation is recommended to be on
Bundle Patch 1 (BP1) if it is not already on that patch level. Note that applying the BP1
will not change the EM12c¢ version, since it is not a new release or even a patch set of
Enterprise Manager. The method to verify that the bundle patch has been applied is to
use the opatch utility in the OMS home. In the opatch output, you should see that the
BP1 patch has been applied, which is patch 13242773.

Please refer to the My Oracle Support (MOS) reference document for applying the
BP1 patch. The document ID is 1393173.1, and it is titled Enterprise Manager Cloud
Control Workbook for Applying Bundle Patch 1 (February 2012) and 12.1.0.2 Plugins.

For Exadata discovery, the Enterprise Manager Cloud Control 12[italics]c[/italics]
installation is recommended to be on Release 2, covered in an earlier chapter.
Overall, the Exadata discovery steps are as follows. First, the agent is installed

on the compute nodes and a guided discovery of the Exadata Database Machine
is then launched. The guided discovery process also automatically deploys the
Oracle Exadata plugin and the Oracle database plugin onto the compute nodes.

When performing the steps for this wizard, monitoring agents are assigned to
the Exadata components. Next, you enter the agent credentials, the monitoring
credentials, SNMP subscription details, and the component properties. We will
look at these steps in detail in the course of this chapter.

First, before starting the entire process, you need to go through the prerequisites,
including the creation of ILOM service processor users, and checking connectivity
to the various components of Exadata from the compute nodes. These steps are
documented in Oracle Enterprise Manager Exadata Management Getting Started Guide
at the following URL:

http://docs.oracle.com/cd/E24628 01/doc.121/e27442/chl deployment
overview.htm#sthref7

The prerequisite steps are also documented in the My Oracle Support (MOS)
support note Note ID 1437434.1: Prerequisite steps before discovering Exadata DB
machine within Oracle Enterprise Manager 12c.
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After the prerequisite steps are completed, let us have a look at the Oracle Exadata
plugin. Select Setup | Extensibility | Plug-ins from the Enterprise Manager menu.
This will take you to the Plug-ins page, as shown in the following screenshot:

Plug-ins Page Refreshed Apr 24, 2012 4:59:01 PM 4

This page displays the list of plug-ins available, downloaded and deploved in the Enterprise Manager environment, Pluge-in lFecycle actions such as deploy/undeploy of Plug-ins on Management Server|
Management Agents can be initiated from here,

Actions + View @Depluy On ‘v LﬂgLIndEDIDy From |v

Management Servers, .. Yersion Managere
on Agent

Name Management Agent... n|Latest Managemen with [CEscription
|avananl= Downloaded T Plug-n

7 [ Applications
Y Oracle Fusion Applications 12,1020 12.1.020 @

o

Erterprise Manager for Fusion Apps consists of manitoring and management for Oracle Fusion and di

B Cracle Siebel 12,1020 121020 @ 0 Oracle Siebel Plugin consists of monitoring and management for Oracle Siebel area,
1> [ Databases
T Oracle Fusion Middleware 12.1.0.2.0 12.1.0.2.0 12.1.0.2.0 1 Enterprise Manager for Fusion Middleware consists of monitoring and management for Oracle Fusion

1= [ Servers, Storage and Network

T Oracle Exadata Healthchecks 121,020 121020 12.1.0.2.0
B Gracle MOS (My Oracle Supporty 12,1020 12.1.0.2.0 12.1.0.2.0

Oracle Exadata Healthchecks plug-in provides proactive healthcheck alerts for Oracle Exadata machi

h Exalogic Elastic Cloud Infrastructur 12,1010 12.1.0.1.0 12,1.0.1.0 0 Elastic Cloud Infrastructure
B Oracle Audit Vault 12,1020 121020 |§a 0 Oracle udit Yault Plugin provides manitoring and management of Oracle Audit Vault Server and iks c
3 cracle Beacon 121010 121.01.0 12.1.01.0 1 Oracle Beacon plugin is required on the Managed Hosts to support beacon test monitoring capability
{0 Oracle Chargeback and Capacty Pl 12,1,0.2.0 12,1,0.2.0 12.1.0.2.0 0 Oracle Chargeback, Consolidation Planner and Capacity Planning Plug-in
1 Cracle Exadata 12.1.0.20 12.1.02.0 12.1.02.0 0 Oracle Exadata plugin provides comprehensive management for Oracle Exadata and related targets
0
a

Oracle MOS plugin provides support for My Oracle Support features such as Knowledge, Service Req

Various plugins are visible on this page, including database plugins, such as the
Oracle Fusion Middleware plugin and the Oracle Exadata plugin. Also note the
Oracle Exadata Healthchecks plugin, which we will discuss later.

We see that the Oracle Exadata plugin has been downloaded and deployed on the
management server, but no management agents have been deployed with this plugin.

Before the release of the Bundle Patch 1 (BP1) for Enterprise Manager Cloud Control
12¢ (this was the patch before Release 2), you would have to select Deploy On |
Management Agent... from the menu and choose the management agents on which
you want to deploy this monitoring plugin, such as the compute nodes. You would
also have to deploy the Oracle Database plugin. This would have been after the
agent had been deployed to the compute nodes.

However, in the case of an Enterprise Manager Cloud Control 12¢ installation with
BP1 or Release 2 that came later, the procedure is different. A separate manual
deployment of these plugins is no longer necessary (although it can still be done).
Instead, the plugins will automatically be deployed at the time of the Exadata
Machine guided discovery.
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Adding the hosts

We will now go through the entire procedure of discovering the Exadata Database
Machine. The first step is to add the host targets. These are the compute nodes of the
machine.

Select Setup | Add Target | Add Targets Manually.

Add Targets Manually

¥/ Instruction
Add targets is & process that allows you to choose targets to be monitored and managed by Enterprise Manager, Use the folowing to configure the targets to be monitored.
Configure Auto Discovery Add Targets from Auto Add Targets Manually or Using
Setup di 1P Sca Discovery Results Guided Process
é@ ey e — a « Add Non-Host Targets — « Add Targets Manually
» Setup discovery on Multiple Hosts « Add Discovered Hosts « Add Related Targets
« Ignore Discovered Targets » Use Discovery Modules

Add Targets Manually

® Add Host Targets
" Add Mon-Host Targets Using Guided Process (Also Adds Related Targets)
€ Add Non-Host Targets by Specifying Target Monitoring Properties

M Add Host Results

On this screen, select the radio button Add Host Targets and click on the Add
Host... button.

Add Target
8———-i{ B
Host and Platform Instalation Detalls Review Back Stepiof3 Mext

Add Host Targets : Host and Platform

Fhis wizard enables you to instal Management Agents on unmanaged hosts, thereby converting them to managed hosts, Enter a session name, and validate (or add) the hosts and therr platforms
b which you want to install the Management Agent,

* SessonName | ADD_HOST _SYSMAN_Apr_8_2012_8:29:35_PM_POT

dhadd $Remove | [LoadfomFie [ AddDiscoveredHosts | Platform [Same for Albosts ¥
| ‘Hnst |Hal‘ann
£cb06b03 | inux x85-64 M|

I scooscons

Before adding any hosts, change the drop-down box for Platform to Same for All
Hosts. Then proceed to add the hosts using the Add button.
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Select the appropriate Platform (Linux x86-64 in this case) and add the two compute
nodes. Click on Next to continue.

Add Target
() s @
Host and Platform  Installation Details  Review
Add Host Targets : Installation Details Back |5!=u 20f3 Next

On this screen, select each row from the: following table and provide the instalation details in the Instalation Details section.

2} |Deployment Type
Platform Agent Software Version |Hosts | Mandatary Inputs
Linux %3664 12,1,0,1.0 elch06db3 |, slch06dbo4 | )

Enter the location where you want to store al Management
Agent related configurations fles, For examgle, fsaratch
) ] JagentHome [agent_nst. IF the directory does not exist, the
* Instalation Base Directory | Ju0 1/epp/for ace fproductfde_ade2150332 , wizard wil automatically ceate it. '

L

Linux x86-64 : Installation Details

* Instance Directory | fud1/app/orade fprocuct/dc_adc2150932/agent _inst
* Named Credental | NC_HOST_2012-03-07-125205_G(SYSMAN) ;l o
Privieged Delegation Setting [ juse binsudo U %sRUNAS% %COMMAND %
Port |

b Oplional Details

In the Installation Details section, first specify the Installation Base Directory path
and then the actual agent Instance Directory. This is where all the agent-related
configuration files will be stored.

Select a Named Credential instance. This will be used for an SSH connection to the
remote hosts to install the agent.

Keep the default Privileged Delegation Setting option, that is, the sudo command,
but blank out the Port field (the default value is 3872). This is the port on which the
agent communicates with the OMS. If a port is not entered, the wizard will use the
tirst free port that is available within the range of 1830 to 1849.
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Click on Next to continue.

Add Target

Host and Platform  Installation Detals  Review
Add Host Targets : Review

Review the details you have provided for this deployment session and didk Deploy Agent,

Session Mame  ADD_HOST _SYSMAN_Apr_B_2012_8:29:35_PM_PDT
Deployment Type  Fresh Agent Install

OMS Host  adc2190932.
OMS Upload Port 4900

Host Information
Linux xB6-64
Hosts  skcb0sdbo3
Agent Software Version 12,1.0,1.0
Installation Base Directory  fud1/app/orade/product/dc_adc2190932
Instance Directory  juD1/app/forade/product/de_adc2 19093 2/agent_inst
Port Use Free Port
Mamed Credentiall MC_HOST_2012-03-07-125205_QA:SYSMAN
Privileged Delegation Setting  fusrbinfsudo -u %eRUNAS % SC0MMAND %
Preinstallation Script Mot Provided
Postinstallation Script Mot Provided
Additional Parameters Mot Provided

, sich06db04

Back lSteuEnFE MNext Deplay Agent

On the Add Host Targets: Review screen, check the details and then click on Deploy
Agent. This starts the installation of the agent on the hosts.

First, initialization takes place. Then, Remote Prerequisite Checks are performed. If
there is an existing agent home on the host, the prerequisite check will fail, as can be

seen in the following screenshot:
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Add Host Status Page Refreshed Apr 8, 2012 8:39:52 PH PDT
&\ Remote Prerequisite Checks Failed Revy |« | |Contnue ) Cancel | Add Targets Manual
Agent Deployment Summary : ADD_HOST_SYSMAN_Apr_8_2012_8:29:36_PM_PDT Contirue, Tgnoring Failed Hosts
T ——_— T W] i k
Winoosess  skooschos T —
Linux xB6-64 slch06db04 |

Agent Deployment Details : skb06dbo3

L+ Initialization Details

'V Remote Prerequisite Check Details
OMS Log Location addlm%l_f :lk_ms[uaéMwbmskawhmuwmEMEJB-?!-S&-PMI;HBQIW

) ™ Shaw arly warrings and falures .

Prereq Chec Name [ Status [Brror [cause [Recommendation

Is the software certified on the current operating @

system?

Are the requred packages nstalled on the current o

operating system?

1s the software compatibie with the current operating v

system?

Checking for suffident disk space in the Inventory &

Location

Checking for write permissions on the ventory, "4

Chedking TimeZone settings. .. v
L4
L4
L4
&

(Checking Agent Base Directory Ownership. .,

Is the host name valid?

1s there a free port in the specified range?
Expected result: EM Agent should not

it et hoe st on e, e e Ry et v e O
overall result of this check is: Faled warning and continue with the instalation by diding Continue, A Host,

Is there any existing agent home on the host?

Is the nstallation base directory or the agent home
already registered with the inventory?

Can the host communicate with the OMS using HTTR(S)?
Does the Privilege Delegation tool exist on the remote

. 4 <

As we can see, the prerequisite checks are very detailed, with checks for certification,
write permissions, free ports, and so on.
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One of the checks makes sure that there is no existing agent home, and if there is,
you are advised to de-install it if it is an Enterprise Manager Cloud Control 12c¢
agent communicating with the same OMS. Otherwise, you can ignore this check
by selecting Continue, All Hosts from the Continue menu.

Add Host Status Page Refreshed Apr 8, 2012 8:39:52 PM PDT ()
o Agent Deployment Succeeded Done
Agent Deployment Summary : ADD_HOST_SYSMAN_Apr_8_2012_8:29:36_PM_PDT
|Piatform [Host | Intalsston | RemotePrerequsite Check | Agent Deployment
I Lirux x86-64 slcb06dbo3 < 4 &
Linux xB6-64 sleh06b0+ L & "4

Agent Deployment Details : sicb06db03.

L Initialization Details
> Remote Prerequisite Check Details
V Agent Deployment Details
OMS Log Location  adc2190932 12c_oms oracle MW foms s ysman fprov /agentpush/2012-04-08_20-29-36-PMflogs fsich06db03.us orade.com
[ Show erlly warnings and faures

Deployment Phase Name Status |Errot Cause Recommendation

Installation and Configuration
Secure Agent

Root.sh

Collect Log

Clean up

444848 ¢

Finally, the agent deployment succeeds on the two hosts. You can check Agent
Deployment Details with the various steps and status shown, and investigate
further, if required, for any step of the process. Click on Done.

Adding non-host targets

As the next step of the Exadata discovery process, you need to do a guided discovery
of the Exadata Database Machine. This will include the non-host targets, that is,

the Exadata Database Machine components, such as the storage servers, Infiniband
switches, Ethernet switches, KVM switches, PDU, and compute node ILOM.

The guided discovery reads information from the following Exadata-specific
configuration file on the compute nodes, so you need to first ensure that the
hostnames and IP addresses in the file /opt/oracle.SupportTools/onecommand/
databasemachine.xml are correct.
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Note that the version of the databasemachine.xml file used should be 503 or higher.
Also, the file should have the read (r) permission for the Unix user who installed the
Enterprise Manager agent — otherwise the discovery will not be successful.

To start the guided discovery, select Setup | Add Target | Add Targets Manually.

Add Targets Manually
~/Instruction
Add targets is & process that alows you to choose targets to be monitored and managed by Enterprise Manager, Use the following to configure the targets to be monitored.
Configure Auto Discovery Add Targets from Auto Add Targets Manually or Using
Discovery Results Guided Process
5 di PS5 —p —p
& : 5:3 di:x:: ::ns%de I::t a + Add Non-Host Targets + Add Targets Manually
+ Setup discovery on Multipie Hosts + Add Discovered Hosts + Add Related Targets
« Ignore Discovered Targets « Lise Discovery Modules

Add Targets Manually
€ Add Host Targets

@ Add Non-Host Targets Using Guided Process (Also Adds Related Targets)
 Add Mon-Host Targets by Speafying Target Monitoring Proper ties

Target Types [ Oracle Exadata Database Machine j

ilﬂllﬁﬁiﬂlﬂqxi

Select the radio button Add Non-Host Targets Using Guided Process (Also Adds
Related Targets), and select Oracle Exadata Database Machine from the Target
Types drop-down box. Click on Add Using Guided Discovery....

Orade Exadata Database Machine Discovery

This process alows you to add the hardware components (such as Oracle Exadata Storage Servers, Infinband switches, Ethernet Swdtches, KvM switches, POU,

and compute node ILOM) in the Orade Exadata Database Machng as manaced targets. Compute Nodes should hava been added as host targets aready and wil
be added as members of the Database Machine system target after this discovery process. Please select ane of the folowing tasks:

¥ Discover a new Database Maching and its hardwars components as targets
{" Discover newly added hardware components in an existing Database Machine as targets
Cancel J Discover Targets |

i i

Using this process, you can add the storage servers, Infiniband switches, Ethernet
switches, KVM switches, PDU, and compute node ILOM as managed targets.
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Select the radio button Discover a new Database Machine and its hardware
components as targets. Click on Discover Targets.

Oracle Exadata Database Machine Discovery

{}
Discovery Inputs Infinband Discovery

Database Machine Discovery : Discovery Inpu Back  Step10f9 _Neﬁ{j
Discovery Agent

Please select an agent on one of the compute nodes to perform the discovery, Then spedfy the Oracle Home of the database instalation (version 11,2 or after) on the agent host.
* Agent URL | https: [sicb08db03 : 1975 femd main/ Q

* Database Oracle Home | Ju01/app/orade/product/1 1.2.D.fdhhome_1|

First you need to specify the Discovery Agent parameters. Select an agent on
one of the compute nodes to perform the discovery, and also specify the Database

Oracle Home on the agent host. This needs to be 11. 2 or a later version. Click on
Next to continue.

Orade Exadata Database Machine Discovery
8 { 8 = =)

= 1= & el
Discovery Inputs  Infiniband Discovery Components Monitoring Agents  Agent Credential Monitoring Credential SNMP Subscription  Component Properties  Review
Database Machine Discovery : Infiniband Discovery

Back |Step20f9 Next
Infiniband Discovery

Please enter the host name of one of the Infinband switches In this Database Machine and spedfy the nm2user aredentials on that Infiniband switch,
* 1B Switch HostName | sicb0Bsw-b2

Infirband switch nm2user credential

Credential ¥ Named (% New

* Username | nm2user

*Password | "nun|

[ save As

Test Comection |

For Infiniband Discovery, you need to specify the hostname of one of the Infiniband

switches, along with Username and Password of nm2user on the switch. You can
also test the connection.
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Click on Next to continue.

Orade Exadata Database Machine Discovery

& £ L & E- & @ & ]
Discovery Inputs Infinband Discovery Components Monitoring Agents Agent Credentidl  Monitoring Credentid  SHMP Subscripbon Companent Properties  Review Back |Stw30fi I‘le:t‘tje

Database Machine Discovery : Components

Below are the new components that are discovered by examning the Infiniband network, cell configuration file, and the Database Machne schematic fie if itis avaiable, Please select the dfferent types of components
thatare part of this Databace Machine. Also, please note that al components are pre-selected by default the first time you visit this page,

Compute Node

r\tase_sdemhe hosts that are compute nodes in this Orade Exadata Databiase Machine, These hosts must be added as managed targets before the Oracle Exadata Database Machine target creation can proceed,
Host Name

deosbs
[

Oradle Exadata Storage Server
Please select the Oracle Exadata Storage Servers that are part of this Oradle Exadata Database Machine, These Oracle Exadata Storage Servers wil be added as managed targets,
| |cel Name Management [P

Infiniband Switch
Please select the Infinband switches that are part of this Orade Exadata Database Machine. These Infiriband switches will be added as managed targets,

B

Ethernet Switch

KVH
Please select the KVM switches that are part of this Orade Exadata Database Machine, These KVM switches wil be added &s managed targets.
| M swich Name 1P address
soeeim. B
poU

Please select the Pover Distrbution Units (POU) that are part of this Orace Exadata Database Maching, These PDU will be added a5 managed targets,
[ [pou tame P pddres

Im [ I
L S

i

o

In the second step of the process, new Components are displayed. These have been
discovered by examining the Infiniband network, the cell configuration file, and the
database machine schematic file, if available.
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You need to select the components you wish to add. Click on Next.

Oracle Exadata Database Machine Discovery
E & & " ) {2 @ = &
Discovery Inputs Infinband Discovery Components Monitoring Agents Agent Credential Moritoring Credential ShVP Subscription Component Properties  Reviey
Database Machine Discovery : Monitoring Agents Back |5tep 40f9 Ng
DB Machine guided discovery has automatically assigned agents to your targets for best performance and scalabiity, You may change these selections in the drop-down boxes below.
Tip: Chck the Reset button to return all targets to automatic assignment, Resat
Cel Name Mentoring Agent Ipadup Maritoring Agent |
scb0icelnd ' https: fsicb6dbo3 1975 endjmanf ®| [ tps:/fschoscbns " 1975/emdfnain/ 2
cbOBeel0s, https: jslcb6dbos. Lis7sfendmain/ 3] [https:/fscb06cbo3 1975/emdfman/ 7|
$cb0sceln?., | hitps:/jslcb0sdbo3. 1975/endiman/ x| [ htips: fichoscbos L 1975fendnan/ ¥
Infraband Switch Name IMoritaring Agent Ieadkup Maritoring Agent |
$cb0Bs-b2) ‘ https: [scb0dbos. cts7sfemdinan ®|  [httpsy/jéchoschn L 1975/emdman ¥
scb06sn-b3 | https:/jslcb0gdbo3. s1975fendjmain/ ] [ https:/jsicbDsch04 1975 femdnain/ ]
Ethernet Switch Name Monitoring Agent IBadup Maritoring Agent |
uef, | httpe:/felcbosdbod to7sfendimain/ ®| | hitps: fecbosebo3| c1975/endfnain/ |
1LOM Name [Moritoring Agent [paceup Monitoring Agent [
scb06ch0 3+ 1 https: fslcbo6dbo4 J:1975/enjmain/ | [ ttps:/fsb0scb03 1975/emdfmain/ 7|
scb0Bchi0d. | https: fslch06dbo3. Laa7sfendman/ x| | hitps:/fschosdboq 1975fendnain/ |
KM Siitch Name [Moritering Agent [packup Moritoring Agent |
EE | https:/jscb06dbo3 :1975/endjmain/ ¥| | htps:/fachO6cbos 3 1975/emdfmain] ¥
POU Name Moritering Agent [Backup Monitoring Agent |
seh08 a1 ' https: fslcb0Edb04! 11075 fendmain/ ®| | https:/fschO6cb03 1975femdjmain/ ¥
60692 | tpe:jlcb06db03 1975 endimain/ ®| | htpst/facb6cbo4 | 1975/emdnain/ ¥
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The wizard automatically assigns a Monitoring Agent instance as well as a Backup
Monitoring Agent instance to each target, for best performance and scalability. The
selections can be changed if you want. Click on Next.

Oracle Exadata Database Machine Discovery
e R e " a8 f =
Discovery Inputs  Infinband Discovery Components Manitorng Agents  Agent Credential Monitoring Credzntial SNV Subscroon Camp 2
Database Machine Discovery : Agent Credential Back | StepSofd Next

Please specify whether the agent host users and passwords are the same for all agents. The agent users and passwords are needed fo set up S5H user equivalence between
the agents and the targets manvtored by the agents (cells and Infirband switches) and to configure the targets,
¥ same for al agents

Agent Host Credential

Credenfid & Named € New

Credential Name j

iNC_HOST_2012-03-07-125205 QA

Credential Details Attribute |'I’a}..lt
Userhlame oradle
Password Siisoad
Mare Details

TestComectn

€ Different for al agents Test Connections

[AgentURL |Agent Hast User Agent Host Password
Intos: [4cb06003 1975/emdjnan]
|hitps: [felch06db04 +1975/emd/man/
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Enter the Agent Credential details. These can be specified as the same for every
agent or different for each agent. SSH User Equivalence will be set up between the
agents and their monitored targets (cells and Infiniband switches). Click on Next.

Orade Exadata Database Machine Discovery

=, ) ul =, (=]
Discovery Inputs  Infinband Discovery Components Monitoring Agents  Agent Credential  Monitoring Credential SNMP Subsaription  Component Properties  Review
Database Machine Discovery : Monitoring Credential

Back |Slzu€oF9 ge{xt
Oradle Exadata Storage Server

Please specfy whether the cell root passwords are the same for all cells, The cell reot passwards are needed to set up S5H user equivalence between the agents and the cells monitored by the agents and to
@ same for al cells

Cell Root Credential
Credential € Named @ hew

*Username | root

*Passnord  [aennenne

=

" save As
€ pifferent for l cells Test Connections |
(Cell Name IRoutFassword ]
slcb6eeind | [
elcb6cens |
elcb6ceT ] [
Infiniband Switch

Please speafy whether the Infinband switch nm2user passwords are the same for &l Infinband switches. The Infinband switch nm2user passwords are nesded to set up S5H user equivalence between the
& same for al Infinband switches

1B Switch Nm2user Password [uuu Teat Connection

€ Different for all Infiriband switches

Test Connections
’mfnbmd Switch Name Nm2user Password
|echossn-b2 1 |
sich05sW-b3 | [ |

oM

Please specify whether the Integrated Uights Out Managers (ILOM) ser names and passwords are the same for all compute nodes, The ILOM user names and passwords are needed to monitor the ILCM,
& same for 2 LOM

Tlom Credential
Credential € Named @ New

*Userlame | gemuser

*passnord | weswes ---l

[ save As
€ Different for all 1LOM
1LOM Name [1LoMUsername  [1LOM Paseword
lcb06dbO3 ! 1 [ |
slcb6dbod-c. | |
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In the same way, on the Monitoring Credential page, enter the credentials for Oracle
Exadata Storage Server, the password for the nm2user login at the Infiniband
Switch, and the UserName and Password values for ILOM. You can specify either
the same password or use a different password for each of them. Click on Next.

Oracle Exadata Database Machine Discovery

Dstou'er-\-rInms Infnmancf Discovery Cornpu-:i-\ents Montnmﬂqents ﬁcentc.r:edenual Mnnlunnu._oedenaat SNMP Subscription  Companent Properties |
Database Machine Discovery : SNMP Subscription Rl o 7ot ““r%

To best monitor component hardware and software issues, it is recommended to set up EM agent to automatically receive SNMP traps from the companents, Root credentials for the components are required
to set up SNMP subseription,
Oracle Exadata Storage Server

Pleass speafy whether SNMP subscription to EM is to be set up for the cells automatically, Previously entered cell Root password will be used for the sebup.
[ Setup SNVP subscription for cells automaticaly,

Infiniband Switch
Please spedify whether SNMP subscription to EMis to be set up for the Infinband switches automatically,
[V Set up SNVP subscription for Infinbiand switches automatically,

Please speafy whether the Infiniband switch root passwords are the same for all Infiniband switches, The Infiniband switch root passwards are needed to set up SNMP alert notification to EM,
@ sams for all Infinband switches

I8 Switch Root Credential

Credental € Named (F New
*Usemame | root

* Password unuol|

[ save s
Test Connection
C Different for al Infinband switches Test Comnections
Infiniband Switch Name Root Passwoed
skb0Bswb2
skh0sw b3

On the SNMP Subscription page, you can set up the EM agent to automatically
receive SNMP traps from Exadata components. This is recommended for best
monitoring of hardware and software issues. Root credentials are required.
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This can be done for the Exadata storage servers and the Infiniband switches.
Click on Next to continue.

Back Sl’epﬂanE%

Orade Exadata Database Machine Discovery
Dsmver; Inputs Infnlbmﬂ_ns:wery Comp;nents I\"orutnrn_q Agents  Agent Cr_edental Mnntmn.{t@dmﬂa& ShMP SuEsaiphnn Component Properties  Review
Database Machine Discovery : Component Properties
Please specify the target properties of the dfferent components.
Oracle Exadata Storage Server
Cell Nare |1LOM PP Address
slcb0Geelod |10
slcb0eeel0s |10
sleb06eel07 [10
ECthernet Switch
|oap Timeout i
Ethernet Switch Name (seconde) !SNMP Community String
ucf § |:luh||t|
PDU
| |
PDU Name POU Modle S0P Port SPTINEO |y Community String
| (seconds) |
slcb06pdu | Module 1 161 5 public
slcb06-pdu. | Module1 161 5 public
ILOM
ILOM Name Compute Node Host Name
skbtdbO3< [ icboedbas
slcb06db04-<. [sicboedbos

In the Component Properties page, verify the ILOM IP Address string for each
of the Oracle Exadata Storage Server instances. Type in public in the SNMP
Community String column for Ethernet Switch as well as PDU. Verify the ILOM
Name strings for the compute nodes as well.
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Click on the Next button.

Discovery Inputs  Infinband Discovery Co

* The menitoring agents have the same credantial,

= =t E = e a
mponents Monitoring Agents  Agent Credential Monitoring Credentidl  SNMP Subscription  Component Properties R
Database Machine Discovery : Review

Please verify the following information. You can dlick on Back to revise the inputs or click on Submit to complete the discovery process,
The folowing eptions are selected:

eview

_Back | step9ofs fiext ;mhs

System Target
The following system targets wil be added in EM. =
Target Name |Target Type |
D8 Machine slch06 Oracle Exadata Database Machine
Exadata Grid sich05 Oracle Exadata Storage Server Grid
1B Network sich0& Oracle Infiniband Network
Compute Node
The folowing compute nodes wil be added as members of the Database Machine target.
Host Name:
'slcb0edbod
slcb0Bdb04.
Oracle Exadata Storage Server
The folowing Exadata Storage Servers wil be added as managed targets. The cells have the same credential,
SNMVP will be setup automatically on cells, )
Cell Name Management1P  |Monitaring Agent |Badu.rp Marnitoring Agent
sich0bcel0d 10, hittps://slch06db03 +1975/emd fmain/ https: ffslkcb06db04 : 1975 femd fmain/
sich06cel0s 10 hittps://slch06db04 : 1975 /emdmain/ https: //skcb06db03 : 1975 /emd /man/
slch06eel? 10 hittps: //sldb6dbo 3 : 1975/emd fmain/ https: f{sich06dbo4 : 1975 femd|main/
Infiniband Switch
The folowing Infiniband switches wil be added as managed targets, The Infinband switches have the same nm2user credential,
ShP will be setup automatically on 1B switches.,
The Infinband switches have the same root credential, -
finiband Switch Name Desaription Mornitoring Agent |Backup Monitoring Agent
slcb06sw-b2 SUN DCS 36P QDR hitps:)//slcb06dbd4) + 1975 /emd main/ https: //slcb06db03 =1975 femd fmain/
Islcb06sw b3 SUN DCS 36P GOR. _ https:/fslcb06db03. 1975 emd fmain/ https:fseb06cb04 :1975/emdman/
Ethernet Switch

You can verify the information on the Review screen. Once you are satisfied,
click on Submit.
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The promotion of the targets starts at this point. When completed, the following
screen appears:

Target Creation Summary

@mlumm-
Target promotion succeeded,

The tables below show the result of target creation and setup. You can dick on the dscovery status to see the detaled messages.
System Target

The following system targets are added in EM.
Target Name

|Tagel Type |Di5|:|:wery Status |
DE Machine sicb05 )} Orade Exadata Database Machine [ Successful
Exadata Grid slcb0g | Oradle Exadata Storage Server Grid [ Successful
I8 Network slcb0s! ] Orade Infiriband Network [ Successful
Compute Node
The follawing compute nodes will be added as members of the Database Machine target,
Host Name |Dscovery Status |
scb0sdb03 ] [ suecesshud
ich06db04 121 Successful
Oracle Exadata Storage Server
The following Exadata Storage Servers are added as managed targets.
cel Name  FP—— |Dimery Status |
slch0scelo4. ] 10 ] [ Successful
slch5cel0s. ) 10 [ Successful
slch5cel7. ) 10 ] [ Successful
Infiniband Switch
The follawing Infiniband switches are added as managed targets
Infinband Switch Name |pesarition | Discovery status
sleh06sw-b2 | SUNDCS 367 QDR [ successful
ich06sw-b3 SUNDCS 362 QDR ?l Successful
Ethemet Switch
The following Ethernet switches are added as managed targsts,
Ethernet Switch Name |1P Address | Discovery Status
ucf ] 10/ ] [ successful
Compute Node ILOM
The following Compute Node ILOM are added as managed targets.
ILOM MName IP Address |Di5c|:w:r\r Status
sich6dbD3-c) | 10 [ successful
sich05db04-c. | 10 ] Fl Successful
KVM
Thie following KVM switches are added as managed targets,
KVM Switch Name |1p Address | Discovery status
sich0gsw-kvm | 10 | [ Successful
PDU
The following Power Distribution Units (PDU) are added as managed targets,
POU Name iIP Address |Discw=rv Status
slch0s-pdut ) 10 [ successful
slchi0g -pdul

J 10

| P Successful
0
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The Target promotion has succeeded. System Targets for the database machine,
storage server grid, and Infiniband network have been added to Enterprise Manager.

The compute nodes, storage servers, Infiniband switches, Ethernet switches,
compute node ILOMs, KVMs, and PDUs are also added as managed targets
to Enterprise Manager.

Click on OK.

Now, log in to Enterprise Manager Cloud Control 12c again. Select Targets | Exadata
from the menu.

Oradle Exadata Database Machines Page Refreshed Apr 9, 2012 12:13:40 AM POT (/

v Search
Please enter the targat name to ssarch.
Targat Name

Search

View» | ${Remove o Add d Detach

| ' [ Member Status | ,
I | Incidents
‘T!GEI Name | Status Members | Summary =
Ll 5 S[¢B0 00 AP
> DB Machine slch0d ﬁ Orade Exadata ILOM Server(2), Orace Infinband Switch(2), OradeExa - 12 - 2 | =]

B
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A target list of all Oracle Exadata Database Machines managed by Enterprise
Manager Cloud Control 12c appears on this page. At a glance, you can see the status
of the members and any Incidents that have occurred. To drill down further, click on
the Database Machine instance.

Target Navigation {} DB Machine slch06. ]
View [ Database Machine »

v [ [DBMachinesiehos T | v/ overview

& [ Compute Nodes Radks 1 ComputeNodes (P2 kM {1 Exsdetacels (33
1 W) Exadata Grid sich05 ! mnadents @0 @t Ao Po EthemetSwitches {31 POU (2 IBSwitches (B2
&> Tl 18 Network slchos ) ~| Database Machine Schematic
8 slcb06-pdut
gs:cbns-pduz T
slcb0Bswvm | i
BR o . | # Edit | || Temperature
i 4
[
b
[ 1n
=
=
1w
Legend

up

. Down

Blackout
. Exadata Cell

8! | J Compute Node

el ©
|

Infiniband Switch
| Ethernet Switch
Keyboard-Video-Mouse

. Unallocated

e

ERCITEEEERENEETEE
e

Rack 1

| Incidents
View v Category | Al _ﬂ | °0 o 1] B0 | [0/ Open events without incidents for current target 0
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We can see that Database Machine Schematic appears on the Database Machine
home page. In the left panel, the hierarchy of components can be seen. The machine
is made up of compute nodes, storage servers, an IB network, PDUs, KVM, and the
Ethernet switch. So it means that all these components are now managed targets.

If components such as the PDUs, KVM, Ethernet switch, or storage cells are not
discovered, or show as down when they are actually up, or there are other evident
issues, you will need to follow the troubleshooting steps that are documented in Oracle
Enterprise Manager Exadata Management Getting Started Guide at the following URL:

http://docs.oracle.com/cd/E24628 01/doc.121/e27442/ch5
troubleshooting.htm#autoIdo

It is also possible to click Edit in the schematic diagram on the Database Machine
home page. Right-click on any component, and from the menu that appears, select
Delete Component. Then, right click on the same spot and select Add Component.
At this point, you can choose the target to be positioned in that place.

Adding the cluster and databases

The next step in the Exadata database machine discovery is to discover the cluster,
databases, listeners, and ASM.

From the menu, select Setup | Add Target | Add Targets Manually.

Add Targets Manually

~|Instruction
Add targets is a process that allows you to choose targets to be monitored and managed by Enterprise Manager. Use the following to configure the targets to be monitored,

Configure Auto Discovery Add Targets from Auto Add Targets Manually or Using
; : Discovery Results Guided Process
Setup discavery using IP Scan = =
ég : Setug discovers o S?ngle Fost a + Add Mon-Host Targets @ « Add Targats Manually
+ Setup discovery on Muliple Hosts + Add Discovered Hosts + Add Related Targets
+ Ignore Discovered Targets + Use Discovery Madules

Add Targets Manually
O Add Host Targets
(&) Add Non-Hosk Targets Using Guided Process (Also Adds Related Targats)
() Add Nan-Host Taraets by Specifying Target Manitaring Properties

Target Types | Oracle Cluster and High Availabilicy Service [+]

Add Usingy\Guided Discavery ... |

W
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Select the radio button Add Non-Host Targets Using Guided Process (Also Adds
Related Targets), and select Oracle Cluster and High Availability Service from
the Target Types drop-down box. Click on Add Using Guided Discovery....

Cancel CuntiEue
Add Cluster Target: Specify Host

In order to add kargets to be monitorad by Enterprise Manager, you must first specify the host on which those targets reside.
Type the host name or click the icon ko select the host,

*Host [ slch0Bdb03, Q

To add the cluster target, you need to specify one of the hosts on which the cluster
resides. Select the host by using the icon. Click on Continue.

* Cluster Name |slch08-cluster

Add Target: Cluster Cancel | Add

Oracle Home | /u01/app/i1.2.0.2)grid
Provide the Clusterware home path if it is installed on the cluster Otherwise, leave it blank,
SCAM Mame  |slcbO@-scan3
Spacify SCAN VIR name (applicable to Oracle Clustenware version 11,2 or highar)
SCAN Port 1521
Spacify SCAN listenar port (applicable to Oracle Clusterware version 11.2 or higher)
EONS Part 2016
Specify port number to subseribe to Oracle Motification Service For receiving CRS events (applicable to Oracle Clusterware version 11.2 or higher)

Select the hosts that are part of this cluster,
Available Hosts Selected Hosts )
adc2101076 = slch0BdhD3, @
(2) | slch0Beio0d. @
Move
()
Move Al
©
Remave

|_:(-()"|
Remaove Al

(¥ TIP The master agant is responsible For monitaring cluster metrics, Enterprise Manager jobs submitted for the cluster will be executed on the master agent's host

Enter the details of the Cluster instance, such as Cluster Name, Oracle Home
(Grid Infrastructure Home), SCAN Name (Scan VIP Name), and SCAN Port
(Scan Listener Port), as well as EONS Port (to subscribe to Oracle Notification Service).

From the list of available hosts, select the hosts that are part of this cluster.
Click on Add.

The target addition is started. The cluster targets are saved. The two hosts are
now part of the cluster.
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From the menu, select Setup | Add Target | Add Targets Manually.

Add Targets Manually

¥l Instruction
Add targets is a process that allows you to choose targets to be monitored and managed by Enterprise Manager, Use the Fallowing to configure the targets to be monitored,

Configure Auto Discovery Add Targets from Auto Add Targets Manually or Using
; : Discovery Results Guided Process
Setup d PS5 =) =)
ég : S:tﬂg d::gg:::s gzms?ngle ,:‘:';t + Add Non-Host Targets + Add Targets Manually
+ Setup discovery on Multiple Hosts + Aidd Discovered Hosts + Add Related Targets
« Ignore Discovered Targets o Use Discovery Modules

Add Targets Manually
) hdd Host Targets
(3) Add Nan-Host Targets Using Guided Process (Also Adds Related Targats)
O Add Non-Host. Targets by Specifying Target Monitaring Properties

Target Types | Oracle Database, Listener and Automatic Storage Management [v]

Add Using Gujded Discovery .. |

Select the radio button Add Non-Host Targets Using Guided Process (Also Adds
Related Targets), and select Oracle Database, Listener and Automatic Storage
Management from the Target Types drop-down box. Click on Add Using
Guided Discovery....

Add Database Instance Target: Specify Host

In order to add targets to be monitored by Enterprise Managet, wou must first specify the host an which those targets reside.
Type the host name or click the icon to select the host,

* Host | slch06db03, Q,

(& TIP If the host vou specify is a member of a cluster target, the process will allow ywou ko add
cluster database targets on the cluster,

Select the host on which the database instance resides. Click on Continue.

add Target; Database = Add Database: Specify Source

Add Database: Specify Source Cancel Cnni'nue

The host 'slcb0sdb03. i a member of the cluster ‘sicb0&-cluster', This cluster has the Following members:

* slcb0adbos,
# clchnadbng,

w'here would wou like to look For databases to add to Enterprise Manager?
(" only on the host slcb06db03,

Only single instance databases and listeners on the host will be discowered,

(&) on all hosts in the clusker

All cluster databases, single instance databases and listeners on the cluster will be discovered,

= Advanced Options
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The Add Database wizard has discovered that the host you have specified is a
member of a cluster.

You can specify if you want the discovery to work on all the hosts in the cluster,
or only on the host you have specified. Click on Continue.

Target discovery starts on the cluster. Finally, the page showing the discovered
targets appears.

Add Target: Database > add Database: Specify Source > Targets Discovered on Cluster: slcb0é-cluster
Targets Discovered on Cluster: sicb06-cluster

Cancel | Mext | Finish

Databases
The Following databases have been discovered on this clusker, Administrator can configure the database system name for each of the discovered databases.

Additional properties such as password can be provided For discovered databases by clicking "Configure” button,

Cluster Databases

Select Al | Select Mone
Select | Mame Database System Group | Configure |

% Cluster Databases

7 qadb qadb_svs Q, =)
qadb_gadb1
gadb_gadbz

% demodb demodb_sys Ck é]

demodb_demodbl
dernodb_demodbz

7 dbm dbr_sys Q, &
dbm_dbm1

dbrm_dbmz

single Instance Databases
Select | Mame Hosk Database System Group Configure Metrics

Mo ikems Found

(# TIP Corfiguration changes will only take effect For those databases that are added as targets.

Cluster ASM
The Following Cluster A5M hawe been discovered on this cluster,
Select Al | Select Mone | Expand Al | Collapse Al
Select | Mame | Oracle Home Configure

W Cluster A5M
W +ASM_slcb0g-cluster JuDtfapp/11.2.0.2/grid é]

+ASM1_slch06db03.

+A3MZ_slch06dbod,
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As we can see, Cluster Databases along with their instances have been discovered,
and corresponding Database Systems have also been created.

There are no Single Instance Databases. Cluster ASM instances, and listeners if
any are present, are also discovered. Click on the spanner icon to configure the
cluster database.

[} = o @ 0 Cancel Steplof 5 Mext

Properties Install Packages Credentials Parameters Review
Configure Cluster Database: Properties

* Name |gadb
Type Cluster Database
* Database System |gadb_sys

Test Connection

_h

Mame | Yalue

Oracle Home Path Judl/appforacle/productf11.2.0.2
Monitor Usernarme sYs

Manitar Password cesssnns

Role SYSDES |w

Cluster Mame slcbg-chuster

Service Mame qadb

Preferred Connect String
Enter the connection string that OMS should use when connecting to the target database, IF blank, the OMS would
automatically construct one using the host, port, SID provided above,

(¢ TIP Service Mame is used to establish the cluster database connection. It should be one of the service names the cluster database registers with the listeners.

Instances
Add

Edit | Remove | Remove All | Auko Add | Test Connection |

Select: | Mame | Host Listener Host Part SID |
gadb_ga sl ! sl -vip. ga
db_gadbi lcboedb0z lcb0603-vi 1521 dbi
O gadb_gadbz slcbDadb0g, slcbDa04-vip, 1521 qadbz
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On the Configure Cluster Database screen, type in Monitor Username and Monitor
Password, and specify the SYSDBA role. Click on Test Connection. When the
connection test is successful, click on Next to continue.

Cancel Back | Step S of 5 i:K
8

Propertiss Install Packages Credentials Parameters Review

Configure Cluster Database: Review
Review the changes made below For this database, Select "OK" when yvou are done, or select "Back” to edit the changes,

Marme gadb
Database System gadb_sys

Properties
Mame | Yalue
Oracle Horme Path Judl/appforacleiproducti11.2.0.2/dbhome_1
Monitor Usernarne WS

Monitor Password Aotk

EE s 2

Rale
Cluster Mame slcbOs-cluster
Service Mame gadb

Preferred Connect String

(¥ TIP Configuration changes will only take effect for those databases that are added as targets,

Instances
Marne Host Listener Host Part sID
gadb_gadb1 slcboadbos, slcb0a03-vip, 1521 gadbl
gadb_gadhz slcboadb0g, slchida0-vip. 1521 nadhz

Install Monitor Objects
Skip these steps. These metrics will remain disabled.

The Review screen appears. Check the details of the cluster database and Instances,
and click on OK.
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You are placed back on the Targets Discovered page. You can now configure the
other cluster databases in a similar manner by using the spanner icon.

Configure Cluster ASM: Properties
* hame | +45M_slch0g-clusker

Type Closter ASM

Test %onnection

Mame | Walue

Oracle home path Judifappf11.2.0.2 grid
Usernarme SYS

Password sesesnen

Role SYSDEA |

Cluster Mame slchOg-cluster

Service Mame +4A35M

(¢ TIP Service hame is used to establish the cluster A5M connection. It should be one of the service names the duster A5M registers with the listeners.

Instances
Add

Edit | Remave | Remowe &l | Test Connection |

Select | Mame

(& +AsSM1_slcb0adbD3.us. aracle.com slchosdba3 : slch0&03-vip.
slch0604-vip, 1521 +ASM2

| Host Listerer Host [Pot | sm |
1521 +ASML

O +ASMZ_slcb06dbn4 us.aracle.com slcbDadb0

On the Configure Cluster ASM page, type in Username and Password, specify the
SYSDBA role, and click on Test Connection.

When the connection test is successful, click on OK.
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You are placed back on the Targets Discovered page. Click on the Finish button.

ITargets Discovered on Cluster: slcb06-cluster

Summary

Database Systems

Expand all | Collapse All

Following Database systems will be created for the discovered databases and related targets, Rest of the targets In the second table wil be saved but will not be part of any database system,

Cancel Back Safc

MNarme Tvpe Host
W Database Systems
v dbm_sys Database Systsm
L= dbm Cluster Database
LISTEMER _slcbédbid, Listener slcb06dbio !
LISTENER, _slcb06db03., Listener slcb06db03.
W gadb_sys Database System
LISTEMER _slchiédbig, Listener slcbgdbig,
LISTEMER _slcb0&db03, Listener slcb0sdb03,
= gadb Cluster Database
W demodb_sys Database System
> demodb Cluster Database
LISTENER _slcbO6dbid ] Listener slcb06dbig|
LISTENER _slcb06db03, Listerer sleb0sdb03.
Targets
Expand all | Collapse All
Name Tvpe Hast
W Targets
LISTEMER _SCANS_slcb0é-cluster Listener slcb0&dbis;
LISTEMER _SCAM1 _slcb0&-cluster Listener sleb0sdb04 .
L= +ASM_slcbog-cluster Cluster ASM
LISTEMER _SCAMZ_slcb06-cluster Listener sleb0Bdb03.)

On the Summary screen, the Database Systems instances that will be created are
displayed. The Cluster Database and the Listeners instances on each node are

automatically placed in each Database System.
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The other Targets listed in the lower part of the screen, such as the scan listeners and

the ASM cluster, will be saved but will not be included in any database system. Click
on the Save button.

Select Targets | Databases to verify that the databases have been added.

Databases
View () Oracle Load Map (3) Search List
Search Go | Advanced Search

Configure | Remave | M

Incidents
Sa\aﬁ Name & Type Status & P Compliance Violations | Average Compliance score | Version Sessions! CPL | Sessions! 1JO | Sessions: Other | Instance CPU (%)
® dbm Cluster Database I [ - 12020
QO demodb Cluster Database 4 g o o @ 000 - 112020 "4 T "4 "o
() Cemrep_Database Database Instance & 0 o o g D00 - 12020 0.06 o 0.02 0.06 315
QO qad Cluster Database o 0 o o 1 D00 - 11,2020 R, o o -
(& TIP For an explanation of the icons and symbols used in this page, see the Icon Key,
Related Links
Custornize: Table Columns Data Comparisons Data Masking Defintions
Daka Masking Format Library Recovery Catalogs un
Schema Baselines Schema Change Plans Scherna Compatisans

Schema Synchronizations

Several Cluster Databases can be seen in the Targets list, including the ones we
have added. This confirms that the target discovery has been successful.

Select Setup | Extensibility | Plug-ins from the Enterprise Manager menu.
This takes you to the Plug-ins page. We can see that the Oracle Exadata plugin
has been deployed.
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There is also a new plugin, seen in the following screenshot, known as the Oracle
Exadata Healthchecks plugin. This is not mandatory for monitoring. However, this
plugin provides proactive health check alerts for your Exadata system based on the
configuration data.

Plug-ins Page Refreshed Ap

This page displays the list of plug-ins available, downloaded and deployed in the Enterprise Manager environment, Plug-in lifecycle actions such as deployfundeploy of Plug-i
Management Agents can be initiated From here,

Actions »  View @Dsplay on | v @Undeploy Fram | v

Management Servers.,, | Version Mariagemei
Narne Management Agent... Latest En P.?Nsitn': Description
- Hariggemer
[vatesie Downloaded oo - Plugein

v m Applications

400 oracle Fusion Applications 12,1020 121020 @ 0 Enterprise Manager For Fusion Apps consists of monitoring and managemer|
A Oracle Siebel 12,1,0.20 121020 @ 0 Qracle Siebel Plugin consists of monitoring and management for Oracle Siet]

I> [ Databases
R oracle Fusion Middleware 121,020 121020 121,020 1 Enterprise Manager for Fusion Middleware consists of monitoring and mana

= Servers, Storage and Network

109 Oracle Exadata Healthchecks 121,020 121020 12,1.0,2.0
TR Oracle MOS (My Oracle Support)  12,1,0.2.0 12.1,0,2.0 12.1.0.2.0

Oracle Exadata Healthchecks plug-in provides proactive healthcheck alerts

1] Exalogic Elastic Cloud Infrastructur 12,1,0.1.0 12,1.0,1.0 12.1.0.1.0 0 Elastic Cloud Infrastructure
) Cracle Audit Yaulk 12,1020 121020 @ 0 OQracle Audit Yault Plugin provides monitaring and management of Oracle &
T oracle Beacon 12.1.0.1.0 12.1.0.1.0 12.1.0.1.0 1 Oracle Beacon plugin is required on the Managed Hosts to support beacon
R oracle Chargeback and Capacity Pl 12,1.0.2,0 12.1.0.2.0 12.1.0.20 0 Oracle Chargeback, Consolidation Planner and Capacity Plarning Plug-in
109 Oracle Exadata 121,020 121020 12.1.0.2.0 2 Oracle Exadata plugin provides comprehensive management For Oracle Ex,
2
1}

Qracle MOS plugin provides support: For My Oracle Support Features such a

Oracle Exadata

General Recent Deplayment Activities
Latest Available 12,1.0.2,0
Yersion
Versions Downloaded  12,1.0.2.0, 12.1.0,1.0 [ut11221]
Description  Oracle Exadata plugin provides comprehensive management for Oracle Exadata and related

Plug-in I aracle.sysman, xa
Vendor oracle
Wersion on Management 12,1.0,2.0

Selver Machire, etc,
Yersions Deployed On Management Agents
Versions | Management Agent with Plug-in |Managed Host Operating System |
12.1.0.2.0 2 Linux xB6-64
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The Exadata Healthchecks plugin will not be deployed automatically. The
deployment has to be done manually. select Deploy On | Management Agent from
the menu and choose the Management Agents instances on which you want to
deploy this plugin, namely the compute nodes.

You can add an Exadata Healthcheck target manually if exachk results are
available — these results are generated by executing the out of the box exachk utility
on the Exadata Database Machine. This utility needs to be configured to run on a
periodic basis.

Go to Setup | Add Target | Add Targets Manually, select the radio button Add
Non-Host Targets by Specifying Target Monitoring Properties, and then choose
Exadata Health checks in the drop-down box. Select the agent of the host on which
the exachk results are available. Then click on Add Manually. In the next page,
name the new Target appropriately and enter the full directory path of the exachk
results. Finally, click on the OK button.

The exachk target will be added in Enterprise Manager. This target will contain all
the results and reports of the exachk execution. Any failures will be reported, and
there is a report to show the exachk violations.

Monitoring and managing Exadata

Exadata monitoring covers the databases, compute nodes (database servers), storage
servers, the Infiniband network and switches, KVM switches, Cisco switches, ILOM,
and PDU. We will have a look at how Exadata appears in Enterprise Manager Cloud
Control 12c.
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Move to Targets | Exadata and drill down to the Database Machine. The Database
Machine home page appears with the following schematic:

Target Navigation <} DB Machine sclcb @
View - ‘ [i Database Machine ~
W [| DB Machine sclch, 1] overview
1> [3 Compute Nodes Racks 1 Compute Nodes (s m {31 Exadata Cells {14
I WY Exadlata Grid sclcb.” | inciderts @0 @u Ao Po Ethernet Snitches {1 pou {3z 18 Switches {13
v Rl Natwork's:\cb. | “~/patabase Machine Schematic
sclcbrpdual |
m sclcb-pdub ] 5 -
i) sclcbsi-ip| ]
@ sclchsw-kvm,” 1 I # Edit I v Ternparature

sclchceltd

sclcbeelld
sclebeeliz
sclcbealll
sclcbeallld
sclebeel0d

sclebeal0d

Legend
Up

[
=l

Dawn
Exadata Cell

Compute Node

Infiniband Switch

sclcheel0? Ethernet Switch

keyboard-video-Mouse

]

sclcbeel0g
sclcbeal0s
sclcbeelo4
sclcheel3
sclcbeel02

sclcbeel0l

E Rack 1 a

v/ Incidents

View + ‘ Category | Al ~ |°2 \ @10 |AD | 0 | Open events without Incidents For curret target 0 |
‘545{‘#5: Toe Time since last ‘

!m I Trget update
Agent Unreachabilty is cleared. The current status of the target is DOWN, 7] Qe Incident 1 days 2 hours ]
Voktage sensor(s) at level - CRITICAL sl @t Incident 1 days 2 hours
WVoltage sensor(s) at level - CRITICAL ﬂ QN&- Incident 1 days 2 hours
WVoltage sensor(s) at level - CRITICAL ﬂ ONe-- Incident 1 days 2 hours
schcbswip.us.oracle.com i unreachable over the network or Is down, E..". eNm- Incident 1 days 2 hours
Yoltage sensor(s) at level - CRITICAL “" Qe Incident 1 days 2 hours v
Columns Hdden 13 Open events without incidents for current target Updated in last 31 days |
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This shows, at a glance, an integrated view of the entire Exadata system in an
illustrative, schematic diagram. The Compute Nodes and Storage Cells are seen
in a full Exadata Database Machine rack, along with the KVM, Ethernet switch,
and Infiniband Switches.

Note that the temperature of the components is also monitored —you can show
the temperature on the diagram by selecting the Temperature checkbox. The

temperature is considered to be very important in an Exadata system. It should
ideally be between 15 and 35 degrees since overheating can affect performance.

The left panel outlines the Exadata component hierarchy with a list of Compute
Nodes, Storage Cells (Exadata Grid), the Infiniband Network, PDUs, KVM,
and so on. You can drill down into any of these from this panel.

The upper section of the screen shows the status overview of all the components —
whether they are UP or DOWN. Any related Incidents are also shown.

Further detail on the incidents is shown at the bottom of the screen. For example,
we can see that a Voltage Sensor incident of a critical severity level has been raised
a number of times. Similar incidents for hardware component issues will be seen in
this section.
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Database machine resource utilization

From the Database Machine home page, select Database Machine | Resource
Utilization | Compute Resources. The following screen appears:

<F DB Machine sclcb @
[ Database Machine -

~| Compute Resources

Graph Type | DB CPU Ublization % Rack |1

Slot 28
sclchdbid.

Slot 27
sclebdboT.
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Slot 25 B Fres
sclchdbis, B Other
W dw
o jpa
Slot 19 i citp
sclchdbdd, W gs
Slot 18
sclchdbi3.
Slot 17
sclchdbd2

Slot 16
sclchdbid

A bar graph appears, showing DB CPU Utilization of all the databases across the
compute nodes. The green color signifies that the CPU is mostly under-utilized
across all the nodes. The other databases are seen in different colors. This graph
shows, at a glance, if you have enough CPU capacity in your Exadata Database
Machine rack. If not, you need to buy another Exadata rack.
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Click on the Graph Type drop-down box; you can see that there are two other
options, namely Database Placement and Cluster Placement. Select Database
Placement from the list.

¢ DB Machine sclch.i 1@
[ Database Machine +
~| Compute Resources
Graph Tpe iDatabase Placement v Rack [1 v
—_—
Slot 28
sclchdb08.l O
e ———————
Slot 27
sclchdbO0T. i
—_—
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sclchdb0g.” |
e ———————
Slot 25
sclchdb05. | T
H jpa
M gs
—_—
Siot 19 M dw
sclchdb0d.e : a
e ———————
Slot 18
sclebdb03. a
—_—
Slot 17
sclchdb2] )]
e ———————
Slot 16
sclebdbo1] i

In the Database Placement graph, we can see that the four databases in our case are
placed on all the eight compute nodes.
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Now, select Database Machine | Resource Utilization | Storage Resources from
the menu.

1} DB Machine sclch @

E| Database Machine -

~| Storage Resources
Graph Tepe |DB IfO Ukilization % a Rack |1 v

Slot H1
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The initial graph that appears is DB I/O Utilization. This shows the I/O utilization
of the databases across all of the 14 storage servers in the full Exadata Database
Machine rack. We can see that the OLTP database is using the most I/O across all
the storage servers. There is a way to control the I/ O resource available to each
database. This is via the I/O Resource Manager (IORM) that we will see soon.
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From the Graph Type drop-down box, select Disk Group Space Allocation.

¢} DB Machine sclcb, @
[ Database Machine +
~| Storage Resources
Graph Tepe : Disk Group Space allocation |+ Rack |1 |«
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- Slot 6
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- Slot 4.
sclcheel02, |
Slot 2
sclcheeldd ]

B RECO SCLCB
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This graph shows us the distribution of the ASM Disk Group across all of the
storage servers in the full Exadata Database Machine rack. Here we can see that

three disk groups have been set up.
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Exadata grid

Move back to Database Machine | Home. Click on Exadata Grid on the left panel.
This brings up the Exadata Grid home page. Collapse the Target Navigation panel
that is displayed on the left side of the screen.

i Exadata Grid sclcb. ®
ﬁ Exadata Storage Server Grid «

/| Overview v/ Performance
Tarqet Status G(H G) Average |0 Load Average CPU Wilization Total Network Utilization Average Response Time
28 T 00 e e
Cell Health Q{H ﬂ) 24 4 153.0
80
I0RM Enabled Yes 20 = , 3 o124
Release Yersion Nan-Unifarm lg # 7 i, & 212
¥
] 20 ] 306
/| Capacity 4 0.0
0 0 0
CellDisk Size (G8) 316764 £ 4 100% WFlash Disk 10 Load [WTotal Received [WHard Disk Read MHard Disk Write
HardDisk Size (GB) 311836 B 1 100% [WHard Disk 10 Load [W CPU Litilization [WTotal Sent [WFlash Disk Read [Flash Disk Writ
FlashDisk Size (GB) 4928 B 7 100%
FlashCache Size (GE) 4732 3 100%
~| ASM Diskgroup Summary
| Workload Distribution by Databases ASM |Disk Group | Siz (GB)| Mo, o Griddlisks |Database Names
+A3M_sclch-cluster DATA_SCLCE 123144 168 DW,G5, IPA,OLTP
Dwi +AM_scleb-cluster DEFS_DG 4060 10
+ASM_sclch-cluster RECO_SCLCB 184632 168 DWQS,JPA,OLTP

JPA

il <
Qsi Incidents

View « | Target :Loca\targetandre\atedtargets & Category |All v eu @D &D PU Open events without incidents For ¢

celst Esca
level

Time since last
update

_OTHER_DAT..

Summary | Target Type

020 40 60 B0 100 Nomatching incidents or problems found,
W 10 Wilization %

On the Exadata Storage Server Grid home page, you can see an overview of the
storage cell's status and performance. An up or down status is displayed for all the
14 cells, along with Cell Health, whether IORM is enabled, Cell Disk capacity, and
Flash Disk and Flash Cache size in GB.

A graph on Database Workload Distribution shows that the oLTP database is taking
up 30 percent of the workload. The other graphs displayed are performance-related,
such as Average IO Load, Average CPU Utilization, Total Network Utilization,
and Average Response Time —including Flash Disk Read and Write information.
Average 10 Load has been introduced in Enterprise Manager Cloud Control 12¢

as a new metric specifically for Exadata storage cells.
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ASM Diskgroup Summary is displayed in a tabular format, showing ASM Disk
Groups, their Sizes in GB, and the databases that are using these disk groups.

Incidents, if they have occurred, are also seen at the bottom of the screen.
Now select Exadata Storage Server Grid | Performance from the menu.

I0PS

10 Losd

<} Exadata Grid sclcb @
ﬁ Exadata Storage Server Grid »

Past 2 hours Al Week
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04100 PM 04110 04120 0430 04140
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Throughput

™ Total CellDisk VWite
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This is the Storage Server Grid Performance page. By default, the information for
the Past 2 hours is shown. This can be changed to the past 15 minutes or the past
Day, Week, or Month.

The Health Overview bar results for the specified period of time are displayed.
Underneath that, the Total Load for All Disks information can be seen, with
separate graphs for total IOPS (read/write), throughput (read/write), and IO
Load. You can choose either hard disks or flash disks, and show either the total
or the average values on these graphs.
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In the next section, shown in the following screenshot, the Average Response
Time graph for Hard Disks or Flash Disks is displayed, followed by graphs that
show CPU, Memory, and Network utilization, and also the Flash Cache Usage,
Throughput, and IOPS graphs. Finally, there is Workload Distribution by
Databases over time.
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Move back to the Exadata Grid home page and select Exadata Storage Server Grid |
Administration | Manage IO Resource.

K} Exadata Grid ®
a0 Exadata Storage Server Grid »

I1/0 Resource Manager (IORM) Settings:
1/ Resource Manager controls how databases utilize the disks and flash cache, based on the settings specified here,
Tip: Oracle recommends the same [ORM settings for the group of cells used by the same set of databases, Click on Update All button to change the IORM settings for all cells in this Group,

Status:  active

Select: (% Active € Inactive  Update Al

Disk Objective: off

Select: [Off x| Update al

Inter-Database Plan: Mot Configured | Configure [
Tip: Click bn Configure button to setup Inter-Dabatdse Plan,

On the I/O Resource Manager (IORM) Settings page, you can control how the
databases will utilize the disks and flash cache. Disk Objective can be set to Auto,
Low Latency, Balanced, or High Throughput. This is the IORM objective.

Note that all storage cells used by a database are automatically placed in a group.
The Update All button will modify the IORM settings for all the cells in a group
used by the same set of databases.

You can define a new Inter-Database Plan instance by clicking on the Configure
button. In the plan, you can enter the Database Name and the Disk Utilization
limit, or the Disk I/O Allocations as a percentage. In this way, the I/O of any
database can be controlled across the storage cells. For example, you can allocate
15 percent of Disk I/O to the saitest database and 70 percent to all the other
databases placed on the same storage cell group.

Administration of storage cells is also possible via Enterprise Manager Cloud Control
12c¢. This can be done at the cell group level. It is possible to issue Cell Control
Command-Line Interface (CellCLI) commands to a group of cells from within
Enterprise Manager itself. This is done by selecting Exadata Storage Server Grid |
Administration | Execute Cell Command.

Infiniband network

Move back to the Exadata Grid home page and reopen the Target Navigation panel.
Select the IB Network component from the hierarchy.
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This brings up the Infiniband Network home page.

£} 1B Network sclcb ®

~| Overview ~| Throughput
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Infiniband is used by the Exadata Database Machine for communication between
the database servers and the storage servers, as well as for RAC Interconnect
communications.

On the IB Network home page, the status as well as the performance of the
Infiniband network can be seen. The total number of switches, compute nodes,
and storage cells connected to the IB network are displayed in the overview.

The Throughput section gives a glimpse of its high performance, showing the MBPS
speed for the switch to node link and the switch to switch link.

In the Switches section, the port details are tabled graphically for each switch,
including normal, degraded, or available ports, or those with errors.
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Next, the Nodes section shows the storage servers with their IP addresses, port
details, and HCA (Host Channel Adapter) details. You can scroll down to see the
full list of the storage cells. At a glance, you can see which of these ports are normal,
degraded, have errors, and so on. Placing your cursor on any of the ports, either in
the Nodes section or the Switches section, displays a pop-up box showing the peer
port, the errors, and the throughput.

Any Incidents associated with the IB network can be seen at the bottom of the screen.

Having all this information at your fingertips helps a lot in real, day-to-day
administration activities, especially in troubleshooting.

Now, select Infiniband Network | Performance from the menu.
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sclcbsw-ibl, 19 sclcbsw-ibz 32 10 4 0 0 173,38
sclcbsw-bl, 20 sclcbsw-ib3 32 10 4 0 669,09
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The Infiniband Network Performance page allows you to inspect the performance
of the network over a time period you specify.

The Throughput (Mbps) information is seen in a graphical format for Switch to
Node Link, Switch to Switch Link, as well as for Total Network. Three graph lines
are visible, which correspond to the Lowest, Average, and Highest speeds. You can
move the slider along the graph, and the details for that period of time are displayed
in the Detail section in the lower part of the screenshot.

We can also see a Network Health timeline showing the overall health of the
network over a certain period of time.

In the Detail section, there is a list of problem findings pertaining to targets and port
numbers. Another table shows Link Performance, including the switch names and
the enabled speeds and widths, whether the link was degraded, any errors were
found, and the throughput.

Now, select Infiniband Network | Administration from the Infiniband Network
home page's menu.

' 1B Network sclcb @

Target & Command Credentials_& Schedule

Infiniband Network Administration : Target & Command

~| Target
Target Tepe () Compute Mode (8) 16 Swikch () Exadata Cell

Target | sclchsw-ibl) v

~| Command

Operation | Enable Port: w Poart |1 %

Cisable Part

Clear Performance Counters
Clear Error Counters

Siikch LED On

Swikch LED Off

Setup SMMP Subscription
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Select IB Switch as Target Type, and then choose the actual IB switch name from
the Target drop-down box.

In the Command section, it is possible to choose operations, such as Enable Port,
Disable Port, Clear Performance Counters, Clear Error Counters, Switch LED On,
Switch LED Off, and Setup SNMP Subscription. These administration commands
can then be scheduled to be executed after specifying the credentials.

A topological view of the Infiniband network is also available by selecting
Infiniband Network | Topology. This view includes switch and port-level details.

Other Exadata components, such as the ILOM (Integrated Lights Out Manager),
Cisco switch, KVM (Keyboard, Video, Mouse), and PDU (Power Distribution Unit),
also appear in the left panel of the Exadata Database Machine. There are certain
common metrics that are monitored for these components, such as fan failure,
temperature out of range, and power supply failure.

Other specific metrics include unauthorized SNMP access and configuration
change tracking for the Cisco switch. For the KVM, you can also monitor if it is
powered on/ off, and whether the server that is connected to KVM has been added
or removed.

In the case of the PDU, power consumption by Exadata components is monitored.
Early warning is provided for any failure due to an impending threshold. The
electric current being used by Exadata equipment in the rack is also monitored.

For most of the performance metrics of the Exadata components, such
as the Infiniband switches, the /opt /oracle.SupportTools/em/
directory on every compute node should be readable by all Unix users.
If not, you need to change the permissions by issuing the following
A

command as root:
chmod u+r /opt/oracle.SupportTools/em/

After this command is issued, the Enterprise Manager Cloud Control
12¢ agent needs to be bounced on each compute node.
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Database performance pages

Next, move to the Performance home page of one of the databases on the Exadata
machine. On the Performance home page, click on the I/O tab. This section is shown
in the following screenshot:
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Exadata-specific information will be seen if the database is placed on an Exadata
machine. For example, there is a graph showing Exadata Database I/O Load
information over a period of time. Two Exadata-related buttons are also

visible — Exadata System Health and Exadata System Performance.

Exadata information regarding cell smart scans can also be seen in the two I/O
performance graphs (I/O Megabytes per Second and I/O Requests per Second).
This is seen as the I/O function Smart Scan.

Since the Exadata System Health button is displayed in red (it is normally green),
it means there is a problem that needs to be examined further. Click on the Exadata
System Health button.
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The Exadata Health page shows the Hard Disk I/O Load information for over

a period of time in a line graph showing the minimum, average, and maximum
loads. The slider can be moved across the graph to show the details for the selected
five-minute interval, which is displayed at the bottom of the screen.

The most important bar graphs on this page are Load Imbalance, Health Overview,
and Health Overview Detail. The Health Overview Detail graph shows the

ASM Diskgroup Health, Cell Health, Network Health, and Cell Configuration
Health parameters.

It is observed from the Health Overview Detail graph that ASM Diskgroup Health
has an issue, and this has also affected the overall Exadata health.

The slider has been moved to the time when the hard disk I/O load was the highest,
and the Detail section at the bottom of the screen shows the main cause of the
issue—some of the ASM diskgroups are offline.

So we can see that the Exadata Health page has effectively helped us in triage,
that is, we have been able to find out the root cause of the performance issue.

Move to Performance | SQL Monitoring from the database menu. Select one of the
SQL statements in the list.

Monitored SQL Execution Details (%) [ (=) save |53y st || view Repors
Qverview —
SQLID  6ntirngzxzhf @ Time & Wait Statistics 10 Statistics
Execution Started  Wed Apr 4, 2012 7:19:47 PM Durstion | J 32m Buffer Gets Y 25K
Last Refrash Time  Wed Apr 4, 2012 7:23:01 PM Catabacs Tive —_-z.cm 10 Requasts I_i 127K
Execution 1D 16777216
User SY§ PUSQLEJavE 005 oeve [ 758
Fetch Cals 1 Wak Activity % I ] 10 Cell Offload Efficency 7027

The Monitored SQL Execution Details screen is seen to be Exadata aware. It
displays Cell Offload Efficiency as one of the IO Statistics parameters for this SQL
statement. Obviously, the higher the Cell Offload Efficiency percentage the better,
because it means that the database has offloaded the data search and processing to
the Exadata storage server.
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Total capabilities

We have seen that Enterprise Manager Cloud Control 12c offers an integrated
hardware and software view of the Exadata Database Machine. The hardware view
on the database machine home page displays a schematic diagram of the compute
nodes, storage servers, and the Infiniband/Ethernet switches. It also displays
incidents for the hardware components.

Besides the hardware view, Enterprise Manager Cloud Control 12c also offers a
software or system view of Exadata, showing the availability and performance of the
databases and services, and the manner in which the databases are consuming CPU
and IO bandwidth. Incidents are also raised for the software, including the database,
ASM, and cluster.

There is a dashboard available at Database Machine | Members | Dashboard. The
related incidents can be seen on this page. There is also a topological view, where
you can see the entire database machine topology. This is accessed via Database
Machine | Members | Topology.

There is also a configuration view available for Exadata. If you move to Database
Machine | Configuration | Last Collected, you can see the configuration details
of all the Exadata components, including all the compute nodes, the Exadata grid
(storage servers), the Infiniband network, the configuration of the databases, and
so on.

All the Exadata components can be monitored separately, but it is much easier and
more effective to monitor the Exadata Database Machine as one. This is done by setting
up an Exadata service so that you can have an overall view of the Exadata components.
Expected service levels can be set up based on both availability and performance, and
Service Level Agreements (SLAs) can be tracked. There is also an executive service
dashboard available that shows all the Exadata services on one page, and allows the
business owners to monitor the availability and performance of the Exadata system.
You can set up this dashboard by following the My Oracle Support (MOS) support
Note ID 1458346.1: Guide to a create a performance monitoring dashboard report for DB
Machine targets discovered by Enterprise Manager Cloud Control 12c.
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Synthetic tests can be set up to run from Beacons in Enterprise Manager Cloud
Control 12¢, which could be endpoints, such as a branch office or a user's
workstation. You can set up a topology showing the service, its components, and
their relationships. Once this is done, root cause analysis by Enterprise Manager
Cloud Control 12¢ can be used to quickly find out the cause of a service issue. For
example, a fan failure may have caused a KVM component failure, which in turn
caused a KVM system failure, and this in turn caused the KVM service and the
Exadata aggregate service to fail.

The new consolidation planner in Enterprise Manager Cloud Control 12¢ can be used
to plan for migrations to Exadata. Suitable applications in use by the company can be
identified for consolidation to the Exadata Database Machine.

Once identified, the applications need to be thoroughly tested on the Exadata
platform before being moved over to production in Exadata. This testing is
necessary, since moving to Exadata is a major infrastructure change; it involves
a different platform, a different storage system, and also a new version of the
database (Oracle 11.2), besides being an RAC database. These changes will be
new, especially for those moving from an older version of a database that may
have been a single-instance database.

When creating a test database on Exadata, it is possible to mask confidential data
using the Enterprise Manager Data Masking Pack. The application can then be
fully tested at the database layer by using the database replay feature of the Real
Application Testing (RAT) option, whereby the entire database workload is captured
from production, brought over as Capture Files to the test Exadata system, and then
replayed concurrently. This enables any regressed SQL statements to be identified,
and its performance to be fixed, before moving to production.

Once in production, for day-to-day diagnosis and tuning of the Oracle databases

on Exadata, all the benefits are available, including the AWR, ADDM, ASH,

and the tuning advisor and access advisor. SQL profiles offer extra advice to the
optimizer and are therefore able to improve the performance of even packaged SQL.
SQL parallelization advice is also given, and as a result you are able to use SQL
parallelization effectively on Exadata — thereby unlocking the full value of a massively
parallel machine. This is done via the Database Diagnostics and Tuning Pack.
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The DBLM Pack allows deep configuration management of the Exadata machine.
You can store the entire Exadata Database Machine configuration as a gold standard,
and perform comparisons between whole database machines, individual compute
nodes, storage cells, or databases. You can check the history of the configuration
changes that were made. Configuration standards and security standards can also
be set and enforced for the Exadata database machine.

Using the same DBLM Pack, you are also able to get patch recommendations from
My Oracle Support for the databases on Exadata, create patch plans, and apply one
or more patches on multiple databases, using either in-place patching or the new
out-of-place patching (using a new Oracle home). This applies to both single and
RAC databases that have been set up on Exadata. This automation of the patching
process increases administrator productivity and also decreases downtime
considerably, by using the new, automated out-of-place method.

The Cloud Management Pack for database builds on the functionality of the DBLM
Pack, and allows your Exadata Database Machine to be used as a Database as a
Service (DBaaS) cloud machine, with the complete cloud features of self-service,
metering, and chargeback.

Summary

In this chapter, we have examined the use of Enterprise Manager Cloud Control 12c
in detail, for monitoring and managing the Exadata Database Machine. Discovery

is done with greater ease, and the entire Exadata system can be monitored (both the
hardware and software). SLAs can be set up for Exadata systems. The management
of a number of Exadata components is possible via the Enterprise Manager interface,
including, but not limited to, the RAC databases and storage servers.

Partitioned Exadata Database Machine Racks can also be monitored and managed

by Enterprise Manager Cloud Control 12¢ using the Exadata plugin. At the time

of writing, there is no unified topology view in the case of multirack Exadata
Database Machines. However, each rack can be discovered, monitored, and managed
individually. Expansion racks or SPARC SuperClusters are currently not supported
by the Exadata plugin.
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In conclusion, Enterprise Manager Cloud Control 12¢ has vastly improved in the
areas of discovery, monitoring, and the complete management of the Oracle Exadata
Database Machines in your enterprise. In addition to what we have seen in this
chapter, deeper hardware monitoring of the Exadata Database Machine can be
achieved — if required — via Enterprise Manager Ops Center 12c. This goes down

to the Field Replacement Unit (FRU) level of all the components with the serial
numbers and part numbers, and also the energy information, such as the electricity
usage levels and trends, firmware levels, and updates of hardware components,
among others.

The Auto Service Requests (ASR) phone-home capabilities (for My Oracle Support
purposes) can also be achieved via Enterprise Manager Ops Center 12c. An Internet
connection would be required for the ASR facility, since it would notify Oracle
Support in case of any hardware failure in any component in Exadata, allowing
Oracle Support to dispatch an engineer along with the Field Replacement Unit
(FRU). This is provided you have Oracle Premier Support for the Exadata Database
Machines. The ASR Manager (or Enterprise Manager Ops Center 12¢, if it is

used, since it has ASR capabilities) is placed on a server that has a direct Internet
connection, or via a proxy with a username and password.

In the next chapter, we will have a look at various real-life examples and case studies
of actual Oracle customers to show how they have benefited from using Oracle
Enterprise Manager Cloud Control 12c.
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Real-life Examples and Case
Studies, and It's a Wrap: The
Future is the Cloud

Oracle Enterprise Manager has a number of business benefits. First of all, it offers a
centralized view of the entire hardware and software stack in a company, including
the detailed configuration. It enables you to automatically discover internal IT assets,
manage them, monitor their resource utilization, and as a result, helps to reduce
underutilization of assets. A consolidation planner is also provided in this version,
to plan a move to consolidated physical or virtual machines, and full testing of the
database workload can be performed on the target systems to find out if there is
any SQL regression that could impact your application's performance.

Oracle Enterprise Manager improves manageability of many complex systems and
allows automation of several processes such as provisioning, patching, diagnosis,
tuning, configuration management, and change management via the Database
Lifecycle Management Pack. It therefore considerably increases administrator
productivity. Software can be deployed from standardized configurations, such

as gold copies that are set up as per company standards, therefore reducing risk.

Security and configuration compliance rules, standards, and frameworks are
provided in an out of the box fashion, and help you understand how security-
compliant your databases, middleware, and hosts are.

Through Enterprise Manager tools such as RUEI, real user experience is captured
from network traffic and can be analyzed in terms of the business benefits, such as
improving a website's conversion rate, decreasing the bounce rate, and increasing
customer satisfaction.

We will now look at some customer case studies to understand how Oracle
Enterprise Manager has benefited these customers.
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Case study — telecom

In the normal course of business, a large telecommunications company in Australia
initiates numerous projects each year to create new services and applications for

its clients. Each project needs database servers to be provisioned, so the Unix and
database teams are engaged in building servers, installing database software, and
creating the required application databases. The Project Managers normally book
their time in advance.

The database team waits for the server to be built and allocated to them (that is, the
login details) by the Unix team, and then they scp (secure copy) the Oracle software
to the box, and install the Enterprise Edition of the Oracle database in a new Oracle
home, making sure only the licensed database options were installed — using the
Oracle Universal Installer.

This would be followed by the creation of the actual database using the Oracle
Database Configuration Assistant (DBCA) utility. The database would need to be
configured as per the company database standards, such as the names of tablespaces,
standard extent sizes for small, medium, and large tables, use of Automatic Storage
Management (ASM), and a Flash Recovery Area.

The same installation procedure needs to be followed on development, test, staging,
and production servers. If a Real Application Cluster (RAC), multiple-instance
database was required by the project, the installation procedure would necessarily be
more complex and time consuming — since it would involve the installation of Oracle
Clusterware, ASM, as well as the database software on hardware that has been set
up with shared storage and an interconnect.

After the database installation, the project team would request database backups to
be set up using Recovery Manager (RMAN) for both single instance and multiple
instance databases. If Disaster Recovery (DR) was required by the project, a standby
database using Oracle Data Guard would need to be created using a complex manual
process. And to complete this process, all this would need to be tested — the backup
as well as the disaster recovery.

In all, the work of the database team would consist of long hours installing the
database software and creating a database for many different application projects, in
a monotonous routine prone to human error due to its manual and repetitive nature.

In a major futuristic project of transformation of the IT infrastructure, 3000 databases,
both single instance and RAC, were to be built over two years on over a thousand
Solaris servers. There were also multiple database teams in the company over
various locations in the country, as well as several partners to whom some of the
DBA management tasks had been outsourced, adding to the complexity of the task.

[360]




Chapter 11

Impressed by the capabilities of the Oracle Enterprise Manager product for
database provisioning, the Central Database Team Manager decided that the right
solution approach was to create prepatched gold images of the database software
and database, and use the provisioning mechanisms to install the gold images on
new targets. This would apply both to single instance and RAC databases. These
provisioning capabilities are currently part of the Enterprise Manager's Database
Lifecycle Management Pack (DBLM).

A centralized Enterprise Manager installation was architectured with multiple OMS
servers, a separate repository server, and a load balancer. Separate administrator
accounts for each DBA team were created. A centralized Software Library was set
up and the necessary gold images were put into effect. All the DBA teams in the
company were requested to use Oracle Enterprise Manager whenever they wanted
to deploy Oracle database software or create an Oracle database.

With Enterprise Manager now used for this purpose, the time to deploy was reduced
from approximately four hours to under one hour. This resulted in considerable
savings in Operational Expenditure (OPEX) budgets.

Besides the obvious advantages of time saving, it was seen that controlling the

gold images assisted the central database department in enforcing company-

wide database standards. The Senior DBAs in each team could now hand over

the repetitive task of deployment to the junior DBAs and remain assured that the
chances for error were low, no standards would be missed out and a consistent build
would result every time. The process of provisioning was now reliable, repeatable,
skill agnostic (lack of RAC skills did not matter), and adhered fully to standards.

An independent consulting firm conducted an assessment of the use of Oracle
Enterprise Manager by the company, and found that this management tool helped
the company to achieve considerable financial benefits. The total benefit from the
deployment was estimated to be around 1.9 million in US dollars.

This benefit was increased by the proactive management capability of Oracle
Enterprise Manager. Administrators were alerted to issues before the critical stage
was reached, and they could take proactive measures to avoid further deterioration
of the situation.

The other great benefit was that Enterprise Manager monitored the database disk
space utilization and alerted management (through reports) if the space utilization
was too low as opposed to the allocated space for that project. Since several
databases used SAN systems, which were quite expensive, and tended to over-
allocate database storage at the time of project creation, this meant that the company
could pinpoint those projects and ask for the space to be reallocated to other uses
such as backup, therefore reducing the overall storage cost.
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Due to the automation provided by Oracle Enterprise Manager, the development and
maintenance of in-house scripts was vastly reduced, thus increasing administrative
productivity in yet another way. This allowed the company to increase the number
of databases managed, without increasing the DBA headcount.

Expensive DBA time no longer needed to be spent in manually creating, setting up,
and testing RMAN scripts for each new database, since this could be done easily
by the Enterprise Manager RMAN wizard for any version of the Oracle database
currently being used in the company. The Enterprise Manager's internal job
scheduler was used instead of setting up crontab in UNIX. Backup and recovery
could now be performed in a similar manner across databases.

Similar benefits also applied to Oracle Data Guard, where the setup could be done
using the Enterprise Manager Data Guard wizard instead of the manual method,
reducing the time taken to create a standby database, and preventing manual
errors. Furthermore, the transport and application of production database logs to
the standby database could now be monitored using Oracle Enterprise Manager,
removing the need for the older generation monitoring scripts. Using the Enterprise
Manager plugins, third-party hardware such as load balancers, storage such as
Netapp Filers and EMC, and third-party databases such as Microsoft SQL Server
could also be monitored.

Case study — pharmaceutical

In the case of this large pharmaceutical company, they have an installation of 2000
Oracle databases of different versions, on 500 hosts having multiple platforms. The
company decided to apply quarterly CPUs (Critical Patch Updates) recommended
by Oracle, as soon as they were released by Oracle Support.

Applying patches manually to databases is a labor-intensive task, and takes up a lot
of the DBA time, especially when there are so many databases, and a limited number
of DBAs. Even if counting only around one hour per patch application, applying

the patch quarterly to 2000 databases adds up to a lot of man-hours per year, and
becomes prohibitively expensive.

The company decided to use the Patch Automation facility of Oracle Enterprise
Manager, which is part of the DBLM Pack. This was used to apply CPUs, one-off
patches, and patchsets to the 2000 databases.

For any new server deployment, gold images with previously patched database
software were used in the cloning process, further reducing the need for patching
(until the next CPU came along).
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The patches were selected by the DBAs, placed in a patch plan, and validated
before deployment. This reduced the failure rate per operation. The patches were
then deployed on multiple database homes at a convenient schedule. The one hour
(approximately) for manual patch application was reduced to just one minute.

The entire quarterly patching process was automated in this manner, and this
resulted in significant savings in time and money for the company.

Case study — computer manufacturer

This large computer manufacturer wanted to maintain high levels of availability of
their IT infrastructure. As a result, they started to use Oracle Enterprise Manager to
carry out proactive monitoring of more than 700 production databases, including
single instance as well as RAC databases.

The Diagnostics Pack of Enterprise Manager is used to identify the worst-performing
SQL statements in each database so that the DBAs can focus on them for tuning
purposes. Configuration management (a part of the DBLM Pack) is also used,
enabling detailed configuration capture of Oracle software, the operating system,

the host, as well as third-party software. Configurations can be compared, and a
history of changes is also available.

Using Oracle Enterprise Manager increased the administrator's productivity by 20
percent in the case of this company, and database issues could be diagnosed a lot
faster and proactively. As a result, continuous uptime could be delivered for the
critical online applications in use.

Enterprise Manager was found to be extremely stable, and the company achieved
immediate business benefits by the faster deployment of this technology across all
their systems.

Due to the configuration management feature of Oracle Enterprise Manager, the
administrators were able to pinpoint any configuration changes in the hardware,
OS, or database software that were causing any issues. This was complemented by
the database diagnostics features.

As a result, the company achieved 100 percent uptime at the infrastructure level,
which was an amazing feat. There was zero downtime.
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Case study — online store

A large online store implemented Oracle Enterprise Manager Real User Experience
Insight (RUEI), in an effort to understand what the users were experiencing. They
set up RUEI to capture and analyze all user traffic coming from their internet
website, selling a variety of specialized products.

In the Christmas holiday period, one particular product proved to be a bestseller.
However, the marketing department of the company had decided to remove the
printed manual from the product, and replace it with an online manual. They did
this without informing the IT department that managed the website.

Since the product was a big hit, there were many users who received the delivery
of the product and wanted to download the online manual. The manual had been
placed on the same web server as the online store, and as a result the multiple
concurrent downloads that were happening started to degrade the performance
of the online store.

The customers who were browsing the store at that time had selected an item in
their shopping cart and were about to check out, when they found the website had
become unresponsive. As a result, 27 percent of the online customers cancelled their
transaction and left the website.

Since the company had RUEI up and running, a user flow or transaction funnel

had been set up in RUEIL which included the checkout process and the final order
confirmation. The conversion rate was being monitored continuously. As soon as

the users started to drop out, the conversion rate decreased and the funnel started

to shrink. This alerted the IT department, who immediately investigated the cause of
the funnel shrink. The user session analysis in RUEI pinpointed the slow speed of the
final transaction pages as the main cause for customer dissatisfaction and drop out.

The web administrators immediately swung into action, and found that the
concurrent downloads of the online manual were causing the issue. So they
stopped the downloads by removing the manual. The website performance
improved immediately, and the rest of the customers were now able to complete
their transactions. The transaction funnel increased in width again, and the 27
percent loss was curtailed before it got any larger.

As the next step, the IT department located the email addresses of the 27 percent of
customers who could not complete the transactions. An apologetic email was sent
by the marketing department to all those customers, along with a discount code so
as to attract those customers to place their orders again. Consequently, the company
regained most of the 27 percent loss it had incurred.
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The real user monitoring provided by RUEI therefore helped the company in two
ways — firstly by alerting the IT department immediately, and stopping a loss from
getting worse, and secondly by capturing all real user information, so that the
dissatisfied customers could be identified and then cajoled to shop again.

Case study - financial institution

A large bank decided to design their future infrastructure by using modern platform

architecture. A mixed applications stack was selected with Oracle comprising a major
part of the stack. It was decided right at the start to focus on ease of management and
automation, in order to reduce operational cost, and increase the business advantage

for the bank.

Oracle Enterprise Manager was chosen to be the main management tool for the new
Oracle infrastructure. This included diagnostics, tuning, configuration management,
provisioning, and service-level monitoring. The extensible monitoring framework
of Enterprise Manager would be used to include monitoring and configuration
collection of infrastructure as well as business applications, as much as possible.

The intention was to use enterprise-level monitoring so as to respond quickly to any
possible threat to uptime, using the warning thresholds to alert administrators before
a critical threshold was reached.

Enterprise Manager Provisioning would help in implementation, and Enterprise
Manager configuration and change management would enable standardization and
compliance throughout the bank. Also, service-level monitoring would ensure that
the service-level agreements for key customers were being met to their satisfaction.

The bank also wanted to ensure that their data center was in compliance with
security best practices. Configuration management was required to ensure that all
databases created and in operation were consistent with their gold configuration.

The ability to search configurations for compliance with best practices was also
important. As an example, the configuration management capabilities could be used
to identify those databases that did not have the latest CPU patch installed.

Configurations could be compared easily, a full change history of all configuration
settings could be examined, and security policies enforced to make sure that the
installations met with the best practices of the company. The bank was therefore able
to adhere to regulatory standards, and manage complex compliance requirements
with the help of Oracle Enterprise Manager.
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In the provisioning space, Enterprise Manager was used for the automated
provisioning of standard Linux operating system images on Bare Metal servers,
as well as the provisioning of RAC clusters from gold images, thus ensuring
compliance to standards.

The patching automation of Oracle Enterprise Manager was used to patch cluster
databases and the OS with minimum downtime. Routine administrator tasks of
provisioning and patching were greatly reduced in terms of time and effort, thus
enabling administrators to concentrate on more important activities.

Manual errors were reduced, and the provisioning of Linux and RAC clusters
became skill-agnostic and could be performed even by junior administrators.
The provisioning on Bare Metal boxes from the OS level right up to the RAC
cluster stage could happen unattended, and took just two hours to complete
as opposed to the many days it took earlier.

Case study — university

A well-known university wanted to centrally monitor and manage their different
versions of application servers, databases, and custom targets on different platforms
in their multiple data centers, as well as packaged applications such as PeopleSoft.

The main challenge in their case was the patching and updating of critical systems,
which had to be done with a minimum of downtime. The University wanted to
reduce effort and minimize the resources required, however, at the same time,
security standards and compliance had to be observed.

Standard configurations needed to be maintained, and used for unattended
deployment of new software. Once in production, any configuration drifts were
to be detected and rectified. There was a strong requirement for standardized
and automated procedures, for provisioning as well as patching.

Using Oracle Enterprise Manager, the university centralized the monitoring
and management of its multiple data centers, which had a heterogeneous mix of
hardware and software. A single Oracle Enterprise Manager console now had
visibility of all the data centers.

Using gold images stored in the Software Library, and the deployment procedures
of Enterprise Manager, the Oracle stack was able to be provisioned and patched in
an automated manner. Enterprise Manager's configuration management capabilities
were used for compliance with configuration/security standards, as well as the
tracking of configuration changes.
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As a result, the university became much more flexible and was able to meet
burgeoning customer demands faster. It was able to deploy numerous new services
in a single change window. A huge amount of administrator time was saved, due to
the automation of provisioning, patching, and the assurance of compliance. Since the
routine tasks were reduced or eliminated, the administrators could be reallocated to
more important proactive and strategic tasks.

The use of Oracle Enterprise Manager and its threshold-driven monitoring was used
to alert the administrators at the point of a warning threshold, enabling them to fix
the issue before it became a serious problem. This resulted in vastly improved levels
of availability for the data center infrastructure, and the critical applications that
were so important to the university.

Future of cloud computing

Cloud computing is a new paradigm that enables organizations to streamline their
IT services, to internal as well as external customers. What is the prime reason it is so
popular and sought after by businesses today? We feel this is because it drastically
reduces the need for the IT middleman when a new deployment is required,
enabling the end user or project team to use a self-service console and make a click-
through request for the instant deployment of virtual machines, databases, schemas,
or fully built applications.

Thus, the company increases its agility by empowering its project teams with the
almost instantaneous creation of their required platforms. Projects can proceed faster
without having to wait for the traditional provisioning of hardware and software by
the IT department. Developers and QA staff can also instantly get the environments
they need. Of course, the initial set up of the cloud infrastructure, and its ongoing
maintenance is performed behind the scenes by the IT department. This is all
actioned by Oracle Enterprise Manager.

The internal cloud that is set up in this manner can immediately justify its costs
and prove the value of IT to the business by using the techniques of metering and
chargeback. The end user gets things done via self-service, however all usage is
metered and charged at established prices. Chargeback plans can be set up that
charge for the initial deployment service, the type of deployment (amount of
memory, disk, or CPUs) as well as the ongoing resource usage, and this may be up
to granular levels such as the application service and the resources it uses.

Thus, it is possible for the IT department to firmly establish, in the eyes of the
business users, the value of the infrastructure it provides. The business can no
longer take the IT department for granted — since the business is now paying
for the infrastructure and the services.
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The actual foundation of the cloud is considered to be the grid, as envisioned by
Oracle many years ago in the days of Oracle Database Server 10g. As a result of
this, Oracle Enterprise Manager has a very strong foundation in the

grid capabilities of provisioning, patching, compliance, as well as configuration
and performance management. Oracle obviously has a good background in the
cloud game, and its standing is now strengthened by the new Enterprise Manager
Cloud Control 12c.

This product, in truth, is probably the most complete solution in the industry for
cloud management. A single console can be used for the entire lifecycle of the cloud,
including planning, testing, set up of the cloud infrastructure, deployment using self-
service, metering and chargeback, and day-to-day monitoring and management of
the cloud infrastructure.

Enterprise Manager Cloud Control 12c can be used for different kinds of cloud
services, such as Infrastructure as a Service (IaaS) where Oracle Virtual Machines
(VMs) containing databases or WebLogic servers, or entire assemblies, can be offered
for deployment using a self-service console.

Database as a Service (DBaaS) clouds can be used to self-deploy databases, whereas
Platform as a Service (PaaS) can be used to deploy Java applications, for Java as a
service or middleware as a service. The deployment of all these clouds can be on
either physical or virtual environments depending on the type of cloud service.

It can be on Exadata or Exalogic, or non-Exadata or non-Exalogic.

The Oracle Cloud services offer abstraction, which may be the key to identifying a
real cloud, rather than self-service or chargeback. This means replacing forty or fifty
questions with just two or three questions. One example is the creation of an Oracle
11g database in DBaaS without going through the DBCA (Database Configuration
Assistant) inputs, which are abstracted and hidden in the Enterprise Manager
deployment procedures behind the scenes. This is where the real value lies.

The application to disk management capabilities means that Oracle Enterprise
Manager can manage the entire stack, including the Oracle VM, operating system,
database, application server, and packaged application. This is useful to enable
Enterprise Manager to manage all aspects of the cloud infrastructure. It is also
possible for the product to connect to non-Oracle systems via connectors and
plugins, in order to monitor these systems, perform configuration management
or exchange alert information with them, as in the case of helpdesk connectors.
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In a heterogeneous cloud environment, where an external orchestration framework
is being used to provide cloud services for a variety of different VMs, it is possible
to use the RESTful APIs provided by Oracle Enterprise Manager for IaaS and
DbaaS. The external framework can easily invoke the Enterprise Manager Cloud
Management APIs.

Another important and distinguishing feature of the Oracle Cloud is the ability of
Enterprise Manager to perform business-driven application management, via real
user experience management and business transaction monitoring of the applications
deployed on the cloud. Thus, there are many features that distinguish the Oracle
Cloud services from the other cloud providers, and these features are provided by
the powerful capabilities of Enterprise Manager Cloud Control 12c.

Carrying the Cloud paradigm further, driven by the goals of business agility, self-
service, abstraction, automation, and accountability (pay for what you use), it is
obvious that the future of IT computing is the Cloud —whether internal or external.
That is why Enterprise Manager Grid Control was renamed as Enterprise Manager
Cloud Control 12c.

Summary

In this book, we have discussed the powerful capabilities of the new Enterprise
Manager Cloud Control 12c to resolve data center chaos.

Cloud Control 12c¢ aids in database performance management by guaranteeing
performance levels proactively, using various innovative techniques for diagnosis
and tuning.

It performs configuration management by automatically discovering components,
collecting deep configuration data and allowing configuration comparisons, and
searches of historical changes. Configuration and security compliance rules, and
standards and frameworks are also provided in an out of the box fashion. Real-time
change detection can be set up, if needed.

Cloud Control 12¢ performs automated provisioning of Oracle databases and
software, enabling provisioning designers to use the new facility of profiles and
locked-down procedures that make it easier to provision a fully configured gold
copy of the Oracle software and database, and at the same time prevent provisioning
operators from deviating from corporate standards. Middleware provisioning is
available, as is the provisioning of entire operating systems.
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The product allows automated patching of Oracle databases in the data center,

thus making it possible to easily apply quarterly Critical Patch Updates (CPUs) or
Patch Set Updates (PSUs). The patching designer selects from a list of recommended
patches, creates a patch plan template, and publishes it to the patching operator,
who then creates a patch plan to apply the patch on target databases. After the initial
selection, the download, validation, and deployment of the patch (single or multiple)
is fully automated, thus enabling mass deployment of patches to multiple database
homes at prescheduled times. The new feature of out-of-place patching is included,
as is the patch plan templates.

Cloud Control 12¢ allows capture of all database schema changes, and comparison
of databases or schemas, to aid in propagation of changes across the development
life cycle, and greatly assists in the auditing process as a result. The new change
plans and capability of data comparisons for seed or configuration data are also
included. It simplifies test data management by allowing subsetting of data, so
smaller test databases can be created from a larger production database, thus
saving on storage cost. A centralized masking template library can be set up,
which aids in de-identification of any confidential data when copying data

from production to test databases.

The product provides the new consolidation planner to plan for migration to the
cloud, either with P2V (Physical to Virtual) or P2P (Physical to Physical) scenarios.
It is used to manage the cloud with self-service, metering, and chargeback facilities
built on top of the provisioning capabilities, for Oracle VM clouds in IaaS cloud
scenarios as well as Oracle Database clouds in DBaaS cloud scenarios.

Cloud Control 12¢ aids in monitoring and managing the powerful Exadata system
as a whole, both hardware and software components as well as the network
infrastructure. It allows monitoring and management of sophisticated Oracle
applications such as Oracle E-Business, Siebel, PeopleSoft, and Fusion applications,
aiding in many administrative activities of these complex applications, besides
allowing real user experience and configuration management of the applications.
Cloud Control 12c¢ also allows real user monitoring of any web application,
pinpointing problematic pages or problematic Java modules, with integration to
database diagnostics or Java diagnostics to perform a deeper diagnosis of the issue.

Various real-life examples and case studies of actual Oracle customers were
discussed in this book, to show how these customers have benefited from using
Oracle Enterprise Manager. Finally, we explored the future of cloud computing
and Oracle's strong standing in the cloud game.

I hope you enjoyed reading this book as much as I enjoyed writing it.
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